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Self-Organisation: Paradigms and Applications

Giovanna Di Marzo Serugendo, Noria Foukia, Salima Hassas,
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Mihaela Ulieru, Paul Valckenaers, and Chris Van Aart

Engineering Self-Organising Applications Working Group
http://www.agentcities.org/Activities/WG/ESOA/

Abstract. A self-organising system functions without central con-
trol, and through contextual local interactions. Components achieve
a simple task individually, but a complex collective behaviour emerges
from their mutual interactions. Such a system modifies its structure
and functionality to adapt to changes to requirements and to the
environment based on previous experience. Nature provides examples
of self-organisation, such as ants food foraging, molecules formation,
or antibodies detection. Similarly, current software applications are
driven by social interactions (negotiations, transactions), based on
autonomous entities or agents, and run in highly dynamic environments.
The issue of engineering applications, based on the principles of self-
organisation to achieve robustness and adaptability, is gaining increasing
interest in the software research community. The aim of this paper
is to survey natural and artificial complex systems exhibiting emer-
gent behaviour, and to outline the mechanisms enabling such behaviours.

Keywords: Self-organisation, self-organising application, emergence,
collective behaviour, multi-agent systems.

1 Introduction

The study of self-organising systems is a field that has been explored at least
since 1953 with the work done by Grassé [25], who studied the behaviour of
insect societies. Many systems in nature demonstrate self-organisation, such as
planets, cells, organisms and societies. All these systems exhibit recurrent prop-
erties inherent to self-organisation. The simplest form of self-organisation can
be achieved by the arrangement of parts of a system in such a way as to be
non-random. Considerable research has already been undertaken to study such
systems. Self-organising systems are often encountered in many scientific areas
including biology, chemistry, geology, sociology, and information technology.

A large number of software self-organising systems are designed based on
natural mechanisms of self-organisation. Furthermore, recent research has been
oriented towards introducing self-organisation mechanisms specifically for soft-
ware applications, as well as entire development techniques supporting self-
organisation [19]. This trend originates from the fact that current software ap-
plications need to cope with requirements and constraints stemming from the
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increased dynamism, sophisticated resource control, autonomy and decentralisa-
tion inherent in contemporary business and social environments. The majority of
these characteristics and constraints are the same as those which can be observed
in natural systems exhibiting self-organisation.

This survey firstly defines self-organisation, and presents examples of self-
organising systems taken from natural life. Subsequently, it describes the differ-
ent mechanisms enabling social, natural and artificial organisations to achieve
a coherent global behaviour. Finally, it reviews several software applications ex-
hibiting a self-organising behaviour.

2 Self-Organising Systems

The notion of self-organisation is popular in many different research fields. There-
fore, it is difficult to find a precise and concise definition of what is the meaning
of the term self-organisation. However, it seems that similar properties are ap-
parent and recurrent among the different definitions and research fields referring
to self-organisation. The next sub-section defines what are the inherent char-
acteristics of self-organisation. Subsequently, the following sub-sections describe
a number of different types of self-organising systems. It is not the intention of
this paper to provide an exhaustive review of all types of self-organising sys-
tems. Instead, self-organising systems are classified in three broad categories:
physical, living and social systems. For each category a representative example
is described.

2.1 Definition

Intuitively, self-organisation refers to the fact that a system’s structure or or-
ganisation appears without explicit control or constraints from outside the sys-
tem. In other words, the organisation is intrinsic to the self-organising system
and results from internal constraints or mechanisms, due to local interactions
between its components [11]. These interactions are often indirect thanks to
the environment [25]. The system dynamics modifies also its environment, and
the modifications of the external environment influence in turn the system, but
without disturbing the internal mechanisms leading to organisation. The system
evolves dynamically [9] either in time or space, it can maintain a stable form or
can show transient phenomena. In fact, from these interactions, emergent prop-
erties appear transcending the properties of all the individual sub-units of the
system [30]. One well-known example is that of a colony of ants sorting eggs
without having a particular ant knowing and applying the sorting algorithm.
The emergence is the fact that a structure, not explicitly represented at a lower
level, appears at a higher level. With no central control, a complex collective be-
haviour raises then from simple local individual interactions. More generally, the
field of complex systems studies emergent phenomenon, and self-organisation [3].
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2.2 Physical Systems

A characteristic of physical self-organising systems is that many of them present
a so called critical value in which the state of the system changes suddenly to
another state under certain conditions (temperature, pressure, speed, ...). Thus,
self-organisation is observed globally when the physical system moves from a
chaotic disordered state to a stable one. For instance, a thermodynamic sys-
tem such as a gas of particles has emergent properties, temperature and pres-
sure, that do not derive from the description of an individual particle, defined
by its position and velocity. Similarly, chemical reactions create new molecules
that have properties that none of the atoms exhibit before the reaction takes
place [3]. Moreover, the magnetisation of a multitude of spins' is a clear case
of self-organisation because, under a certain temperature, the magnetic spins
spontaneously rearrange themselves pointing all in the same direction thanks to
a strong emerging magnetic field.

2.3 Living Systems

A scientific aspect in the study of living organisms is the determination of invari-
ant in the evolution of natural systems. In particular the spontaneous appearance
of an order in living complex systems due to the self-organisation. In the optic
of biological research, the global emergence of a behaviour or a feature that
can not be reduced to the properties of each system’s component (molecules,
agents, cells, ...) defines also the common meaning of self-organisation. One ex-
ample described in [43] is the self-organisation of the cytoskeleton thanks to
collective processes of reaction and diffusion of the cytoskeletal filaments. The
cytoskeleton is the basis of the internal architecture of the cytoplasm of eukary-
otic cells. Eukaryotic cells are cells of the higher organisms, containing a true
nucleus bounded by a nuclear membrane. These cells are founded in animals and
plants. Eukaryotic cells are often organised into organs to create higher levels of
complexity and function thanks to metabolic processes. The obtained organ has
a defined functionality that transcends all the functionality offered by each of its
constitutive cells. These cells are the basic functioning units of life and evolve in
step through external changes with the environment. These units of life (cells)
have to use internal metabolic processes such as mutation or natural selection,
to adapt to natural life’s evolution. This is also the result of the self-organisation
of cells. Other examples in human body are the human nervous system, or the
immune system. Such living systems transparently manage vital functions, such
as blood pressure, digestion, or antibodies creation.

2.4 Social Systems

Social insects organise themselves to perform activities such as food foraging
or nests building. Cooperation among insects is realised through an indirect

L A spin is a tiny magnet.
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communication mechanism, called stigmergy, and by interacting through their
environment. Insects, such as ants, termites, or bees, mark their environment
using a chemical volatile substance, called the pheromone, for example, as do
ants to mark a food trail. Insects have simple behaviour, and none of them alone
“knows” how to find food but their interaction gives rise to an organised society
able to explore their environment, find food and efficiently inform the rest of the
colony. The pheromonal information deposited by insects constitutes an indirect
communication means through their environment.

Apart from animal societies, human beings organise themselves into advanced
societies. Human beings use direct communication, they engage in negotiation,
build whole economies and organise stock markets.

3 Self-Organising Mechanisms

This section presents the major self-organising mechanisms used in natural and
software systems to achieve self-organisation.

3.1 Magnetic Fields

A self-organisation phenomenon has been studied in the structure of a piece of
potentially magnetic material. A magnetic material consists of a multitude of
tiny magnets or spins. The spins point in different directions cancelling their
respective magnetic fields. At a lower level, the orientation of the spins is due to
the random movements of the molecules in the material: the higher the temper-
ature, the stronger these random movements of the molecules in the material.
These molecular movements affect the spins making them difficult to orient in
an ordered way. However, if the temperature decreases the spins spontaneously
point in the same direction. In this case, the different magnetic fields now add up,
producing a strong overall field. Magnetisation exhibits self-organisation because
the orientation of the spins is variable and depends on the local neighbourhood.
Under low temperature, the force between neighbouring spins is dominating and
they tend to build order. Similar phenomena, are observed in the crystallisation
from a liquid state, which is another common example of self-organisation.

3.2 Kohonen Neural Networks

Kohonen neural networks, also called self-organising maps, are useful for clus-
tering applications [36]. They take their inspiration from brain cells, which are
activated depending on the subject’s location. Such a network is made of two
neurons layers (input, and output), and usually follows a regular two-dimensional
grid of neurons. This grid represents a topological model of the application to
cluster. Indeed, the network maps similar data to the same, or adjacent, node of
the grid, by projecting multi-dimensional vectors of data onto a two-dimensional
regular grid, preserving the data clustering structure.
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To each neuron is associated a weight vector, randomly initialised. This topol-
ogy preserving behaviour of the network is obtained through a learning rule
which determines the winner among the neurons, as being the one whose weight
vector is closer to the vector of the sampled data entered in the network. Data
will then be affected to this neuron. Once the winner is determined, an update of
the weight vectors of each neuron is performed, in order to reinforce clustering.
On the basis of this algorithm, a method, called WEBSOM [37], has been de-
fined, which helps organise heterogeneous text documents onto significant maps.

3.3 Stigmergy

Social insect societies (ants, bees, wasps, termites, etc) exhibit many interesting
complex behaviours, such as emergent properties from local interactions between
elementary behaviours achieved at an individual level. The emergent collective
behaviour is the outcome of a process of self-organisation, in which insects are
engaged through their repeated actions and interactions with their evolving en-
vironment [30]. Self-organisation in social insects relies on an underlying mecha-
nism, the mechanism of stigmergy, first introduced by Grassé in 1959 [25]. Grassé
studied the behaviour of a kind of termites during the construction of their nests
and noticed that the behaviour of workers during the construction process is
influenced by the structure of the constructions themselves. This mechanism
is a powerful principle of cooperation in insect societies. It has been observed
within many insect societies like those of wasps, bees and ants. It is based on the
use of the environment as a medium of inscription of past behaviours effects, to
influence the future ones. This mechanism defines what is called a self-catalytic
process, that is the more a process occurs, the more it has chance to occur in the
future. More generally, this mechanism shows how simple systems can produce
a wide range of more complex coordinated behaviours, simply by exploiting the
influence of the environment. Much behaviour in social insects, such as forag-
ing or collective clustering are rooted on the stigmergy mechanism. Foraging is
the collective behaviour through which ants collect food by exploring their en-
vironment. During the foraging process, ants leave their nest and explore their
environment following a random path. When an ant finds a source of food, it
carries a piece of it and returns back to the nest, by laying a trail of a hor-
mone called pheromone along its route. This chemical substance persists in the
environment for a particular amount of time before it evaporates. When other
ants encounter a trail of pheromone, while exploring the environment, they are
influenced to follow the trail until the food source, and enforce in their coming
back to the nest the initial trail by depositing additional amounts of pheromone.
The more a trail is followed, the more it is enforced and has a chance of being
followed by other ants in the future. Collective Sorting is a collective behaviour
through which some social insects sort eggs, larvae and cocoons [17]. As men-
tioned in [10], an ordering phenomenon is observed in some species of ants when
bodies of dead ants are spread in the foraging environment. Ants pick up dead
bodies and drop them later in some area. The probability of picking up an item
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is correlated with the density of items in the region where the operation oc-
curs. This behaviour has been studied in robotics through simulations [29] and
real implementations [30]. Robots with primitive behaviour are able to achieve
a spatial environment structuring, by forming clusters of similar objects via the
mechanism of stigmergy described above.

Tag-Based Models. In addition to the digital pheromone, which is the ar-
tificial counterpart of the natural pheromone used by the ants, new electronic
mechanisms directly adapted to software applications are being developed. The
notion of tags, a mechanism from simulation models, is one of them. Tags are
markings attached to each entity composing the self-organising application [26].
These markings comprise certain information on the entity, for example func-
tionality and behaviour, and are observed by the other entities. In this case the
interaction would occur on the basis of the observed tag. This would be particu-
larly useful to let interact electronic mobile devices that do not know each other
in advance. Whenever they enter the same space, for example a space where
they can detect each other and observe the tags, they can decide on whether
they can or cannot interact.

3.4 Coordination

The social aspect of multi-agent systems is engineered through coordination
models that define the agent interactions in terms of interaction protocols and
interaction rules. In other words, a coordination model defines how agents in-
teract and how their interactions can be controlled [15]. This includes dynamic
creation and destruction of agents, control of communication flows among agents,
control of spatial distribution and mobility of agents, as well as synchronisation
and distribution of actions over time [12]. In general, a coordination model is
defined by: (a) coordinable entities (components), these are the agents, which
are coordinated. Ideally, these are the building blocks of a coordination architec-
ture, for example agents, processes, tuples, atoms, etc.; (b) coordination media,
these are the coordinators of inter-agent entities. They also serve to aggregate
a set of agents to form a configuration, for example channels, shared variables,
tuple spaces; and (c) coordination laws ruling actions by coordinable entities or
the coordination media. The laws usually define the semantics of a number of
coordination mechanisms that can be added to a host language [16].

A particular coordination model depends on the coordination media, coordi-
nation laws, and the programming language used for expressing coordinables. In
control-driven models agents interact either by broadcasting events to the other
agents, or through a point-to-point channel connection. Communication among
the agents is established by a third party coordinator process. Coordination laws
establish propagation of events, dynamic reconnection of ports, and creation and
activation of processes.

In data-driven models, the coordination media is a shared data space, and
interactions consists in asynchronously exchanging data through the data space.
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Coordination laws govern data format and primitives for storing, removing,
and retrieving them from the interaction space. Such models are derived from
Linda [24], an early coordination model based on shared tuple spaces. This model
fits well with multi-agent systems because it allows interactions among anony-
mous entities, joining and leaving the system continuously, in a not-predefined
manner. In order to incorporate more control over interactions, into data-driven
models, hybrid models are also considered. In such models, the data space serves
for responding to communication events. It becomes a programmable coordina-
tion medium where new coordination primitives and new behaviours can be
added in response to communication events. Acting as middleware layers, coor-
dination spaces provide uncoupled interaction mechanisms among autonomous
entities, which input data into a common tuple space, and may retrieve data pro-
vided by other entities. These models support a limited form of self-organisation,
since they enable decentralised control, anonymous and indirect local interac-
tions among agents.

Tuples on the Air. On top of the basic coordination environment, several en-
hancements have been realised in order to address specifically self-organisation.
The TOTA environment (Tuples On The Air) propagates tuples, according to
a propagation rule, expressing the scope of propagation, and possible content
change [39]. If we come back to the metaphor of ant societies, such a model
allows, among others, to electronically capture the notion of digital pheromone,
deposited in the tuple space and retrieved by other agents. The propagation
rule removes the pheromone from the data space, once the evaporation time has
elapsed.

Coordination Fields. Alternatively, the Co-Fields (coordination fields) model
drives agents behaviour as would do abstract force fields [40]. The environment is
represented by fields, which vehicle coordination information. Agents and their
environment create and spread such fields in the environment. A field is a data
structure composed of a value (magnitude of field), and a propagation rule. An
agent then moves by following the coordination field, which is the combination of
all fields perceived by the agent. The environment updates the field according to
the moves of the agents. These moves modify the fields which in turn modify the
agents behaviour. This model allows representing not only complex movements
of ants, and birds, but also tasks division and succession.

4 Self-Organising Applications

Nature provides examples of emergence and self-organisation. Current dis-
tributed applications, as well as applications of a near future, already show
a self-organising behaviour, since they are situated in highly changing environ-
ments, they are made of a large number of heterogeneous components and cannot
undergo a central control.



8 Giovanna Di Marzo Serugendo et al.

4.1 Multi-agent Systems

An agent is a physical (robot), or a virtual (software) entity situated in an en-
vironment that changes over time: the physical world or an operating system
respectively. Through its sensors, the agent is capable of perceiving its environ-
ment, and through its effectors, it is capable of performing actions that affect
the environment. For instance, a robot may take notice of obstacles with an
embedded camera, and to remove them from its way with an articulated arm. A
software agent may understand a user’s request through a user’s interface, and
send an e-mail to the user once the request has been satisfied [46, 32].

Every single agent has one or more limitations, which can be categorised
into cognitive limitations, physical limitations, temporal limitations and insti-
tutional limitations. Cognitive limitations resemble the fact that individuals are
rationally bounded. It means that the data, information, and knowledge an indi-
vidual can process and the detail of control an individual can handle is limited.
As tasks grow larger and more complex, techniques must be applied to limit the
increase of information and the complexity of control. Individuals can be limited
physically, because of their physiology or because of the resources available to
them. Temporal limitations exist where the achievement of individual goals ex-
ceeds the lifetime of an individual, or the time over which resources are available
for achieving a goal. Finally, individuals can be legally or politically limited.

To overcome their limitations, agents group together and form multi-agent
systems, or societies of agents, where they work together to solve problems that
are beyond their individual capabilities [11]. A robot has to bring a cup from
the office to the kitchen. It may ask the need of another agent to bring the cup
in the kitchen, if it is itself unable to reach the kitchen whose door is closed. On
the basis of its knowledge about the user’s behaviour, an assistant agent may
decide to regularly inform that user about new computer science books, without
the user having explicitly notified the agent to do that. In order to obtain this
information, the agent may need to contact other agents aware of computer
science books.

Agents interact (communicate, coordinate, negotiate) with each other, and
with their environment. Interactions among agents usually follow a coordination
model as explained in Subsection 3.4. An agent can communicate directly or
indirectly with other agents for cooperation or competition purposes. Since the
agent perceives its environment and interacts with other agents, it is able to
build a partial representation of its environment, which constitutes its knowl-
edge. Usually, in a multi-agent system, interaction are not pre-defined, and there
is no global system goal. The interaction dynamics between an agent and its en-
vironment lead to emergent structure or emergent functionality, even though no
component is responsible for producing a global goal.

4.2 Grid

Computational Grids provide the software and networking infrastructure re-
quired to integrate computational engines/scientific instruments, data reposito-
ries, and human expertise to solve a single large problem (generally in science
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and engineering domains). Computational engines can comprise of specialist,
tightly coupled architectures (such as parallel machines) or loosely coupled clus-
ters of workstations. There has been an emerging interest in trying to integrate
resources across organisational boundaries through file or CPU sharing soft-
ware (such as KaZaA [4] and Gnutella [3] for file sharing and Entropia [2] and
UD [5] for CPU sharing). These individual resources are often geographically
distributed, and may be owned by different administrators (or exist within dif-
ferent independently administered domains). Managing resources within Com-
putational Grids is currently based on infrastructure with centralised registry
and information services (based on the LDAP /X500 directory service) - such as
provided by the Open Grid Services Infrastructure (OGSI) [1]. In this process,
resource owners must register their capabilities with a limited number of index
servers, enabling subsequent search on these servers by resource users. The provi-
sion of such centralised servers is clearly very limiting, and restricts the scalabil-
ity of such approaches. Current resources being provided within Computational
Grids are owned by national or regional centres (or by research institutions),
and therefore concerns regarding access rights and usage need to be pre-defined
and approved. However, as resources from less trusted users are provided, the
need to organise these into dynamic communities, based on a number of different
criteria: performance, trust, cost of ownership and usage, usability, etc. become
significant. Self-organisation therefore plays an important role in identifying how
such communities may be formed and subsequently dis-banded. A utility-based
approach for forming such communities is explored in [38]. However, it is nec-
essary to understand and investigate alternative incentive structures that will
enable the formation of such communities.

4.3 Service Emergence

Itao et al. [31] propose Jack-in-the-Net (Ja-Net), a biologically-inspired approach
to design emergent network applications and services in large-scale networks. In
Ja-Net, network applications and services are dynamically created from local
interactions and collaboration of self-organising entities, called cyber-entities.
Each cyber-entity implements a simple functional component of the overall ser-
vice or application. Furthermore, it follows simple behavioural rules, similar to
the behaviours of biological entities, such as: energy exchange with the environ-
ment, migration or replication, or relationship establishment. Services emerge
from strong relationships among cyber-entities. Indeed, cyber-entities record in-
formation about peer cyber-entities during a relationship. Once relationships
among a collection of cyber-entities are strong enough, they form a group and
create a service. Relationship strengths are evaluated on the basis of the util-
ity degree of each cyber-entity participating in the service. The utility degree
is estimated using user’s feedback on the delivered service. In addition to ser-
vice emergence, the system exhibits a natural selection mechanism based on the
notions of energy stored or spent by cyber-entities and the diversity of services
created. Due to the migration, replication and possible deaths of entities, the
system is also able to adapt to networks changes.
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4.4 Web Communities

Flake et al. [21] have shown using a specific algorithm that Web pages form
related communities. A Web page is a member of a community if it has more
hyperlinks within the community than outside it. At the human level, one cannot
have an overall picture of the structure, based on hyperlinks, that emerges among
the Web pages. Flake et al. have defined a specific algorithm which highlights
communities of related Web pages, on the basis of hyperlinks contained in the
pages.

From a self-organisation point of view, authors of Web pages simply put them
on the Web with hyperlinks on other pages. Inserting a page on the Web modifies
the environment, for example the world space of the Web pages, and this in turn
modifies the behaviour of other authors of pages. Indeed, it is now possible to
reach existing pages from a new location and it is possible to reference and go
through these new pages. By analogy with the ants metaphor, authors place Web
pages (pheromone) on the Web (food trail). These Web pages contain specific
information for other authors, who will reinforce (or not) the strengths among
Web pages by referencing them. Authors then collectively but independently
organise Web pages into communities.

4.5 Networking with Ants

Di Caro et al. [18] suggests using artificial ant-based modelling to solve network
problems. The motivation is that ants modelling might be able to cope with com-
munication networks better than humans. A first survey [9], dealing with several
swarm intelligence examples in social insect communities, shows how ants-like
behaviour (ants, bees, termites, and wasps) provide a powerful metaphor to
build a completely decentralised system. Such a system is composed of individ-
ual and simple entities, which collaborate to allow a more complex and collective
behaviour. The global emergent behaviour of the ant population is due to a net-
work of interactions between the ants themselves, but also between the ants and
their environment. This emergent collective behaviour allows the social insect
colony to organise vital tasks such as finding food, building the nest, dividing
labour among individuals and spreading alarm among members of the society.
Many of these tasks and their respective mechanism have inspired computer net-
work scientists notably to mimic ant foraging behaviour to optimise the routing
in communication networks or to mimic the division of labour and the task al-
location to optimise the load balancing in network systems. When ants forage,
they wander randomly starting from their source (nest) until they reach their
destination (food) and on their way they lay a chemical trail termed pheromone.
The pheromone deposited along the path followed by each ant marks this path
for other ants. In fact, the more one path is marked the more it will be chosen by
other ants. This mechanism where the environment becomes the communication
medium is termed stigmergy (see Subsection 3.3). To apply this paradigm to
network routing, Dorigo and his colleagues built an artificial ant network where
periodically each node launches an ant to find the route to a given destination.
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By simply smelling the strength of the pheromones along the neighbourhood
paths of the node, the ant generates the map that shows the fastest route to any
end point. In case of congestion, it was showed that this mechanism outperforms
all other popular routing algorithms in terms of speed achieved to avoid the
traffic jams.

4.6 Network Security

The use of Mobile Agents in sophisticated applications offers advantages for
constructing flexible and adaptable wide-area distributed systems. Notably, ap-
plications such as Intrusion Detection Systems (IDSs) and Intrusion Response
Systems (IRSs) have become even more relevant in the context of large-scale net-
work infrastructures, where traditional security mechanisms demonstrate severe
weaknesses [11]. Indeed, as they can be retracted, dispatched, cloned or put in
stand-by, mobile agents have the ability to sense network conditions and to load
dynamically new functionality into a remote network node (such as a router).
The network awareness of mobile agents can also significantly contribute to the
detection of intrusions and enables providing appropriate response. Deriving
from this trend, mobile agents have been proposed as support for Intrusion De-
tection (ID) and Intrusion Response (IR) in computer networks. The originality
of this approach lies on the design of the intrusion detection and response system
(IDRS). Indeed, the organisation of mobile agents follows the behaviour of natu-
ral systems to detect an intrusion as well as to answer an intrusion [23]. Schemat-
ically there are two natural paradigms that have been referred to. Firstly, the
human immune system, because the IDS is based upon principles derived from
the immune system model, where Intrusion Detection Agents (ID Agents) map
the functionality of the natural immune system to distinguish between normal
and abnormal events (respectively ”self” and "non self” in the immune system)
as explained in [22]. Secondly , the social insect stigmergy paradigm, because
the IRS is based upon principles derived from this paradigm. In fact, Intrusion
Response Agents (IR Agents) map the collective behaviour of an ant population
by following a synthesised electronic pheromone specific to the detected intru-
sion until the source of the attack — in order to perform its response task. This
pheromone has been previously diffused throughout the network by an ID Agent
when it detected the attack. This kind of collective paradigm is very interest-
ing because it consists in having each ant execute a rather light task (mobile
agents play the role of ants in the IR System) to induce collectively a more com-
plex behaviour. This approach is also very powerful because the ID System, as
well as the IR System, are completely distributed in the network without any
centralised control: both systems are essentially constituted by mobile agents
which travel across the network, dynamically adjusting their routes according
to collected events, without any simple way to trace them. Furthermore, mobile
agents are quite polyvalent because they can detect and respond to intrusion.
This enhances the difficulty for an attacker to distinguish between ID Agents
and IR Agents.



12 Giovanna Di Marzo Serugendo et al.

4.7 Robots

Researchers have also been inspired by living systems to build robots. Lots of re-
cent researches in robotics use insect-based technology where robots self-organise
to accomplish a task (gathering a set of objects at a precise location for instance).
As it is the case for ants’ populations, the populations of robots own a local view
of their environment, they can share individual information with other robots
and co-operate with them. One direct application of the self-organisation with
robots is the building of a global cartography of the environment where they
are immersed without having each the knowledge of the global topology of the
environment. In the approach described in [7] the robots’ perception of their
environment is tightly connected to their action, similarly to many successful bi-
ological systems. Robots perceive their environment locally by sending a simple
visual information to their control system. The overall behaviour of the sys-
tem emerges from the coordination, integration and competition between these
various visual behaviours.

4.8 Manufacturing Control

The food foraging behaviour in ant colonies has been translated into a design
for agent societies performing manufacturing control. Resource agents provide
a reflection of the underlying production system in the world of the agents.
These resource agents offer a space for the other agents to navigate through -
each agent knowing its neighbours - and offer spaces on which information can
be put, observed and modified - like the ants leave pheromones in the physical
world. Virtual agents - ants - move through this reflection of the physical world
and collect information, which they make available elsewhere. Firstly, these ants
collect information about the available processes, travel upstream and place the
collected information at routing points. Secondly, ants explore possible routings
for the products being made, make a selection and propagate the resulting in-
tentions through the 'reflection’. Resource agents receive this information about
the intentions of their users and compile short-term forecasts for themselves.
These forecasts allow up-to-date predictions of processing times used by the
ants exploring routes and propagating intentions. All these activities are sub-
jected to an evaporation (time-out) and refresh process that enables the system
to keep functioning in a highly dynamic environments (frequent changes and
disturbances) [51].

4.9 Self-Organising Sensor Networks

Self-organising wireless sensor networks are used for civil and military applica-
tions, such as volcanoes, earthquakes monitoring and chemical pollution check-
ing. Sensor networks consist of self-organised nodes, which dynamically need to
set up an ad-hoc P2P network, once they are deployed in a given area. They
need as well to calibrate themselves in order to adapt to their environment [54].
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Sensor networks benefit also of recent technology enabling integration of a com-
plete sensor system into small-size packages, as for instance the millimetre-scaled
motes provided by the SmartDust project [6].

4.10 Business Process Infrastructures

Business Process Infrastructures (BPIs) are software infrastructures supporting
the specification, design and enactment of business processes. In the global econ-
omy, businesses are constantly changing their structure and processes according
to market dynamics. Therefore BPIs need to be able to self-organise, namely
adapt their functionality to support changes in business process requirements.
The majority of BPIs are based on the agent metaphor. Agents provide flexi-
bility and adaptability and therefore they are particularly suitable for realising
self-organising infrastructures. Self-Organising BPIs are characterised by three
main features: The underlying model which is used to conceptualise the busi-
ness operations, the software paradigm used to develop the necessary software
components and the method used to engineer the self-organising and emergent
properties. Based on the underlying business model, self-organising BPIs can be
classified as complex interactive BPIs, holonic BPIs, and organisational BPIs.

Complex Interactive BPIs. Complex interactive BPIs are increasingly used
to support business processes, for example in dynamic workflow management [13]
and intelligent manufacturing scheduling [47]. They are based on distributed
software components executing without central top-down control and possibly in
an asynchronous manner. Each component may be designed with different goals
and structure, such that the resulting behaviour is not practically deducible from
a specification of its parts in a formal way. Such systems can exhibit emergent
behaviour with unpredictable results. For example, an emergent phenomenon
in complex interactive BPIs supporting supply chain management is that the
variation in the demand experienced by a low-tier supplier is much wider than
that experienced by the OEM, sometimes increasing by as much as two times
from one tier to the next [15]. Complex Interactive BPIs can be developed in
terms of autonomous agents interacting in groups according to local rules. The
global emergent behaviour results from local interactions between agents.

In such systems, non-linearity is considered as the main cause of emergent
behaviour [33, 48]. There are various sources for non-linearity in business sys-
tems. For example in manufacturing systems three main sources of nonlinearity
are capacity limits, feedback loops, and temporal delays [45].

Holonic BPIs. The Holonic BPIs aim to support holonic enterprises [12]. This
concept has emerged from the need for flexible open, reconfigurable models, able
to emulate the market dynamics in the networked economy, which necessitates
that strategies and relationships evolve over time, changing with the dynamic
business environment.
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The main idea of the holonic enterprise model stems from the work of Arthur
Koestler [35]. Koestler postulated a set of underlying principles to explain the
self-organising tendencies of social and biological systems. Starting from the em-
pirical observation that, from the Solar System to the Atom, the Universe is
organised into self-replicating structures of nested hierarchies, intrinsically em-
bedded in the functionality of natural systems, Koestler has identified structural
patterns of self-replicating structures named holarchies. Koestler proposed the
term holon to describe the elements of these systems, which is a combination
of the Greek word holos, meaning “whole”, with the suffix on meaning “part”
as in proton or neuron [49]. Holarchies have been envisioned as models for the
Universe’s self-organising structure, in which holons, at several levels of reso-
lution in the nested hierarchy [14], behave as autonomous wholes, and yet, as
cooperative parts for achieving the goal of the holarchy. As such, holons can be
regarded as nested agents. In such a nested hierarchy, each holon is a sub-system
retaining the characteristic attributes of the whole system. What actually de-
fines a holarchy is a purpose around which holons are clustered and subdivided
in sub-holons, at several levels of resolution, according to the organisational level
of dissection required.

A holonic enterprise is a holarchy of collaborative enterprises, where each en-
terprise is regarded as a holon and is modelled by a software agent with holonic
properties, so that the software agent may be composed of other agents that
behave in a similar way, but perform different functions at lower levels of res-
olution. A holon represents, as well, an autonomous and co-operative entity of
a holonic enterprise, which includes operational features, skills and knowledge,
and individual goals. Holons represent both physical and logical entities such as
production departments and machines. A holon has information about itself and
the environment, containing an information processing part, and often a physi-
cal processing part. An important feature of holonic enterprises is that a holon
can be part of another holon, for example, a holon can be broken into several
others holons, which in turn can be broken into further holons, which allows the
reduction of the problem complexity.

Self-organisation of the system is achieved by using appropriate configuration
meta-models of various types, such as centrally optimised or supervisory con-
figuration and dynamic reconfiguration based on experimental data. To deter-
mine the optimum holonic structure various evolutionary and genetic approaches
can be used. For example, the fuzzy-evolutionary approach, proposed by Ulieru
in [49], clusters the entities of a holonic enterprise into a dynamically configured
optimal holonic structure. It mimics self-organisation and evolution of natural
systems as follows. On one side, self-organisation is induced by minimising the
entropy, measuring the information spread across the system, such that equi-
librium involving optimal interaction between the system’s parts is reached. On
the other side, it enables system’s evolution into a better one by enabling in-
teraction with external systems found via genetic search strategies (mimicking
mating with most fit partners in natural evolution), such that the new system’s
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optimal organisational structure (reached by minimising the entropy) is better
than the one before evolution.

The holonic enterprises paradigm provides a framework for information and
resource management in global virtual organisations by modelling enterprise
entities as software agents linked through the Internet [55]. In this parallel uni-
verse of information, enterprises enabled with the above mechanism can evolve
towards better and better structures while at the same time self-organising their
resources to optimally accomplish the desired objectives. Encapsulating the dy-
namic evolutionary search strategy into a mediator agent and designing the
virtual clustering mechanism by the fuzzy entropy minimisation strategy above,
empowers the holonic enterprises with self-adapting properties. Moreover, the
holonic enterprise evolves like a social organism in Cyberspace, by mating its
components with new partners as they are discovered in a continuous, incremen-
tal improvement search process. Latest applications have shown high suitability
for this strategy to the design of Internet-enabled soft computing holarchies for
telemedicine, for example e-Health, telehealth and telematics [50].

Organisational BPIs. Organisational BPIs aim to support business in the
context of global economy. The difference between Complex Interactive BPIs,
Holonic BPIs and Organisational BPIs is that the latter view businesses from
a global economy perspective and are focused on business theoretic models of
self-organisation, such as marketing, management, and economic models.

For example, one such model from the marketing domain is the one-to-one
variable pricing model [27] which refers to providing an individual offer to each
customer using Internet technologies. The model involves self-organisation of
the marketing policies by changing customers targeted and the prices quoted
based on market dynamics, customer characteristics and the business goals. An
example of a company using this type of marketing is FedEx [53]. The company
allows customers to access computer systems, via the Web site, to monitor the
status of their packages. For corporate customers FedEx provide software tools
that enable the organisation to automate shipping and track packages using their
own computing resource. Each customer is offered different prices depending on
a variety of parameters. Many websites, such as eBay, also apply variable pricing
for their offers.

Another example of an Organisational BPI model from the area of manage-
ment is the theory of activity described in [52]. The view of a company is that it
consists of networks of working groups that can change their structure, links and
behaviour in response to business requirements. The aim is to capture the self-
organisation decisions that need to be taken during the business operations both
by managers and by interactions between employees with emphasis to solving
potential conflicts of interests both of the inner and outside co-operative activity
of the company.

In other cases the focus is on the technological part of the infrastructure.
For example Helal and Wang in [28] propose an agent-based infrastructure and
appropriate interaction protocols that would be useful in negotiating service
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bundles for the different services offered by agents. In that approach, agents
are organised in e-business communities (Malls). Within a community, highly
relevant agents group together offering special e-Services for a more effective,
mutually beneficial, and more opportune e-Business. Self-organisation is based
on a hierarchy of brokers which control membership and operations of the differ-
ent communities. The aim of the broker hierarchy is to achieve scalability of the
system and interoperability of the various heterogeneous e-business components.

5 Conclusion

There is currently a growing interest in biologically inspired systems, not only
from researchers but also from industry. Recent interest by IBM, as part of their
Autonomic Computing [341] program, and by Microsoft, as part of the Dynamic
Systems Initiative, indicates the importance of self-organisation for managing
distributed resources. In addition, future applications based on invisible intel-
ligent technology will be made available in clothes, walls, or cars, and people
can freely use it for virtual shopping, micro-payment using e-purses, or traffic
guidance system [20]. These applications, by their pervasive, large-scale, and
embedded nature exhibit self-organisation characteristics, and would gain in
robustness, and adaptability if considered and programmed as self-organising
systems.

This survey shows that most current techniques used for designing self-
organising applications are direct translations of natural self-organising mecha-
nisms, such as: the immune system, brain cells, magnetic fields, or the stigmergy
paradigm. Translating natural mechanisms into software applications is a first
step. However, there is a need to define specific mechanisms for self-organisation
that fit electronic applications. Recent examples in that direction are given by
the TOTA infrastructure (subsection 3.4), or those that can be built on the no-
tion of tags (subsection 3.3). The challenges to take up in this field go beyond
interaction mechanisms and middleware technologies favouring self-organisation.
They relate to the establishment of whole software engineering methodologies
encompassing design, test, and verification, based on these mechanisms as well
as on sound mathematical theories enabling the definition of local goals, given
the expected global behaviour.
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Abstract. In recent years, mobile ad-hoc networks (MANETSs) have been
deployed in various scenarios, but their scalability is severely restricted by the
human operators[ability to configure and manage the network in the face of
rapid change of the network structure and demand patterns. In this paper, we
present a self-organizing approach to MANET management that follows
general principles of engineering swarming applications.

1 Introduction

The management of mobile ad-hoc networks (MANETS) presents unique challenges
that may overwhelm traditional network management approaches. Such networks are
highly dynamic, severely constrained in their processing and communications
resources, distributed and decentralized. Thus, centralized management approaches
requiring accurate and detailed knowledge about the state of the overall system may
fail, while decentralized and distributed strategies become competitive.

Designing decentralized and distributed applications in an environment as
dynamic, noisy and unpredictable as MANETS requires an approach that is robust,
flexible, adaptive and scalable. Self-organizing systems of agents with emergent
system-level functions offer these features, but it is often far from obvious how the
individual agent processes need to be designed to meet the overall design goal.

In this paper we first present a concrete management problem in the MANET
domain. Then we discuss the nature of self-organizing applications in general and
propose a set of design principles. In section 4 we offer a solution to the MANET
management problem based on fine-grained agents dynamically interacting in the
network environment. We review in section 5 how the proposed design principles are
reflected in this particular self-organizing application and we conclude this paper in
section 6.

2 A MANET Management Problem

Assume a network of (randomly) moving nodes that may communicate within a
limited range, that may fail temporarily, and that may host client and server
processes. Every node carries a client and some nodes carry a server process. A
server provides a stateless and instantaneous service to a client upon request if there
exists a communications path between the client and the server and if the server node

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAI 2977, pp. 20-35, 2004.
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is currently active. Servers in our model have no capacity constraints, and may serve
as many clients at the same time as requests arrive.

@ Edown” nodej ;‘up" node]
4 /4

Teient | NU 1 dient
0 server ‘ Sl
sub-network 1 server

Fig. 1. Application domain: ad-hoc network of (randomly) moving nodes with power and
communications limitations

/Multiple
Processes

Coupled Processes

Autocatalytic
Potential

- /

Fig. 2. Three steps to self-organization

The design goals are three-fold: for the current topology of the network determined
by node locations, communications ranges and node availability, decide

e which server nodes should actually expend battery power to execute the server
process;

e to which server node a particular client should send its next service request; and

e where to relocate server nodes to meet the current demand by the clients.

Thus, the network must be provided with mechanisms that self-diagnose the
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current network state (e.g., breaking of connections, availability of new connections,
failure of nodes) and provide the information in a way that enables it to self-conFig.
the ongoing processes for optimal performance.

Table 1. Categories of Information Exchange

Topology of Inter-Agent Relationships

Centralized (between Distinguished |Decentralized

and Subordinate agents) (among Peer agents)
z |Direct
E (messages Construction (Build-Time) Conversation
= |between Command (Run-time)
£ |agents)
g Indirect (non- Stigmergy (generic)
:é message Constraint Competition (limited
= |interaction) resources)

3 Engineering Self-organizing Applications

In engineering a self-organization application such as a MANET, it is helpful to think
in terms of imposing three successive restrictions on the space of all possible multi-
process systems, outlined in Fig. 2.

e The various processes must be coupled with one another so that they can interact.

e This interaction must be self-sustaining, or autocatalytic.

e The self-organizing system must produce functions that are useful to the systemis|
stakeholders.

In discussing each of these, we first review the concept and its mechanisms, then
discuss design principles to which it leads. Elsewhere [10], we offer further
discussion of these and other issues for engineering self-organizing systems.

3.1 Coupled Processes

Agents must exchange information if they are to self-organize. Different patterns of
information exchange are possible, and can be classified along two dimensions:
Topology and Information Flow (Table 1).

The Topology dimension depends on two different kinds of relations that agents
can have with one another. When the agents can say Nolfo one another within the
rules of the system, they are peer agents.'When one of them (say agent A) can say
Nolto the other (B), but B cannot say Nolto A, we call A the distinguished
agentland B the suibordinate.[These con cepts can be developed more formally
through dependency and autonomy theory [3, 8]. Centralized information exchange is
between a distinguished and a subordinate agent, while decentralized information
exchange is between peer agents.

The Information Flow dimension relies on environmental state variables that the
agents can manipulate and sense. All information exchange is ultimately mediated by
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the environment, but the role of the environment is sometimes not modeled explicitly.
The information flow from one agent to another is Direct if no intermediate
manipulation of information is modeled, and Indirect if it is explicitly modeled.
Decentralized indirect (stigmergic) mechanisms have a number of advantages,
including simplicity, scalability, robustness, and environmental integration. Four
design principles support coupling among processes, and in particular stigmergic

coupling.
TS e
A+B->C

A+B>C||A+B>C

d
B S——
A+B>C D+E>F X+Y~>Z

Fig. 3. Relations among Processes.--a) A simple reaction. b) D catalyzes the conversion of A
and B to C. ¢) An autocatalytic reaction. d) An autocatalytic set of processes (shown as a ring,
but other topologies are possible)

Coupling 1: Use a distributed environment.Stigm ergy is most beneficial when
agents can be localized in the environment with which they interact. A distributed
environment enhances this localization, permitting individual agents to be simpler
(because their attention span can be more local) and enhancing scalability.

Coupling 2: Use an active environment.If the environment supports its own
processes, it can contribute to overall system operation. For example, evaporation of
pheromones in the ants[Jenvironment is a primitive form of truth maintenance,
removing obsolete information.

Coupling 3: Keep agents small. Agent s should be small in comparison with the
overall system, to support locality of interaction. This criterion is not sufficient to
guarantee locality of interaction, but it is a necessary condition. The fewer agents
there are, the more functionality each of them has to provide, and the more of the
problem space it has to cover.

Coupling 4: Map agents to Entities, not Functions.C hoosing to represent
domain entities rather than functions as agents takes advantage of the physical fact
that entities are bounded in space and thus have intrinsic locality. Functions tend to be
defined globally, and making an agent responsible for a function is likely to lead to
many non-local interactions.

3.2 Autocatalytic Potential

The concept of autocatalysis comes from chemistry. A catalyst is a substance that
facilitates a chemical reaction without being permanently changed. In autocatalysis, a
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product of a reaction serves as a catalyst for that same reaction. An autocatalytic set is
a set of reactions that are not individually autocatalytic, but whose products catalyze
one another. The result is that the behaviors of the reactions in the set are correlated
with one another. If reaction A speeds up (say, due to an increased supply of its
reagents), so does any reaction catalyzed by the products of A. If A slows down, so
do its autocatalytic partners. This correlation causes a decrease in the entropy of the
overall set, as measured over the reaction rates. Fig 3 summarizes these concepts.

Not all coupled processes are autocatalytic. Autocatalyticity requires a continuous
flow of information among the processes to keep the system moving. If the product of
process A catalyzes process B, but process Bisiproducts have no effect (either directly
or indirectly) on process A, the system is not autocatalytic. Furthermore, a system
might be autocatalytic in some regions of its state space but not in others.

It is natural to extend this concept from chemistry to any system of interacting
processes, such as a multi-agent system. A set of agents has autocatalytic potential if
in some regions of their joint state space, their interaction causes system entropy to
decrease (and thus leads to increased organization). In that region of state space, they
are autocatalytic.

Two points are important to understand about autocatalyticity.

1. In spite of the reduction of entropy, autocatalyticity does not violate the Second
Law of Thermodynamics. The rationalization is most clearly understood in the
stigmergic case (Table 1). Entropy reduction occurs at the macro level (the
individual agents), but the dissipation of pheromone at the micro level generates
more than enough entropy to compensate. This entropy balance can actually be
measured experimentally [9].

2. Information flows are necessary to support self-organization, but they are not
sufficient. A set of coupled processes may have a very large space of potential
operating parameters, and may achieve autocatalyticity only in a small region of
this space. Nevertheless, if a system does not have closed information flows, it will
not be able to maintain self-organization.

The need to achieve autocatalysis leads to three design principles.

Autocatalysis 1: Think Flows rather than Transitions.Computer scientists tend
to conceive of processes in terms of discrete state transitions, but the role of
autocatalysis in supporting self-organization urges us to pay attention to the flows of
information among them, and to ensure that these flows include closed loops.

Autocatalysis 2: Boost and Bound.Keeping flows moving requires some
mechanism for reinforcing overall system activity. Keeping flows from exploding
requires some mechanism for restricting them. These mechanisms may be traditional
positive and negative feedback loops, in which activity at one epoch facilitates or
restrains activity at a successive one. Or they may be less adaptive mechanisms such
as mechanisms for continually generating new agents and for terminating those that
have run for a specified period (programmed agent death).

Autocatalysis 3: Diversify agents to keep flows going.Just as heat will not flow
between two bodies of equal temperature, and water will not flow between two areas
of equal elevation, information will not flow between two identical agents. They can
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exchange messages, but these messages carry no information that is new to the
receiving agent, and so cannot change its state or its subsequent behavior.
Maintaining autocatalytic flows requires diversity among the agent population. This
diversity can be achieved in several ways. Each agentls location in the environment
may be enough to distinguish it from other agents and support flows, but if agents
have the same movement rules and are launched at a single point, they will not spread
out. If agents have different experiences, learning may enable them to diversify, but
again, reuse of underlying code will often lead to stereotyped behavior. In general, we
find it useful to incorporate a stochastic element in agent decision-making. In this
way, the decisions and behaviors of agents with identical code will diversify over
time, breaking the symmetry among them and enabling information flows that can
sustain self-organization.

3.3 Function

Self-organization in itself is not necessarily useful. Autocatalysis might sustain
undesirable oscillations or thrashing in a system, or keep it locked in some
pathological behavior. We want to construct systems that not only organize
themselves, but that yield structures that solve some problem. There are two broad
approaches to this problem, broadly corresponding to the distinction in classical Al
between the scruffy and the neat approaches. As the use of self-organizing systems
matures, a hybrid of both approaches will probably be necessary.

One approach, exemplified by work in amorphous computing [1, 6], is to build up,
by trial and error, a set of programming metaphors and techniques that can then be
used as building blocks to assemble useful systems.

An alternative approach is to seek an algorithm that, given a high-level
specification for a system, can compute the local behaviors needed to generate this
global behavior. State-of-the-art algorithms of this sort are based not on design, but
on selection. Selection in turn requires a system with a wide range of behavioral
potential, and a way to exert pressure to select the behaviors that are actually desired.

One way to ensure a broad range of behavioral potential is to construct nonlinear
systems with formally chaotic behavior. The basic idea is to let the chaotic dynamics
explore the state space, and when the system reaches a desirable region, to apply a
small control force to keep the system there [7]. It may seem that chaos is a
complicated way to generate potential behaviors, and that it would be simpler to use a
random number generator. In fact, virtually all such generators are in fact nonlinear
systems executing in their chaotic regime.

In a multi-agent system, the key to applying this generate-and-test insight is
finding a way to exert selective pressure to keep the system balanced at the desired
location. Natural systems have inspired two broad classes of algorithm for this
purpose: synthetic evolution, and particle swarm optimization.

Synthetic evolution is modeled on biological evolution. Many different algorithms
have been developed [4], but they share the idea of a population of potential solutions
that varies over time, with fitter solutions persisting and less fit ones being discarded.
The variational mechanisms (which usually include random mutation) explore the
systemlsl potential behaviors, while the death of less fit solutions and the perpetuation
of more fit ones is the control pressure that selects the desired behavior.
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Particle swarm optimization [5] is inspired by the flocking behavior of birds. In
adaptations of this behavior to computation, solutions do not undergo birth and death
(as in evolutionary mechanisms). Instead, they are distributed in some space (which
may be the problem space, or an arbitrary structure), and share with their nearest
neighbors the best solutions they have found so far. Each solution entity then adjusts
its own behavior to take into account a blend of its own experience and that of its
neighbors.

Market-based bidding mechanisms are a variation on particle swarm optimization.
The similarity lies in selection via behavioral modification through the exchange of
information rather than changes in the composition of the population. The approaches
differ in the use that is made of the shared information. In the particle swarm, agents
imitate one another, while in bidding schemes, they use this information in more
complicated computations to determine their behavior.

The need to adjust the systemlsl function to meet requirements leads to three design
principles.

Function 1: Generate behavioral diversity.Structure agents to  ensure that their
collective behavior will explore the behavioral space as widely as possible. One
formula for this objective has three parts.

1. Let each agent support multiple functions.
2. Let each function require multiple agents.
3. Break the symmetry among the agents with random or chaotic mechanisms.

The first two points ensure that system functionality emerges from agent interactions,
and that any given functionality can be composed in multiple ways. The third ensures
a diversity of outcomes, depending on which agents join together to provide a given
function at a particular time.

Function 2: Give agents access to a fitness measure.Agents need to make local
decisions that foster global goals[11]. A major challenge is finding measures that
agents can evaluate on the basis of local information, but that correlate with overall
system state. In one application, we have found the entropy computed over the set of
behavioral options open to an agent to be a useful measure of the degree of overall
system convergence [2] that agents can use to make intelligent decisions about
bidding in resource allocation problems.

Function 3: Provide a mechanism for selecting among alternative behaviors.If
an adequate local fitness metric can be found, it may suffice to guide the behavior of
individual agents. Otherwise, agents should compare their behavior with one another,
either to vary the composition of the overall population (as in synthetic evolution) or
to enable individual agents to vary their behavior (as in particle swarm optimization).

4 Emergent MANET Management

A fine-grained, self-organizing agent system can solve the service location problem
specified in section 2. Our agent system demonstrates the application of the design
principles proposed in section 3. In section 4 we review how our design reflects these
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principles. Before we present our self-organizing design, we discuss a baseline
solution that achieves the globally optimal service performance, but does not satisfy
the severe resource constraints inherent to MANETS.

service “need” met server active
used server

service “need”
not met

Fig. 4. A global solution provides maximum performance with unacceptable resource drain

A Global Solution

We can easily construct a global solution that provides the highest possible request-
success rate for the clients. We ignore the desire to preserve battery power and let all
server nodes execute the server process at all times (maximum server availability).
We use global knowledge (requiring very large bandwidth) to determine for a client
that wants to send a request, which available server nodes are currently in range (path
exists), and then we select the recipient of the request randomly from this set.

This solution formally avoids sending requests to servers that are out of reach,
whose node is currently down, or whose server process is currently not executing.
But its resource requirements are too large to meet the severe constraints of the
application domain (ad-hoc mobile wireless network among battery-powered nodes).
Also, from a more programmatic point of view, this solution does not demonstrate
emergent cognition, since the complexity of the individual node (client) is as high as
the system-level complexity. Nevertheless, this solution provides us with a
performance and resource-usage baseline against which we measure our local
approach in the demonstration.

A Local Solution

Our local solution starts with the following initial conditions:

e Server processes shut down immediately if no requests arrive.
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e A client does not know about the location of servers in the network, unless the
client is co-located with a server on the same node.
e Server nodes move randomly.

Thus, in terms of our design goals, we preserve maximum battery power, but most
clients[$ervice needs are not met since they dont’know which server to address.

We now define a co-evolutionary learning process based on individual
reinforcement, in which the server population learns to maintain an appropriate
number of active server processes and the client population learns to direct the
requests to these active servers.

Server Activation Learning

Any server node is aware of the incoming requests from one or more clients. If the
server process is running, then these requests are served, otherwise they fail, but the
node will immediately start up the server process to be available for any new requests
in the next cycle. While the server process is running, it tracks the number of
incoming requests. If there are no requests, it will begin a countdown. It will either
abort the countdown if new requests arrive (and are served), or shut down if it
reaches the end of the countdown.

Initially, the duration of the countdown is zero. Thus, server processes are shut
down as soon as no new requests come in. We define the following simple
reinforcement learning process to adjust the duration of the next countdown:

(+) If a request from a client arrives and the server process is down, we increase
the length of the countdown period for subsequent countdowns, since
apparently the server should have been up and we lost performance (failed to
serve a request) while the server was down.

()J If no request arrives while the count down proceeds and the server process
reaches the end of the countdown, then we decrease the length of the
countdown period for subsequent countdowns, since apparently the server
could have been down already and we wasted resources (battery power) while
the server was up.

Thus, driven by the demand pattern as it is perceived at the particular server node,
the server process learns to maintain the optimal availability. In effect, the server
learns the mean time between requests and adjusts its countdown length accordingly
to stay up long enough. With this learning mechanism in place, the client population
will now assume the role of the teacher as it generates a demand signal that leads
some servers to stay down (extremely short countdown) while others stay consistently
up (extremely long countdowns).

Client Preference Learning

Initially, only clients that are co-located with a server on the same node have any
information about possible server addresses. These clients will become the source of
knowledge of the client population as they share this information with their
neighbors.
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Knowledge Representation.Clients manage their knowledge about and evaluation
of specific servers in a dynamic set of scorecards, one for each server they know. A
scorecard carries the address of the server, a score in favor (pro) and a score against
(con) using this server. The current score of a server is computed as pro - con.

Decision Process.When a client needs to select a server, it will normalize the
current scores of all scorecards so that they add up to one and select a server with a
probability equal to the normalized score (roulette wheel selection). Thus, servers
with a low current score compared to others have a lower probability of being chosen
by the client. If the client currently does not have any scorecards, then it can only
contact a server if it co-located with one, otherwise its service need will not be met in
this decision cycle.

Information Sharing.If a client selects a server on a node that is currently within
reach, it will send a request to the server and share the outcome of this interaction
with its direct neighbors. If the request is met, the client will increase its own pro
score of that server by one and it will send the same suggestion to its direct neighbors.
If the request is not met, the con scores are increased in the same way. These
suggestions to the neighbors may lead to the creation of new score cards at those
neighbors if they had not known about this server before. Thus knowledge about
relevant servers spreads through the network driven by the actual use of these servers.
Furthermore, the success or failure of the interaction with a server reinforces the
preferences of the client population and thus (with a random component to break
symmetries) dynamically focuses the attention on a few active servers while
encouraging de-activation for others (see Server Activation Learning).

Truth Maintenance.The constant change of the network topology, driven by the
node movements and their failures, requires that the client population continuously
update its knowledge about reachable servers and their evaluation. While the score-
sharing mechanism ensures that the performance of a reachable server is continuously
re-evaluated, the clients still need a mechanism to forget references to servers that do
not exist anymore or that are out of reach now. Otherwise, in long-term operation of
the system, the clients would drown in obsolete addresses.

We implemented a mechanism that reverses the traditional approach to truth
maintenance. Rather than maintaining any knowledge until it is proven wrong, we
begin to remove knowledge as soon as it is no longer reinforced. This approach is
successfully demonstrated in natural agent systems, such as ant colonies, where
information stored in pheromones begins to evaporate as soon as it is laid down. A
client évaporateslits scores (pro  and con individually) by multiplying them with a
globally fixed factor between zero and one in each decision cycle. Thus, both scores
approach zero over time if the client or its neighbors do not use the server anymore. If
both scores have fallen below a fixed threshold, then the scorecard is removed from
the clientlss memory [the client forgets about this server.

A client also chooses to forget about a particular server, if the con score dominates
the pro score by a globally fixed ratio ( con / ( con + pro ) > threshold > 0.5 ). Thus,
servers that are trained by the client population to be down are eventually removed
from the collective memory and are left untouched. They only return into the memory



30  Sven A. Brueckner and H. Van Dyke Parunak

of clients if all other servers have also been forgotten and their co-located client is
forced to use them.

Agent
Processes

Local State Dynamics

Population Agents

1 Manipulate

Environment

Environment

Local State

Dynamic
Environment

Fig. 5. Stigmergic coordination of agents in a shared environment

Server Node Location Learning

In a co-evolutionary process, the server and client populations learn which clients
should focus on which servers. We can stabilize this preference pattern and reduce
the need for re-learning by decreasing the likelihood that the connection between a
client and its chosen server is disrupted. Since the risk for a disruption of the path
between a client and a server generally increases with the distance between their
nodes, moving the server node towards its current clients will decrease this risk.

We assume that any client and server processes have means to estimate their
respective nodels current spatial location and that the server node may actually control
its movement within certain constraints if it chooses to.

As a client sends a request to a server, it includes its current location in the request
message. The server node computes the vector between the client and the server
location and adds up all vectors from all requests within a decision cycle. Vectors of
requests that failed are negated before they are added to the sum. The resulting
combined vector determines the direction of the next move of the server node. If the
requests failed because the server process was down, then the node moves away from
the center of gravity(of the clients that contacted this server. Otherwise, the node
will move toward these clients. The length of the step for the server node is fixed to a
global constant, characterizing the physical ability of the node to move.

Stigmergic Coordination

The coordinated behavior of many simple agents (server, client, node) in the highly
dynamic and disruptive environment of the Service Location demonstration emerges
from peer-to-peer interactions in a shared environment driven by simple rules and
dynamic local knowledge. The individual components of the system are not explicitly
aware of the overall system functions of self-diagnosis and self-reconfiguration.



Self-organizing MANET Management 31
Node. Cllen? Local Preferences Adjust Preferences
Population Population |, server-Selection in Neighborhood
Utilize Observe
Server Performance

Node
Movement

Node Locations &
Comms Range

AR

—————

E Server
! Utilization ! ,
! Force 1 H
Server Ly Node 0
Population Reachabilty ™, UtiIizat?on Success | !
— . o, Server or Failure Event
Availability | ' Availability T
State i
Transition btw. Length of Observe Performance &
States Countdown Resource Usage I:I Local State

D Dynamics

Fig. 6. Stigmergic coordination of MANET agent populations

The coordination mechanism detailed in this demonstration is an example of
stigmergy, in which individual agent activity is influenced by the state of the agent
and its local environment. As agent activity manipulates the environment, subsequent
agent activity dynamics may change (Fig. 5). If this flow of information between the
agents through the environment establishes a feedback loop that decreases the entropy
of the options of the individual agents, then coordinated behavior emerges in the
population. We engineer the agent behavior and the indirect information flow, so that
the emergent coordinated behavior meets the design goal.

Three populations of processes (agents) contribute to the emerging system
functionality. Because each population operates in the shared network environment,
the other populations influence its dynamics. For instance, the clients coordinate their
server choice through the exchange of scores, but their ability to focus on only a few
servers depends on the server populationls ability to identify the emerging intention of
the clients and to maintain the server processes on the correct nodes. Fig. 6 identifies
the main flow of information among the three populations driven by their respective
dynamics and linked by the occurrence of successful or failed utilization events [
requests from clients to servers.

Comparison with the Global Solution

We implemented both solutions (global and local) in a software demonstration that
allows us to observe the ongoing operation of the system visually, but which does not
provide any systematic experimentation (parameter sweep, formal analysis)
opportunities.

Let us consider the static case first. We reduce the probability of nodes to fail to
zero and freeze their random motion. Thus, the MANET topology remains fixed to
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the initial state. With the global solution, clients that are in reach of a server
immediately find the server and succeed in utilizing the service, while all others
continually fail. The performance of the system in providing the service to the client
is maximal. Since the servers are always on, the usage of processing power by the
server processes is maximal too.

Our local solution begins with a very low performance, since all clients except
those that are co-located with a server on the same node do not have any knowledge
about available servers. But once a co-located client initiates its first service request
to its local server, the knowledge about this server rapidly propagates through the
serverls sub-network and other clients start utilizing the server too. If there are more
than one server in a sub-network, then the clients[asymmetric reinforcement of their
scorecards and the serverslactivation learning quickly breaks symmetries and focuses
the clients[tequest onto one server. At this point, the performance of the system is as
good as with the global solution, but the resource usage is lower if the network
topology provides for multiple servers in a sub-network.

Let us now introduce a change in the topology as either a node fails or random
movement changes the link structure. Such a change may or may not change the
reachability or availability of servers for a sub-population of clients. The more clients
are affected, the more severe are the effects of this topology change. With the global
solution, the performance of the system immediately adjusts to the maximally
possible utilization success rate. In contrast, our local approach experiences a
temporary drop-off in performance as the affected clients first try to utilize servers
that are no longer available and then exchange knowledge about other locally
available servers that had shut down. The more severe the topology change is, the
larger is the aggregated loss of performance during this re-learning cycle.

Finally, let us repeatedly trigger topology changes. These changes occur
stochastically and we hypothesize that the frequency of changes of a fixed severity
follows a power law, where more severe changes are exponentially less frequent. As
the duration of the re-learning cycle increases with the severity of the changes, there
will be a point where the next change occurs before the re-learning is completed. We
expect a clear phase change in the performance (and thus applicability) of our local
solution as the dynamics of topology change surpass a threshold. We hope to verify
this prediction in future research.

5 Reviewing the Approach

In this section we briefly review how our design of the service location system meets
the design principles proposed in section 3.

Coupling 1: Use a distributed environment.The interactions among clients are
constrained by the current topology of the network. A client may exchange
information only with its direct neighbors. Through this restriction we ensure that any
change in the network topology immediately changes the clients[interaction pattern
without requiring reasoning about the topology.
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Coupling 2: Use an active environment.The clients and servers maintain their
individual virtual environment in which they maintain dynamics analogous to
pheromones. A clientls/set of scorecards of known servers and their performance is its
environment: it deposits scores, which are evaporated over time, and it selects the
next server based on the currently obser ved[score pattern. A serverls! virtual
environment is the variable that represents the duration of the next countdown.

Coupling 3: Keep agents small.Clients and servers are very simple in their
knowledge representation, reasoning and interaction processes. The complexity of the
management system emerges from the continuous interactions of the agents and the
dynamics of the environment.

Coupling 4: Map agents to entities, not functions.We identify client and server
agents with existing nodes interacting across local communication links rather than
with service allocation functions.

Autocatalysis 1: Think flows rather than transitions.Knowledge about active
servers flows from client to client driven by their individual attempts at utilizing a
particular server.

Autocatalysis 2: Boost and Bound.The length of the next countdown of a server

is boosted by a failed utilization attempt and bounded by countdowns that run to the
end. Clients[attempts at utilizing a server may boost the population of clients that
may access this server (flow of server location knowledge), but this population size is
bounded to the size of the sub-network (topology) and the observed performance of
the server.

Autocatalysis 3: Diversify agents to keep flows going.Clients will forget about a
server if they do not utilize it for a while or if its performance is low. Information
about these forgotten servers will flow again, if the client that is co-located with the
server is forced to utilize it when it runs out of all other options.

Function 1: Generate behavioral diversity.Clients and servers have different
behaviors, and the system requires both populations to achieve the management
function. Without clients[learning to prefer a server subset, no server could ever
deactivate, and without servers/learning to shut down, clients could not focus on a
small server subset.

Function 2: Give agents access to a fitness measure.The global goal of the
management function is to shut down as many servers as possible while maintaining a
sufficient service rate. Servers perceive the current fitness of the system against this
goal by the failure of utilization requests while they are shut down (performance too
low) or by the completion of a countdown without another incoming request
(resources wasted). Clients seek to maximize system performance by focusing on
only a few active servers.
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Function 3: Provide a mechanism for selecting among alternative behaviors.[]
Clients share their knowledge about servers with their neighbors, thus providing them
with alternative behaviors (direction of utilization attempt). Through the individual
scorecard learning, only those behaviors that are actually successful will sustain their
presence in the population . Clients balance the exploration of new behaviors with the
exploitation of successful behaviors through their probabilistic selection of servers.

6 Conclusion

Using self-organization and emergence to engineer system-level functionality may be
advantageous in many application domains, but often it is not obvious how to design
the underlying processes to achieve the desired function. In this paper we introduced
a set of general design principles that reduce the overwhelming set of options at
design decision points and thus guide the engineer towards a successful application
design.

We demonstrate the design approach in the real-world example of a MANET
management system. MANETSs meet many criteria of application domains in which
self-organization and emergence of functions is required to provide the necessary
robustness and scalability. These networks are highly Dynamic, processing and
communication is Decentralized, and local decision makers are Distributed and
Deprived of resources.

Our self-organizing agent system for MANET management performs close to the
optimum achieved by a global coordination mechanism that could not realistically be
implemented on a real-world network since it does not meet the resource constraints.
The agents in our system rely on stigmergy to coordinate their activities.
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Abstract. This paper examines the case for using self organizing systems in
elements of infrastructures for the operation of Agents, Autonomous Agents
and Service Orientated Systems. An overview of the use of self organizing
systems in different elements of the infrastructures of an agent based system is
provided. There is also a discussion of the ways in which these techniques can
be brought into the mainstream of agent implementation and deployment.

1 Introduction

Agent Based Systems (ABS) are the subject of extensive research and development
by many groups and under many different guises (Service Orientated Architectures,
Web Services, Autonomous Agents, Intelligent Agents, Semantic Grids, The
Semantic Web). The FIPA standards body [20] has proposed a set of standards and
infrastructures to support the deployment, integration and operation of ABS
infrastructures and this has been implemented by many different teams to support
various applications. The best known FIPA implementation is JADE [5]; however,
there are at least 20 open and closed source implementations that have now been
developed.

Figure 1 shows a schematic of what the FIPA specification suggests as a structure
for a ABS. Messages can be routed between agents via a messaging channel (1), the
addresses of agents and service providers can be discovered in a name service and a
directory facilitator (2) and messages can be sent between agents directly if their
current address has been obtained (3). The Agentcities project [53] has attempted to
use these toolkits and standards in open trials recently. In addition a large and
growing number of non-standard, proprietary toolkits for developing and deploying
ABS are available; and toolkits that support other standards such as OGSA [21] and
Web Services.

However, at the time of writing there are very few reported successes of fielded
ABS or even of open web service deployments. In addition, the fielded exemplars of
ABS are in controlled corporate environments, in contrast to the open environments
that are often envisioned. Why is this?

A possible reason is the cost of managing ABS infrastructures. The process of
deploying most software involves the initialization of one component on one

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAI 2977, pp. 36-52, 2004.
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machine. Business cases for the upgrade or installation of new computer systems are
often built on the simplification of the system and the reduction of management costs.
The installation and deployment of the current generation of ABS infrastructures is
complex and their management is time consuming.

Service
Provider

Fig. 1. Schematic of a FIPA infrastructure for an ABS

In the long term, ABS will fulfill their potential as a technology only when they are
deployed widely and in open networks, and when the structures, scale and operational
properties (online, responsive, heavily used) of ABS reflect our wider economy,
technology and society. Visions of this sort of deployment large scale can be found in
the Agentlink Roadmap [34] produced for the European Union. We assert that this
challenge probably cannot be met without using principles, techniques and algorithms
derived from the study of self organizing systems.

The expectation of the Agentlink project, and others [7][24][17] is of millions of
agents deployed in tens of thousands of applications running on millions of devices in
geographically distributed networks, interacting in real time to obtain knowledge,
actions and resources from one another. The interdependency and interaction
characteristic of such a system seems likely to lead to an explosion of complexity.
Managing the comparatively simple, predictable and modular internet based systems
that are currently deployed stretches the budgets of even the largest organizations, and
the technical skills of the most sophisticated users, so without new solutions to these
problems there is little prospect of ABS fulfilling their potential.
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1.1 Self Organization and Agent Based System Infrastructures

A widely accepted definition of self-organization [33] is that structure emerges
without explicit pressure or involvement from outside the system and that the
constraints on the form of structure of the system are internal to its implementation.
Self-organizing systems may have attractors; states or structure into which they tend
to settle over time. A problem is solved, or the self-organizing system is harnessed to
our use by mapping the problem components to the initial states of the system and
then allowing the primitive interactions that drive the self organization to take their
course. The solution to the problem or the desired state of the target system is then
read from the state of the self organizing components [48]. Figure 2 illustrates this
idea, showing a notional system in which forces representing the quality of service
provided by a data store act on notional objects that represent agents attempting to
establish which data store they should use.

Tarcet H<—=U
Sytens @ s DG
> ::

Self
Organizing
System

Fig. 2. Map from self-organizing system to target agent infrastructure component

Categorization of self-organizing system types is problematic, because researchers
have explored a vast range of metaphors and principles to develop systems with self
organizing behaviour. While an exhaustive classification is not attempted here it is
possible to identify three basic metaphors or mechanisms that are used by many of the
self organizing systems that have been reported:

e Rule or game theory based systems: autonomous agents make decisions about the
actions that they will take according either to strictly responsive rules of behavior
or to calculations of the effect of their behavior on their own operation or on the
systems future behavior. The result of these independent actions, behaviors and
calculations is some overall global behavior. For example, a group of agents could
make a decision to send resources to a particular agent, independently, and without
a request by that agent, because they become aware that the deficiency of resource
for that agent endangers it and places the stability of the whole system at risk.
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Sophisticated agents would calculate the amount of resource that they will send to
the needy agent based on the belief that other agents in the system will also realize
that such action is required and will act in a similar way. These agents are
organized by mutual observation, modeling and inference; they do not talk or
signal to each other, but they observe, model and act on each others behavior to
produce a system. Systems of this sort are often modeled in terms of Game Theory,
with Nash Equilibrium in which an initial action by one agent gets a reaction by all
other agents that in turn elicits the initial action; the best response of all actors
elicits the best response of all other actors [41] being used to establish the attractor
to which the system is to gravitate. Alternatively the system may draw inspiration
from swarm or ant style systems [10].

o Artificial physics based systems operate a set of global rules that produce an
overall system behavior. Agents operate within a system of forces that limit and
channel their actions; their local behavior is dependent on their resolution of these
forces. The global behavior of the system is dependent on the way that the forces
operate. Often in these systems an agent is modeled as exerting a force on other
agents. In this way an agent may find that it is difficult/to push its way to the
front of the most popular messaging port in its system. Using another, less popular
channel is easier, but by doing so it repels other agents from attempting the same
thing. Systems of this type can be thought of as attempting to organize disparate
agents in the way that a magnet organizes iron filings. Analogies used to drive such
systems include electric charge, immune response, magnetism, sound, photophilia,
flocking and swarming, and spin glass systems [26]

e Competitive systems operate from a different metaphor. In this case the agents
compete for some notional resources with the side effect that the desired system
behavior is achieved. We differentiate this from evolutionary or selective systems
where external selection according to some externally derived criteria, not inherent
in the system is applied to move a system toward one of several attractors. For
example, in this case a system may treat access to the processor as a drain on the
utilizing agent and it may treat successful activity on the processor (solutions to
some problem discovered, information clicked on) as energy or food for the agent.
Agents that fritter processor time away are modeled as not being energetic enough
to force their way to the front of the queue again, and so are shut out of the system
by agents that use it successfully. Eventually weak agents run out of energy and are
killed by the system. Competitive systems can be thought of as organizing agents
in the way that a forest organizes plants. Analogies that drive such systems are
market economics [28], macro-economic resource competition[27] and models of
eco-systems [29].

The distinctions between these system types are arguable, but describing them here
conveys the kind of approaches that can form part of the tool kit for the
implementation of an agent infrastructure.

Alternatively we can classify systems based on their role and status in the
infrastructure; they can be used peripherally to make specific decisions; they can be
part of the operation or they can be the fabric of the system.

The self-organizing system can be used to make decisions as to which of a choice
of infrastructure component (directory, database, message channel) to use; the self
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organizing system is not being used as a direct solution, but to manage access to the
components that solve the problem. For example, we can use some technique (rules,
competition, physics) to decide who will act as the naming database in the system at a
particular time. In this way a failover mechanism that can operate in the face of a
crash or network problem is provided, and the user does not have to make an explicit
decision about which data store to choose.

The self-organizing system can be used as part of the operation of the components
providing infrastructure. For example, a network of servers acts as a point of contact
for directory information, caching answers locally and propagating new information
across the network. Servers can choose to answer queries based on criteria that are
tuned to reflect the properties that the infrastructures designer has decided are
important. For instance the system may be constructed to be able to be substantially
degraded (lose a lot of nodes) before it fails to be able to provide a high quality of
service. Alternatively the system may guarantee that if a particular request for
information can be satisfied from the information that is registered in it then it will
always respond correctly to that request; if the question is not answered then it is
because it is not answerable.

Finally the most extreme position is to use the self-organizing system directly to
provide the infrastructure. Each agent in our directory system is nominated to be a
directory agent and to accumulate information at that agent in order that it is as
independent as possible from the rest of the system. Of course, this is maximally
inefficient, but it is also maximally robust, and it is also simple to maintain, deploy
and manage agents of this type. The system does not have to be booted in a specific
order, or user agents do not have to wait for directory components to become
available before registering themselves.

1.2 Organization and Scope

In this paper we will address only the question of how self-organizing systems can be
used to construct and support ABS infrastructures. We are not concerned with how
self organizing systems can be used for application development, and this topic is not
addressed. Furthermore, there is no discussion of how value can be provided to users
in the terms of their direct use of the system. For example, we do not consider how
using a self organizing system will improve the range of functions available to a
patient when he or she accesses health care services. Instead this paper will look at
how the non-functional properties of a health care system implemented using ABS
can be enhanced or provided using self organizing algorithms and techniques.

Specifically we will examine the following opportunities for the application of
self-organizing systems.

e Directory services and structures: how address resolution can be supported by a
self organizing system to improve responsiveness, eliminate centralization
bottlenecks and single points of failure and improve scalability.

e Message routing and delivery: how the best routes between agents deployed on
various devices and networks can be discovered, repaired and managed.

e Load balancing and platform management: how access to the computing surfaces
that support agent societies can be managed by using self organizing systems.
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e Other possible applications including authentication and security: how reputation
and authority can be established by an environment without the use of a centralized
system and how semantic definitions can be maintained across ABS using the
principles of self organizing systems.

This paper is organized as follows. The next five sections discuss the various parts
of an agent infrastructure and the problems that they present that can be addressed
using self-organizing systems. Section 2 will discuss the use of self-organization for
developing directory services. Section 3 will discuss how message transport systems
can be enhanced, Section 4 describes how processor utilization and load balancing
can be supported by self-organizing techniques. Section 5 describes how self-
organizing systems can be applied to other aspects of ABS infrastructure.

The paper is concluded with a discussion of the directions that the Agent Based
Systems Infrastructure community should take now in order to develop these
techniques and realize their value for users.

2 Directory Services

Using self-organizing systems to provide the directory services in an ABS
infrastructure is an obvious use for these techniques. Providing reliable, searchable,
secure and scalable directory services is not something that has traditionally been well
addressed in agent infrastructures, and self-organizing mechanisms seem to offer an
ideal solution.

FIPA specifies that a compliant architecture should have two directories; the agent
Naming Service (ANS) and the Directory Facilitator (DF). The ANS provides an
information store for discovering the address of named service providers, where as the
DF provides the addresses of service providers that provide particular services. Most
proposed ABS infrastructures have similar features; a white pages directory to do
name search and a yellow pages directory to perform service lookup. These
information services are provided by middle agents that manage the query and edit
interfaces to them via appropriate published APIis. Additional middle agents are
sometimes provided to fulfill functions that are related to the expected requirements
of the particular systems that will be generated by the ABS to use the infrastructure.

These schemes are centralized. The agents in a system must register their services
with one or more central directories. Various schemes for overcoming this are
proposed. The FIPA-DF uses federated searches to answer queries [20][5]; the Zeus
toolkit [15] provides a tree based naming infrastructure and RETSINA [30]has been
implemented with a distributed search algorithm to discover names. However, in all
these cases particular agents hold the addressing and reference information that is
necessary to the functioning of all the other agents in the system, this information is
not propagated or replicated and each time it is required the agent that holds it is
contacted again. This introduces bottlenecks in processing, especially for tasks that
require large scale delegation and negotiation, that limit the scalability of the system
and it introduces points of failure when directory agents crash or fail to reply to
messages in time.

How can a self organizing system provide some remedy to these issues?
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e The structure of the network that holds the information can be organized to remove
bottlenecks and points of failure which can isolate particular agents.

e The information in the network can be propagated to reduce the average time that it
takes to find it.

e The information in the network can be propagated to ensure that particular queries
will always be correctly answered.

A typical, some what nalve solution was implemented to extend the Zeus Agent
Toolkit. The algorithm is shown in detail in Figure 4. A schematic that illustrates its
function and purpose is shown in Figure 3. To summarize each platform in the system
maintains a list of n other agent platforms that it can contact to ask for either the
address of another agent, or for a list of agents that can provide a particular service.
When a platform receives a request for a name or for a service that it cannot
competently answer (if it hasnftireceived updates in a time out period) then it consults
its list of n contact agents for the information and stores the replies as an update
before forwarding them to the querying agent. Additionally each platform maintains a
list of other agents, a contact list that it will provide to other platforms when asked
about joining the network. This list is maintained to be as disjoint as possible from the
list that is used to query the network. In this way when a platform joins the network it
is given a list of platforms that it will query which is as distant as possible from the
platforms that the originating platform will be querying. When a contact agent is
queried in this way it then attempts to update its list of contacts from the network by
asking for most recently registered agents to provide as contacts (and excluding any
that it acted as contact agent for). In this way the network topology is pushed to be
bushy and distributed as new agents tend to be directed to query other new agents

when they join the network.
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Fig. 3. Schematic of a simple self organizing directory query system. An agent joining the
system sends a query to any other agent (1) the reply contains the addresses of a set of contacts
(2) to use when building a query forwarding list (3) when queries are made (4) different
discovery routes are likely (5).
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When a query is made it is propagated through the network and the size of the
propagation made is limited with a TTL token (time to live) which is decremented by
each propagating node. When a TTL reaches O the propagation stops. This
mechanism was implemented by the GNUTELLA system, and it is prone to many
problems; nodes can cheat the system by setting TTL too high, improperly
implemented nodes can fail to decrement the token, these issues can cause system
flooding and loss of service. In our mechanism nodes are expected to probalistically
decrement the TTL on the basis of the load that the forwarding node is placing on the
network, limiting access to the directory service resource.

The algorithm implemented in Zeus is an early example of how a simple heuristic
(providing new agent registrations to joining agents from well known points of
contact) can result in desirable system properties (a bushy network with few super-
nodes to act as bottle necks; fair access to the network constrained by the individual
nodes preventing flooding by not forwarding queries). However, considerably more
sophisticated examples and implementations have been developed by a number of
teams.

The DIET system [35] uses a different approach. DIET agents us a hashing
mechanism for naming that allows agents to communicate with selected subsets of the
agents on the network. A DIET agent has a name that consists of two components, a
tag name and a family name. The tag name is unique, the family name is a hash code
generated by the application launching the agent into the platform. The platform then
addresses agents according to these identifiers, so, for example, the part of the hash
code that identifies auction agents can be used as a destination address by an
application agent and the platform will send that message to all auction agents on the
network. This is a nice example of edgelintelligence. The infrastructure is not
responsible for determining which agents belong to which groups [it will forward
messages to all the agents that it determines the message addresses. The application
developer is responsible for selecting a family name that will result in only
appropriate messages being forwarded. Pastry [44] uses a mechanism similar to that
employed by DIET to discover where a resource is on the network via an indexing
space.

NEVERLATE [12] is an index based system that maintains a topologically
organized map of nodes and propagates directory information from source nodes to
other nodes in order to ensure that it is never more than a certain number of hops from
a querying node.

CAN [43](Content Addressable Network) provides a discovery system based on a
mesh of nodes and uses a hash-based lookup of a pointer to a resource on the network
that can then be used to route a request to that resource over the network.

Clearly, self-organizing infrastructures are attractive for ABS naming and service
discovery, but a number of questions remain to be answered. Using these techniques
improves robustness, scalability and can eliminate bottle necks. But while we know
that using some form of self organizing directory infrastructure will serve us well it is
not clear what properties we should choose as the most significant for the ABS of the
future.

In the case of a distributed database the property of always returning a record if it
exists in the network seems essential. But is this the case in an ABS? Does it really
matter if only 98% of the restaurants in a city are returned to my personal agent? We
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believe that millions of agents must co-habit the system and that response times of
10ths of seconds are required to construct viable applications, but will it in fact
become apparent that we need networks of tens of billions of agents and response
times of 100ths of seconds are needed?

1) Platform x is given the address of one other platform (z)

2) x contacts z and is registered by z as a possible point of contact in the
future. If z has another agent platform (y) in its contacts Iist it sends x that
address. If no other agent platform is known to z it will send a failure message.
x will then periodically contact z to discover if z has had any contacts
subsequently.

3) x contacts y, y send x a list of platforms a,b,..,n that it knows about, this
list may be empty if y is not in contact with other platforms. This is
contact_list_x, periodically x will ping contact_list_x members and check that
it can still reach them, if it cant it will seek to update the list by asking the
other members of the list for new contacts. x will attempt to maintain a contact
list of a preset size. If y has responded with an empty list x will have a contact
list of z and y and will periodically contact z and y and request more contacts.

4) x contacts each of a,b,...n and asks for the address of one other platform
that is not in the set a,b,....n.

9) x now has a list a’b.....n". When it is contacted by another platform for a
connection, this is the list it forwards. If it is asked for a single contact
platform by another platform it will select one from this list arbitrarily. This is
forward_list_x periodically x will ping and maintain this list as for the
contact_list_x. x will attempt to keep forward_list x and contact_list_x as
disjoint as it can.

6) When x wishes to locate an agent x” on unknown platform a” (it doesn t
have the addresses of either) it contacts a,b,..., n and they look to see if they
have x " in their agency (Agent name lists, or agent management list). If they
do, then they return the address, if not they contact their contact list members
and so on. This process is limited by a TTL (time to live) parameter. When
each agent platform receives a query it sets the remaining time fto live of the
query in proportion to the number of queries it has received from this channel
in the past: the more queries it has received, the lower the TTL will be.

7) If agent x” is located in any of the contacted platforms contact or
forward lists its platform address is returned to the original querying agent.

8) Alternatively lookup can be for service s” which is not registered in the
current platforms df. In this case each platform will check its df before
deciding to forward the query or return a response.

Fig. 4. A typical algorithm for building a self organizing directory service system



Toward the Application of Self Organizing Systems to Agent Infrastructures 45

3 Message Transport, Routing and Delivery

Another use for self-organizing systems in providing an infrastructure for ABS is to
support the messaging infrastructure that it uses.

Current system implementers are faced with the need deliver messages through
networks of various devices including the internet, 3GPP, 812.11, Bluetooth, intranets
and other various networking protocols. These delivery routes are decentralized and
non-hierarchical and ensuring reliable delivery in these environments is difficult using
standard techniques.

With the introduction of ant colony based optimization systems [18] it has become
possible to approach this decentralized problem with a self-organizing system
[11[2][9][46][51]. A generalized example mechanism employed by these algorithms is
shown in Figure 5 below.

The essential feature of these systems is that through local decision making they
establish a feedback mechanism which stimulates the use of particular channels for
messages that are successfully dispatched and reinforced by repeated use, and that
over time new channels can take over if messages fail to get through.

Examples of other algorithms using other principles include Spiderlink [45] which
uses the abstraction of dragline spinning to develop a self-organizing message routing
mechanism. Spiderlink does not store information about the network in a static table,
instead it uses mobile agents to transport messages and information about routing is
stored in those agents. In a similar vein Minar et al. [38] show that for certain types of
networks over which messages must be routed an ecology of mobile agents living
inside a network can provide a solution that is superior to the tradition message
routing systems previously employed. They make the point that the use of an
inherently decentralized mechanism for routing messages round an inherently
decentralized network has a low impedan ce mismatchiithere is a synchronicity
between the problem and the solution. Another effort is described in Awerbuch et-al
[4]which uses an ant based system to route messages across networks that are being
attacked in various ways.

A number of self-organizing infrastructures for message routing and distribution
have been developed by the peer-2-peer research community. Probably the best
known of these is Tapestry [54]. Tapestry has been developed to support distributed
databases, and provides adaptive, self organizing message routing facilities and
location (DOLR). Tapestry is adaptive, to dynamic changes in the network that it is
searching for objects and is designed to have minimal message latency and high
message throughput. Tapestry virtualizes object locations by providing a nodelDs)
randomly. Objects are published and unpublished on the network and messages can
then be routed to them; messages can also be routed to objects specifically present on
a particular node.
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1) Let each route between nodes in the system be an edge on a di-
graph.

2) For each edge in the graph set an intensity value t

3) When a message is at a node in the graph where there is a choice
of routes (more than one connecting edge) calculate a value p
which is a function of t and n where n is a heuristic indicating
how close to the messages destination the next step will take it.

4) Choose the edge for which p is highest as the route to send the
message.

5) Increase t for that edge

6) If some condition is true (i.e. every time period) reduce the
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7) If a message successtully arrives increase the intensity values for
all the edges it was sent on(the ant carries food back to the nest)

8) Repeat

Fig. 5. An ant based message routing algorithm

4 Processor Utilization and Quality of Service

Managing the load on nodes in a decentralized ABS is problem which can seriously
impact on system performance. For example, the release of tickets to a popular
concert may result in a denial of service as hundreds of thousands of personal agents
attempt to buy one. Managing the allocation of resources to tasks can be done with
powerful scheduling algorithms, but these themselves consume resources and tend to
be centralized in nature.

An alternative approach, founded on the principles of self-organizing systems is
taken by the DIET system [36]. In DIET trigger behaviors that adapt to the system
load are used to initiate processing. These triggers are more likely to fire when
activity is low, but as system load increases they fire less often. Each of the kernels in
the DIET system is deployed with limits on the number of threads in use and the
buffer sizes available. DIET agents migrate between platforms and send messages
using mechanism that are dependent on these limits, and so as load increase on a
platform the QOS of the service that it offers is decreased, making it less attractive to
agents that are utilizing it. The kernel guarantees service to the agent community
overall, but encourages the agents within the community to adapt their behavior to
prevent messages being lost, or agent transfers failing.

The Hive system [37] utilizes a similar mechanism with resource constrained cells
which provide access to shadows representing resources that the agents are to utilize.
The agents migrate from machine to machine in order to utilize resources and
programming. Hive has a number of centralized features including the listing of the
cells in the network [39].
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Scheduling jobs to clusters of workstations can be organized using market based
methods according to the demand levels placed on the individual processors [13]. An
auction based algorithm is used to improve performance by up to 14 times for highly
parallel tasks.

5 Other Applications of Self-Organizing Systems in Agent Based
Infrastructures

The interface between computer systems and humans is one of the most important
factors in influencing their success. In ABS where the needs of humans, their
requests, preferences and orders are represented by a proxy, the agent, this is doubly
true. This makes the identification and verification of the users of an ABS a critical
issue for the implementers of an ABS infrastructure. In fact the self organizing
aspects ABS are touted as a solution for authentication and security for distributed
systems in general [23][25][14], so perhaps it makes sense to use self-organization as
the mechanism for providing identity resolution and authentication in ABS
infrastructures.

Agent societies are sometimes defined by the subscription of the agents to a shared
ontology; this enables them to reason over a shared set of terms. However, managing
the revisions and propagation of knowledge about the shifting semantic of an
ontology is an issue in large societies. In [32]a system of resource and user access
based on the significance by use and dependency in the network is reported for an
ontology server.

6 Conclusion

It seems that ABS Infrastructures can benefit from the use of self-organizing
techniques in providing naming and directory services; supporting message transport;
managing information stores; organizing access to resources and providing security
and authentication. Why is it then that these techniques have not been adopted in the
leading ABS infrastructures and standards?

Of course, these techniques are new; they are the product of various unrelated and
uncoordinated efforts. It may be that gradually we will see these techniques adopted
into the mainstream toolkits and standards, in time, and by a process of trial and error
and natural selection.

Acting in this way may incur a penalty; once infrastructures are adopted,
widespread procurement has been made by industry and users and developers have
been trained; there is no going back. If the community waits for winners to emerge
the window of opportunity for these techniques may shut. If an example is needed of
the possible consequences of allowing the market to decide these methods just use a
computer for a few days and wait for blue screen and terse error report to appear.

To ensure that fielded ABS infrastructures do not cripple and limit the applications
and benefits of agent technology our community must systematically pursue a
scientific program that will :
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o Establish empirically which system properties are the most significant in respect to
ABS infrastructures.

e Analytically which mechanisms are the most effective at delivering the appropriate
properties?

e Demonstrate the value of self-organizing systems in real world case studies
business cases for the adoption of the techniques can be built.

What are the first steps in such a program?

Firstly researchers must establish the benchmarks that they are attempting to work
to. This is not a trivial matter and is fraught with problems. The machine learning
community, evolutionary computing community and the scheduling community have
both established benchmarks which they use to determine which techniques are the
most useful. In the machine learning community the UCI repository [8]is widely used
to validate supervised learning systems. The evolutionary computing community uses
a wide range of problems such as the royal road problem [40]and the scheduling
community uses job shop scheduling and other benchmark constraint satisfaction
problems[19] [49]. Recently the trading challenges developed for agent based
ecommerce [50]and in robot soccer [3] have had a similar effect.

In all cases this has brought substantial benefits, but problems as well. Researchers
seek to develop small incremental improvements to algorithms. Algorithms that
address problems which are outside the scope of recognized test sets and problems are
disregarded by researchers who need to generate publications. However, overall the
development of benchmark sets has provided reproducibility, focus and rigor to these
communities. Beyond the use of benchmarks it is necessary to have bounds and
measures that algorithms can be analyzed mathematically against. This is crucial
because it establishes a finite program: when an algorithm is provably optimal no
further development is required.

In addition to agreeing benchmarks it is important that the standards of
measurement that are required in studies of algorithm performance are also agreed.
An example of two papers that evaluate scaling in ABS infrastructures illustrates the
need for this. In [31] Lee et-al. study the Zeus infrastructurels scaling properties and
conclude that the infrastructure can scale to accommodate (low) hundreds of agents.
In [16] Vitaglione et-al study the JADE system and show scaling to thousands of
agents. The difference in the measurements is in the experimental set-up. The JADE
study examines the use of pairs or couples of agents performing round trip messaging.
The Zeus study investigates contract net messaging between communities of hundreds
of agents. The load in Leels/study in terms of messages exchanged is therefore higher
and the two studies cannot be compared. Both studies are equally valid, and both are
useful to the community, but their value would be multiplied if they were directly
comparable. Again, we can learn from other communities. Machine learning has
established a standard of statistical rigor for experiments [42]; the ABS infrastructure
community should do the same.

In addition to research it is necessary to deliver technology to the users. Recent
years have demonstrated two routes that are accessible to all for doing this. Firstly
standardization provides both credibility and publicity to commercialization efforts. It
is easier for industrial researchers to sellltechnology that is the result of a serious
standardization process: mostly because something that is a formal standard has at
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least that much substance. It is not clear that a single unified standard is the way
forward.

In reality ABS infrastructure developers will have to confront a multiplicity of
technologies and legacy systems in any environment. Specific components should be
standardized and several different standards should be available to suit particular
requirements. If there is widespread knowledge of and agreement about the particular
issues that are being standardized the general principles of the components developed
using the different standards should be similar enough to achieve the aim of reducing
integration costs considerably.

In any case FIPA provides various standards for MTP (SC00075, SC00084);
envelope representations (SC00085, SC00088) and content language (SC00008,
XC0009, XC00010, XC00011). The difficulty in integrating a web service and a
FIPA agent at a message level is not the result of the standards bodies concerned
being different, but the fact that at a messaging level a FIPA agent can send complex
expressions filled with constraints, logical expressions and implications which are
hard to encapsulate in a XML document [11]

The other delivery route is via open source software. There are now dozens of open
source agent infrastructures, however, the infrastructures are generally not plug and
playland the research community tends not to produce components that can be
plugged in. There are of course honorable exceptions. ATOMIK [52]is a parser and
ontology management layer which is architected to be pluggable. JESS [22] is a
reasoning system which can be used easily with many open source infrastructures.
These kinds of components should be developed to use particular technological
developments in self-organizing systems applied to ABS infrastructures, and they
should be aimed to be as accessible and reusable as possible.

Taken together these two approaches will maximize the opportunities for the
application and use of self-organizing agent infrastructure components. On the one
hand various standards can be adapted to include these concepts; on the other hand
various proprietary application developments can utilize stand alone infrastructure
components. Importantly developers will not face an all or nothing[dhallenge when
attempting to make use of this new technology.

The final necessary component of our research program is real world case studies.
More difficulties loom here. As all real world practioners know, commercial
organizations are reluctant to trial and roll out new technologies in operational
settings. In addition commercial considerations such as intellectual property law and
commercial confidentiality prohibit dissemination of results in some cases. None the
less the publication of the results of real world case studies of technology application
such as [6]and those described in the survey in [47] are invaluable generating support
for the application of ABS, and the development of case studies of ABS infrastructure
will be necessary to persuade software suppliers to use self-organizing systems in
their next generation of enterprise infrastructures.

It is clear to us that the infrastructures of future agent based systems will be
founded to a greater or lesser extent on self organizing systems. The only question
that remains is which of the techniques that are available to the community will prove
to be most successful in the real world?
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Abstract. The Amorphous Computing project is aimed at developing
programming methodologies for systems composed of vast numbers of locally-
interacting, identically-programmed agents. This paper presents some of the
building blocks for robust collective behavior that have emerged as part of this
effort, and describes how organizing principles from multi-cellular organisms
may apply to multi-agent systems.

1 Introduction

During embryogenesis, cells with identical DNA cooperate to form complex
structures such as ourselves, starting from a mostly homogeneous egg. The process
involves a complex cascade of spatial and functional decisions taken by individual
cells. Even so, the process of development is incredibly robust to variations in
individual cell behavior, varying cell size and division rates, and cell death. Many
organisms develop correctly independently of initial embryo size; for example, frog
embryos with half as many cells develop into half-size larva. Even after development,
many retain the ability to regenerate entire structures that have been damaged. For
example, newts can regenerate amputated limbs and some species of starfish can
regenerate an entire new body from a limb. The ability of multi-cellular organisms to
achieve such complexity and reliability is awe-inspiring for an engineer.

Emerging technologies such as MEMS devices (micro-electronic mechanical
devices), are making it possible to bulk-manufacture millions of tiny computing and
sensing elements and embed these into materials, structures and the environment.
Applications being envisioned include smart environments where sensors are
“painted" onto walls or surfaces, reconfigurable robots/structures composed of
millions of identical modules that self-assemble into different shapes to achieve
different tasks, armies of ant-like robots that can collectively achieve complex global
tasks [1, 2, 3, 4]. The charm of such systems is the potential of replacing specialized
engineering with vast numbers of cheaply bulk-manufactured generic parts, that can
achieve many purposes through programming.

This raises a fundamental question: how do we program such systems? We expect
that there will be too many elements to individually program or name, and it will not
be possible to control precise layout and precision interconnects. Individual agents
are likely to have limited resources, limited reliability, and only local information and
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communication. Ideally we would like the system to produce robust global behavior
in spite of individual limitations and failures, and be self-maintaining without human
intervention. How do we achieve robust global behavior from vast numbers of
unreliable agents? And can we abstractly describe global goals and automatically
derive robust distributed agent programs?

The objective of the Amorphous Computing project is to invent programming
methodologies for such multi-agent systems [5]. The earliest emphasis was on
pattern-formation and self-assembly, and much of the inspiration came from multi-
cellular organisms. Several simulated systems were designed that could translate user-
specified patterns and shapes into robust agent programs. The agent programs did not
rely on regular placement, synchronous behavior, or perfectly reliable agents [6, 7, 8].

A common methodology emerged from these examples: goals were described at a
high level using programming languages based on generative rules, and these
generative rules were then mapped to local programs for agent behavior [9]. In
addition, a common set of simple and powerful primitives for agent interactions
emerged that were sufficient to create large classes of complex structures. Two
important aspects of these primitives are (1) they are generally insensitive to
variations in individual behavior, numbers of agents, timing, and placement (2) it is
possible to theoretically analyze their behavior. Many of these primitives were
directly inspired by studies from developmental biology, i.e. how cells organize to
make coordinated spatial decisions robustly during embryogenesis. As we continue to
think about designing self-maintaining and self-repairing systems, the analogy to
multi-cellular behavior continues to be extremely fruitful [10].

While the global-to-local programming methodology has been presented elsewhere
[9], this paper is a first attempt towards assembling a catalog of primitives for multi-
agent control, inspired by metaphors from multi-cellular systems.

2 Primitives for Robust Local Behavior

Biologists have long been fascinated with the ability of cells in an embryo to locally
coordinate to develop into complex organisms and the ability of this process to
regulate in the face of failures and natural variation. There is a large literature of
conceptual ideas of how cells might achieve this robustness and complexity [11, 12]
and how embryogenesis can be thought of as a program of interacting cells [13].
These concepts can provide a basis for designing robust distributed algorithms that
achieve similar goals in our artificial systems.

This section discusses a set of basic building blocks that can be achieved by simple
agent programs. Complexity is achieved by the composition of these building blocks
in principled ways. The primitives are:

Morphogen gradients and positional information
Chemotaxis and directional information

Local inhibition and local competition

Lateral inhibition and spacing

Local monitoring

Shwo =



A Catalog of Biologically-Inspired Primitives for Engineering Self-Organization 55

6. Quorum sensing and counting
7. Checkpoints and consensus
8. Random exploration and selective stabilization

The first five have been extensively used in Amorphous Computing. The
remaining three are basic behaviors that may prove useful as we design systems with
different types of goals. These primitives represent a small subset of the mechanisms
actually used in embryogenesis; for example, they do not touch upon mechanical
methods for interaction such as cell movement, differential adhesion, or local forces.

2.1 Morphogen Gradients and Positional Information

Regional specification is an important aspect of embryogenesis. Undifferentiated cells
must determine what part of the structure to form. In many organisms, the embryo
starts with a small population of cells as organizing centers or poles, which create
gradients of diffusable factors called morphogens. Other cells in the embryo can use
the morphogen concentration to determine what region they lie in relative to the pole.
For example in the fruit fly embryo, poles are established at the anterior and posterior
ends, and gradients of factors such as bicoid determine the initial segmentation into
head, thorax and abdomen regions. Finer-grain segmentation occurs as these coarse
regions produce other morphogens [12]. Conceptually morphogen gradients have
played an important role in understanding how cells acquire positional information
[14, 13].

Morphogen gradients have been a key primitive in amorphous computing systems,
and similar primitives have independently emerged in sensor networks and
reconfigurable robots for self-organizing position information [2, 4]. A simple agent
program can produce a "morphogen gradient": an agent creates a morphogen gradient
by sending a message to its local neighborhood with the morphogen name and a value
of zero. Agents who hear the message forward the message to their local neighbors
with the value incremented by one, and so on until the morphogen has propagated
over the entire system. Each agent stores and forwards only the minimum value it has
heard for a particular morphogen name. Thus the value of the morphogen increases as
one moves away from the source agent, and the value reflects the distance to the
source. The source may even be multiple agents. An important variation on this
primitive is active morphogens, where the value of the morphogen decays over time.
Here the source agent must constantly produce morphogen messages to maintain the
gradient and the gradient adapts as the network topology changes. The morphogen
primitive is easy to analyze, provides reasonable distance estimates, and is robust to
many different types of variations and failures [6].

Morphogen gradients can be used to infer positional and geometric information in
many ways. For example, agents can compare their local value to a threshold to
determine if they are within a region relative to the source, or agents can compare
different morphogens to determine where they lie relative to two sources. It is an
extremely versatile primitive, and appears as part of the agent program for many of
the primitives described below. In that way it can be considered to be more
fundamental than the rest.
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2.2 Chemotaxis and Directional Information

Chemotaxis refers to the ability of an organism to follow the gradient of a diffusing
substance. There are a plethora of examples in biology where gradients are used to
sense direction: neurons detect and follow chemical gradients, yeast cells create
extensions in the direction of mating signals, bacteria can migrate towards higher
concentrations of nutrients [11].

An agent program can be created that emulates this behavior by combining the
morphogen primitive from above with the ability of agents to query their neighbors.
An agent can collect the values of a morphogen in its neighborhood and by
comparing these values determine the direction of the gradient. An agent can then
select a neighbor agent that is closer to the source. This process can be used to create
a route from an agent to the source, and an interesting aspect of this primitive is that it
guarantees connectivity in the event of large regional failures. Thus unlike the
previous primitive that was useful for geometric inferences, this primitive is good for
direction and connectivity. This primitive was a key piece in the work by Coore on
self-organizing topological patterns, and since has been extensively exploited in
amorphous computing systems [7].

2.3 Local Inhibition and Local Competition

Within regions of cells, some cells may differentiate to take on special roles. For
example in epithelial (skin) cells, only some cells differentiate to produce hair
follicles [12]. How these cells are chosen can be thought of as a process of local
competition and local inhibition. Through some random process, a cell chooses to
differentiate and it simultaneously creates a local signal that inhibits neighboring cells
from differentiating. The competition may also dependent on the fitness of the
individual cells. A particularly interesting example of such competition is in the
developing wing of the fruit fly, where fast dividing cells cause slowly dividing cells
to commit apoptosis, even though the slower cells would be capable of producing the
entire wing in the absence of the fast cells. The faster cells are able to signal
neighboring slower cells, causing them to lose the competition [15, 16].

Local inhibition and competition are useful primitives for leader election within a
spatially local group of candidate agents. A simple agent program can be designed to
achieve this, by combining a random process with limited range morphogen
gradients. All competing agents pick random numbers and count down. If an agent
reaches zero without being interrupted then it becomes a leader and produces a
morphogen that inhibits other agents from competing further. This algorithm is also
simple to analyze and has been shown to be robust to asynchronous behavior and
agent death and addition [5]. A variation on this primitive allows agents to create
morphogens with a value related to their fitness, and agents are only inhibited by
morphogens with higher fitness [8]. This primitive also has the ability to
automatically adapt if the leader agent dies, since the inhibiting influence of the
morphogen also disappears and the competition can resume. In Amorphous
Computing this primitive has been used extensively for choosing an agent from a set
of agents.
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2.4 Lateral Inhibition and Spacing

Many patterns in biology exhibit beautiful regular spacing; for example, bristle and
hair patterns, scales, and fruit fly eyes. Many different theoretical models have been
developed to explain how such spacing is generated [12]. One such model is called
lateral inhibition and is believe to be the mechanism by which bristles emerge at
regular intervals. It is in fact almost identical to the previous model, except that cells
produce an inhibition morphogen with a much smaller range than the extent of
competition. Thus a differentiated cell may inhibit spatially local cells from
differentiating, but globally the competition continues until all cells are either
inhibited or differentiated.

The agent program is the same as before. Agents pick random numbers and if an
agent counts down to zero without being inhibited, it creates a morphogen of range d.
The remaining uninhibited agents continue to compete. At the end of the competition,
no two leader agents will be within distance d of each other with high probability, and
all agents will be within distance d of some leader. Thus a regular spacing of leader
agents is produced within a field of agents. This algorithm has been used to design
several simple schemes for self-organizing hierarchical structure [5].

2.5 Local Monitoring

Most organisms are capable of wound repair, which depends on the ability of
neighboring cells to detect regional death and respond appropriately. Detection may
be through mechanical means, such as contact, and repair may then consist of growth
or recruiting migrating cells to fill in the void.

In agents, we can emulate detection of regional death through local monitoring.
Each agent periodically broadcasts a message of aliveness to its neighbors, and keeps
track of when it last heard an aliveness message from its neighbors. In the event of a
missing neighbor, the agent can trigger some response. This primitive presents an
interesting tradeoff. The frequency of aliveness messages from neighbors determines
the speed with which faults can be detected and the lag in response time. Faster
response time comes with a higher cost of communication. Local monitoring can be
used to make many of the previously presented primitives capable of self-repair, such
as the chemotaxis primitive. As mentioned before, the chemotaxis primitive has been
used to self-organize topological patterns. By using active gradients and local
monitoring, this primitive creates topological patterns that seamlessly adjust
connectivity as regions of agents die or are replaced [10].

2.6 Quorum Sensing and Counting

Many single cells organisms exhibit the capability of acting as a coordinated multi-
cellular system. An interesting example of this is bioluminescent bacteria, which
coordinate to produce light only when the number of bacteria within a confined
region is sufficiently high. The bacteria secrete small diffusible molecules, called
autoinducers, which accumulate in the confined space. When there are many bacteria
the level of autoinducer in the confined space rises rapidly. The detection of high
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levels of autoinducer causes bacteria to secrete even more autoinducer and as a result
of this positive feedback the level rises exponentially. When the level exceeds some
threshold, the bacteria activates its bioluminescent behavior [17].

Quorum sensing is a concept used to describe the ability of cells to determine
whether there are sufficient cells (i.e. a quorum) to trigger some activity, such as
bioluminescence or virulence. A quorum sensing agent program can be designed
based on the bacteria model, which would be useful for situations where it was
necessary to determine when the number of agents in a particular state exceeded the
minimum threshold for activity.

2.7 Checkpoints and Consensus

Certain decisions require that a set of parallel actions all be completed before
proceeding into the next phase. An example of the need for consensus happens during
cell division, where the process of dividing can only take place after all chromosome
pairs have separated. Such a decision represents a "checkpoint" in the cell cycle; a
single failing chromosome pair can halt the process of division until it is successfully
separated. The mechanism by which this is achieved is conceptually a very simple
distributed process. Each un-separated chromosome pair emits a halting signal and
the cell cycle only resumes when all halting signal has disappeared [18].

This simple form of consensus amongst agents can be implemented using active
morphogen gradients. Each agent is the source of the halting morphogen, and it
discontinues being a source when its internal condition has been satisfied. However
the overall morphogen persists until all sources have discontinued. When the last
source agent stops producing the morphogen, agents detect the lack of morphogen
and can move to the next phase.

Quorum sensing and consensus represent two closely related primitives for
achieving coordinated behavior and synchronization, in one case a quorum of agents
is sufficient to proceed whereas in the second case all agents must agree to proceed.

2.8 Random Exploration and Selective Stabilization

This last example is another commonly used paradigm at many different levels in
biology. The basic concept is: many parallel but random explorations are started and
terminated on a regular basis, however occasionally some explorations succeed and
these selected explorations stabilize. Furthermore the stabilized explorations may bias
the generation of new explorations to occur within its vicinity. Ant foraging behavior
is an example of this paradigm. Ants lay random trails in search of food but the trails
disappear over time. Successful trails get stabilized by attracting more ants to follow
that path and reinforce the scent. Surprisingly, similar processes are observed even
within single cells. During cell division, microtubules form a spindle around the
chromosomes pairs and then later supply the force to separate them. This spindle is
generated by organizing centers that create short-lived microtubules in random
directions. However whenever a microtubule attaches to a chromosome, it stabilizes.
Eventually all chromosomes become attached and this results in the cell moving on to
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the next phase of cell division. This general principle is called random exploration
and selective stabilization [18].

Agent programs for mobile robots have been designed based on this principle.
Such a process however is energy intensive. An alternative method to achieve the
same result would be to have the "food" or "chromosomes" create a long-range
morphogen gradient and use chemotaxis. While this would be more time and energy
efficient, it requires the ability for long-range signaling. This represents an interesting
tradeoff between two choices of primitives.

3 Primitives for Robust Global Behavior

In addition to making robust primitives, we also need organizing principles for
combining these primitives in ways that produce globally robust results. This area is
much less well understood, and the discussion in this section is preliminary. However
there are some clear common patterns in development that can guide how we design
global languages and compositions of primitives. In this section I will briefly describe
five such concepts:

Cell differentiation or context-based roles
Asynchronous timing and dataflow
Compartments and spatial modularity
Scale-independence

Regeneration

MRS

3.1 Cell Differentiation or Context-Based Roles

Rather than start with a completely pre-specified plan for each cell, many embryos
first divide into a large number of cells that then slowly differentiate into the various
parts of the structure. Often this process takes place as successive rounds of
refinement, with coarse regions being determined first and then patterning occurring
within those coarse regions. This process has the following interesting property ---
cells take on roles based on being at the right place at the right time. This simple
principle provides a key level of robustness to cell death and cell addition,
irrespective of the structure being formed. In many cases cells are capable of
changing their fate if conditions change, and this further increases the ability to adapt.
At a global programming level this suggests that organizing information as needed
and allocating agents when needed, as opposed pre-planning at the level of individual
agents, automatically provides a certain degree of robustness, In many of the
amorphous computing systems it has been our experience that locally creating
information when needed, results in a process that can tolerate small mistakes
throughout the system and removes the reliance on any single agent's survival.

3.2 Asynchronous Timing and Dataflow

Embryogenesis involves a cascade of decisions that must take place in a particular
sequence. Most embryos show a considerable amount of tolerance to variations in
timing and overall development time can be slowed or speeded up without much
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damage. In a large part, this robustness comes from the fact that the sequence of
events does not rely on an absolute global clock [13,11]. Instead the cascade is linked
through the flow of information. For example, in the frog embryo the neural plate can
not fold into the neural tube before gastrulation (formation of the gut) happens,
because it is the process of gastrulation which induces a region of cells to become the
neural plate [13]. This form of asynchronous timing is often described as a set of
dominos, such that toppling one causes the next to be set in motion. As a result the
system can tolerate considerable variation in the timing of individual decisions
without significantly affecting the success of the overall cascade. Even more complex
forms of timing regulation exist, for example in the wing of the fruit fly different
compartments develop independently and may take different amounts of time.
However a compartment will wait for the remaining compartments to complete before
proceeding to the next phase [15]. One can compare this conceptually to the notion of
fork and join in dataflow programming. By using similar notions of asynchronous
timing and flow of global information, and by avoiding global clocks, we can design
multi-agent systems that can tolerate external causes of timing variations. Most
amorphous computing systems use a domino-like timing strategy, and a few actually
implement fork and join [7].

3.3 Compartments and Spatial Modularity

A common strategy in embryogenesis is to divide the cells into regions or
compartments. An example is the imaginal discs in insects, which are the regions that
develop into wings, limbs or antenna [12]. Much of the program for setting up the
imaginal disc is common, and abstracted away from the program that generates a
specific structure, such as leg. As a result, simple gene manipulations can change the
specific structure from one to another, or create additional imaginal discs. This
strategy has interesting implications. By capturing common and generic patterns as a
spatial module, it leads to a significant reduction in program complexity. It also
provides a form of isolation, because cells in two different but non-overlapping
compartments can execute the same sequence (make a leg) without interfering. One
can think of this as the ability to simultaneously execute the same procedure in
different spatial contexts, which provides both program and timing modularity.
Regions can be used in multi-agent systems to provide similar benefits, for example
morphogens can be confined to propagate within a region thus allowing multiple
parts of the system to use the same morphogen name and programs without
interference [6].

3.4 Scale-Independence

As mentioned before, many organisms can develop correctly over a large variation in
initial embryo size. Frog and sea urchin embryos develop correctly over 8-fold
variation and the hydra develops over a few magnitudes of size difference. The ability
of an embryo to proportionally regulate with size, without any change in the
development program, is called scale-independence or size-invariance [11]. Several
models have been proposed for how locally-generated complex patterns could scale.
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Wolpert [14] introduced the canonical French Flag problem: write a program for a
region of cells such that the cells differentiate into three equally sized sections of
blue, white and red, irrespective of the size of the region. One solution he proposed
was to use “balancing gradients”; each cell always used the ratio of two morphogens,
one from each pole of the region, to determine which part of the global pattern it
belonged to. Another method for generating scale-independent patterns has been used
in Amorphous Computing, which is to form the pattern by recursively subdividing the
space [6]. Each new segmentation decision is taken proportional to the existing set of
segmentations, By building in the notion of proportional decisions at the global level
of description, one can create complex systems with the ability to adapt to large
variations in the number of agents.

3.5 Regeneration

Cockroaches can regenerate amputated limbs in remarkable ways and provide an
elegant example of conceptual models of self-repair [11]. If a limb is amputated, the
cockroach will regenerate the remaining part. If a section of the limb is removed, it is
able to regenerate the missing intervening part. Moreover, if a section of the leg is
grafted on backwards, then an entire leg is regenerated in the intervening part. This
can be conceptually explained by assuming that there is a gradient of positional
information along the leg and that the cells obey the “rule of normal neighbors”. If a
cell locally detects that its neighbor's positional value is not what it normally expects,
it attempts to create a new neighbor with the correct positional value. The new
neighbor than repeats this process until all cells are satisfied with their neighbors.
This conceptually simple principle applies to regeneration in many different
organisms, even though the detailed behavior differs significantly. We have recently
used this strategy to successfully create self-repairing patterns and structures in
Amorphous Computing. Agents develop a notion of “normal” neighbors, use local
monitoring to detect the absence of a neighbor, and react by attempting to
recreate/recruit a normal neighbor or committing apoptosis [8.10].

4 Conclusions

In this paper I have presented several examples of biologically-inspired local
primitives and global patterns for engineering robust collective behavior. Multi-
cellular organisms can provide a metaphor for programming multi-agent systems and
for thinking about the kinds of robustness we would like to achieve. However, the
goal is not to mimic biology, but to use these evolved systems to help design artificial
systems that robustly achieve global goals that we specify. In addition to developing a
catalog of basic building blocks one also has to develop the global languages and
methods for analysis. Also, different types of goals will require different types of
local primitives. For example, development and evolution are two very different
processes and solve different problems; whereas development may tell you how to
build a fly in spite of the environment, evolution may tell you whether a fly is the
appropriate for the environment. Social insects may represent yet another dimension.
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As we build multi-agent systems we will encounter many different types of problems
and it will be an interesting challenge to know when which strategy is appropriate.
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Abstract. An innovative technique for the assignment of frequencies in military
combat net radio communications systems is presented. A defined frequency
allotment, together with the frequency separations required when stations of
different nets are in close physical proximity, gives rise to a complex
combinatorial problem, which the assignment algorithms aim to solve. This
work seeks an alternative to centralised algorithms, including recently
introduced metaheuristics, by using a method based on the self-organising
behaviour of cells in a developing fruit fly. Since the method involves a
software element representing each net, which interact in a self-organising
manner, it has a clear potential for the distribution of the process over a network
of processing elements. The demonstrated ability of the algorithm to re-
optimise following changes to the network configuration is thought to be a
valuable feature in this context, which would be difficult to introduce explicitly
using conventional techniques.

1 Introduction

The efficient operation of a radio communications network depends on appropriate
assignment of the radio spectrum. The transmission of information requires a finite
bandwidth and conventional techniques divide the spectrum into channels of
appropriate width to accommodate the transmitted signal [1]. The spectrum is
therefore of limited capacity since the transmission of information by that means
requires an appropriate element of the spectrum to be sufficiently free of interference
to permit satisfactory reception of the signal. Alternative techniques do exist for
transmitting many channels of information through an available spectrum, but all are
subject to corresponding limitations.

Since radio signals generally diminish in strength with increasing path lengths,
radio frequencies can be re-used with appropriate geographic separation. Propagation
prediction models can be used to determine anticipated levels of interference and,
hence, refine this aspect of the assignment process. The accuracy of this process often
depends upon the level of detail with which the communications scenario can be
described.

A further major constraint upon the assignment process results from the practical
limitations of radio equipment, which mean that significant frequency separation is
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required if a receiver is to reject successfully the very strong signals emanating from
close by transmitters. Other mechanisms give rise to the need to avoid specific
combinations of frequencies. Military operational practice requires that
communications equipment is able to receive messages in the presence of nearby
transmitters, and therefore much attention is given to minimising these problems in
the equipment design; however, some remain and must be accommodated in the
frequency assignment process.

The result of this analysis is a complex set of frequency separation constraints,
giving rise to optimisation, or constraint-satisfaction, problems. According to the
precise situation, various forms can be defined. Often it is required to make an
assignment using a given set, or allotment, of available channels to obtain a solution
which meets all constraints if possible, and minimising violations if not. Other
variants of the problem may require minimisation of the span of frequencies used, or
the total number of channels employed [2].

The application of metaheuristic techniques to this problem is now well established
[3]. Metaheuristics include means to permit the search to escape from local optima.
Both simulated annealing and tabu search have successfully been applied to the
military frequency assignment problem.

The metaheuristic algorithms aim to minimise the value of a “cost function”, which
is derived from the number and magnitude of the constraint violations. Clearly the
generation of this function must be designed such that a reduction in the severity of
interference is reflected in a reduction in the value of the cost function. Such schemes
generally require an initial solution. This can be a random assignment. Faster results
can often be obtained by use of a sequential assignment process, which takes the
requests in some order, and assesses each available frequency again in some defined
order. The first frequency to meet all the constraints, given the assignments already
made, is assigned. If no such frequency is available, the request is assigned on a
different basis, such as the frequency with minimum cost.

Whatever the details of the optimisation algorithms being used, current approaches
share a general philosophy; a high quality solution can be arrived at by a central
planner using information about the whole network. This solution can then be
implemented in the network, and will remain in place until a review is deemed
necessary.

2 The Battlefield Problem

In the military frequency assignment problem, the total network is made up of many
communication entities called ‘nets'. Each net consists of many radios communicating
on the same channel. Radios on different nets may be located in the same vehicle or
within close proximity to one another, thereby causing interference to one another [4].

Information on a military deployment is analysed and a set of complex frequency
separation constraints that specify the problem is derived. The frequency separation
constraints either specify the number of channels that two nets should be separated
by, or exclude the use of a particular frequency by a particular net, as a result of
frequencies used by nearby nets. The severity and complexity of the constraints
increases the closer two or more radios are to each other.
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The most severe of constraints are ‘co-site' constraints, which arise from radios on
different nets located in the same vehicle or within close proximity to one another. In
a co-site situation, the power ratio between a wanted and an unwanted signal may be
1:10". This means that, even with good design, the radio cannot always resolve the
wanted signal and reject the unwanted.

Normally several different levels of co-site constraints are employed to reflect the
different levels of severity of interference, which arise as a result of different physical
separations dictated by operational considerations. Precise values are dictated by the
performance of the equipment in use, but are, typically, a few percent of the assigned
frequencies.

Co-sited radios additionally suffer from interference given by spurious emissions
and intermodulation products. In co-site situations, the large wanted to unwanted
signal ratio means that, even with good design, interference can arise because of low
level spurious emissions from the transmitter and spurious responses of the receiver.
To account for spurious emissions/responses, a net in a co-site is prevented from
using a frequency that is a function of the frequency used by a second net in the co-
site. The parameters of the function are dependent on the type of radio used on the
assigned net. Intermodulation products are generated when the frequencies of two or
more radios in a co-site combine to cause potential interference on a different
frequency.

Additionally, constraints of only a few channels separation may exist between far-
sited radios, i.e. radios on different nets, located in different sites.

3 Frequency Planning in a Dynamic Environment

Traditionally, the military frequency assignment problem is solved by a centralised
frequency assignment algorithm using information on the deployment of assets
[3,5,6].

Centralised techniques work well, but imply the need to collect and update detailed
information about the configuration of the system, and subsequently distribute the
resulting assignment information. There is potential for a distributed and self-
organising system to operate on the basis of distributing information only over such a
range as is necessary for the impact of this to be taken into consideration. This could
provide a more robust and responsive system.

Such a method differs radically from the centralised approach because no
information on the overall behaviour or state of the network is necessary. Potentially
this allows the scale of the network to alter without penalty, enabling dynamic
solutions which continually re-optimise locally rather than awaiting a network-wide
review. Such a system may permit local conditions to be taken into account. For
example, interference from other military systems or indeed civil systems might be
avoided implicitly, rather than requiring explicit description in the centralised system.

4 The Fruit Fly Inspired Approach

An algorithm inspired by the development of bristles in the larval stage of the fruit fly
Drosophila has previously been described in [7] and considered in the application to a
mobile telephone network.
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Fig. 1. The diagram on the left shows the mechanism of cell self-organisation. The signal
(arrow) is perceived by the receptor and acts to reduce the amount of signal made by the
receiving cell. Panel A shows the back of a real fruit fly, with the correct pattern of bristles. B
diagrams the progress of a group of cells towards a good pattern: many cells acquire the
potential to make bristles (grey shading), of these a few increase bristle-making tendency
(black) and inhibit their neighbours (lighter grey and ultimately white). C and D show this
process in real tissue. C is the earlier picture, with many cells staining dark for bristle
potential. In the later picture (D) most cells are much lighter (less likely to make bristles) but a
few are black (certain to make bristles) [10]

The cells in the developing fruit fly must decide whether to become the neural cell-
type, which will form the bristles and associated nerves, or the epidermal cell-type,
which will form the skin of the fly and the tough exoskeleton through which the
bristles protrude. Large groups of cells have the potential to become neural. A
mutually inhibitory process operates within each of these groups, with cells
synthesising ligand molecules to act as signals to their neighbours, and perceiving the
signals from those neighbours using receptor molecules in their cell membranes. The
signals are inhibitory - their effect is both to reduce the tendency of a cell to become
neural and to reduce the signalling activity of the cell. After a few hours the groups of
cells contain only a few cells which have retained their neural potential, amidst a
majority of inhibited cells which have been persuaded to adopt the epidermal
fate [8, 9].

Self-organisation is a common theme in developmental biology where the freedom
from complex information gathering and sophisticated reasoning make the ability to
react to local changes to recover correct morphology indispensable. In the case of
bristle formation in the fruit fly, disrupting the pattern during the decision-making
process, by killing a cell heading for the neural fate, has little effect on the final bristle
pattern, since killing the cell also destroys its ability to inhibit its neighbours, one of
which will take advantage by becoming a neural cell in place of the dead one.

It has been proposed to use the self-organising behaviour of the fruit fly cells as a
model for engineering self-organising behaviour in the base stations of a mobile
phone network [7]. The base stations are able to send inhibitory signals directly to
their neighbours, and to receive such signals from their neighbours. Instead of cell
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fate, the base stations are negotiating for the available channels. If the network is to be
conFig.d from a naive state, all base stations begin with an almost equal ‘preference’
for all channels, with slight ‘noisy’ differences. The base stations signal to neighbours
and modify their own preferences in the light of incoming signals. Over time, base
stations develop highly heterogeneous preferences, falling towards zero on most
channels and rising towards maximum on one or a few. These high few are the
channels, which will actually be used to carry traffic via that base station.

This algorithm, known as ‘Flyphones', is analogous to the bristle differentiation
mechanism in a fruit fly [7]. In the algorithm, each base station acts in parallel, just
like the cells in the developing fly. In addition, the presence of a feedback mechanism
allows each base station to inhibit its neighbours from using a particular channel. This
is similar to the mutually inhibitory process employed by the fruit fly.

At the start of a Flyphones simulation, each base station is assumed to be partially
using all of the available channels. Thus, all base stations have almost equal ‘usage' of
all channels. Depending on the amount of inhibition that they experience from their
neighbours, the base stations will ‘use' some channels more than others as time
goes on.

During each successive iteration, the new ‘usage' for each channel of every base
station is calculated, based on the current ‘usage' level and the perceived inhibition on
the channel in question using equation 1.

U.
Jk(t-1)
=MD
Jkt 1+Ijk (l)

where Uy, is the usage of channel k in base station j at time ¢
I is the inhibition calculated for channel k in cell j
N is the noise parameter

At each iteration, it is possible to extract a solution by allocating channels to a base
station in descending order of ‘usage' level until the demand for the base station
is met.

5 Flyphones for Military Frequency Assignment

It has been previously shown in [7] that the Flyphones algorithm can be successfully
applied to the online dynamic channel allocation problem for cellular frequency
assignment. This paper looks at extending the Flyphones algorithm to perform
dynamic frequency assignment in the challenging environment of military combat
radio communications.

Unlike cellular communications, dynamic military frequency assignment carries
the restriction that frequency changes to working communications (i.e. nets not
currently experiencing interference) should be kept to an absolute minimum.
Additionally, the combat radio transceivers are themselves mobile, whereas the base
stations of a mobile network are fixed. Thus, the constraints are constantly changing
as opposed to changes in the number of channels demanded at each base station.
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Fig. 2. A single optimisation run, producing a zero cost solution at timestep 471. On the left,
the early optimisation phase with rapid reduction of constraint violations. On the right,
removing the remaining violations

5.1 First Steps to Dynamic Assignment

Prior to implementing the Flyphones algorithm on the dynamic military assignment
problem, it was first necessary to investigate the performance of the algorithm on a
static problem and compare it to results obtained using the now established
metaheuristic techniques. Testing on a static problem also allowed an investigation
into the effects of using different constraint types and the sensitivity of Flyphones to
different parameter settings.

The static problem required the assignment of 600 nets, using an allotment of 250
frequencies. Results from centralised metaheuristic optimisers had produced zero
constraint-violation solutions including a full consideration of spurious and
intermodulation product interference. It was therefore of interest to see whether the
adapted Flyphones could also produce ‘perfect' solutions to the problem.

Flyphones was indeed able to solve the problem with zero constraint-violations. An
example optimisation run is shown in figure 2. The shape of the curve is typical of
Flyphones optimisation for this problem; a steep initial phase in which most of the
initial constraint violations (i.e. interference between nets) are removed followed by a
long phase attempting to remove the final few violations.

Effects of Varying Noise. The noise parameter in the Flyphones algorithm is the size
of the uniform random distribution from which the initial differences between nets,
and the perturbations to which nets are subjected in every iteration, are taken. The
influence of the noise parameter on the quality of the solutions obtained was tested by
varying it in successive optimisation runs. In each instance, the noise parameter is
constant across all nets.
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Fig. 3. The number of constraint violations at each time step during four successive runs of the
simulation with the noise parameter set to four different values: 2, 1, 0.5 and 0.01

Fig. 3. shows the number of constraint violations at each time step during four
successive runs of the simulation. It can be seen that slight increase in the noise level
up to a threshold level result in solutions with lower constraint violation. A noise level
of 10 is sufficient to destroy the optimisation process and results in random solutions
with an average of 1550 constraint violations (not shown).

Comparing Different Types of Frequency Constraints. The time taken to obtain
zero cost solutions varies depending on the types of frequency constraints that are
considered. Fig. 4. shows the number of constraint violations per unit time during
three successive runs of the simulation.

As the time taken to complete a single iteration varies depending on the types of
frequency constraints that are considered, the graphs are plotted against time to enable
comparisons to be made.

In the first run, only co-site (CS) constraints and far-site (FS) constraints are
considered. Next, spurious (SP) constraints are added. Finally, intermodulation (IM)
constraints are also considered. Due to the immense amount of calculations involved,
the algorithm takes a considerable amount of time to obtain zero cost solutions when
all four different types of frequency constraints are considered.

5.2 Dynamic Military Frequency Assignment

As a static optimiser, ‘Flyphones' is able to produce solutions of a similar quality to
those produced using the current metaheuristics. However, the real strength of
Flyphones is the ability to produce dynamic channel assignment plans.
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Fig. 4. The difficulty of the static problem increases with additional, more detailed, constraints

To investigate the application of Flyphones for dynamic frequency assignment a
second problem was studied. This problem contains 1147 nets, to be assigned from
an allotment of 750 frequencies, and considers only far-site and co-site interference.
Owing to the lack of spurious and intermodulation constraints, this is a much easier
problem in terms of computation of interference and the ease of solution; however, it
still captures the essential features and allows us to assess the applicability of
Flyphones when confronted with dynamic data.

The dynamic scenario consists of 27 time steps each representing 20-minute
intervals over the course of 8 hours and 40 minutes. During each time step movement
of nets will occur resulting in changes to the constraints.

Based on the results from the static problem, and some initial runs using the 1147
net problem, the usage and noise parameters were both fixed at 1 for all the dynamic
optimisation. This is intended to mimic a situation in which ‘Flyphones' is no longer
used as a static optimiser, which is judged on speed of convergence and quality of
solution, but as a dynamic frequency management system, which is judged on its
ability to maintain viable lines of communication without large disruption to the
network. A higher noise setting would allow faster optimisation, but will lead to
greater ‘churn’ in the network with many nets required to alter frequency.

At time zero (deployment starts) the simulation was initialised with a zero cost
assignment (easily found by Flyphones or other standard optimisation methods). The
point of interest is to see how Flyphones can adapt that assignment based on the
changing constraint data, to minimise interference without needing a complete ‘re-
optimisation' requiring all nets to change frequency.
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Dynamic Frequency Management
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Fig. 5. Dynamic management of combat net radio in simulation by ‘Flyphones'. The uppermost
line represents the total number of undesirable events in the network. These events are
subdivided into three layers. The lowest layer ‘adaptive conflicts' shows the number of conflicts
remaining after adaptation in each time step. In the middle layer ‘conflicted changes' gives the
number of nets which had conflicts at the start of the time step, and were required to change
frequency to reach the new adapted solution. Finally, the upper layer indicates the number of
nets, which did not have any conflicting interference at the start of the time step, but were still
required to change frequency

At the start of each time step the solution given at the end of the previous time step
is used. The number of nets experiencing conflicts, due to changes in the constraints,
is recorded. The Flyphones algorithm adapts the current solution to satisfy the new
constraints, whilst trying to cause the least disruption to the current assignment. At the
end of the time step the number of nets that have changed frequency is recorded. The
number of conflicted changes (those nets that have changed frequency and were
previously experiencing interference) and unconflicted changes (those nets that were
forced to change frequency even though they were not originally experiencing
interference) can be calculated. The number of nets still experiencing interference at
the end of the time step (adaptive conflicts) was also recorded.

Fig. 5. shows the results from a typical dynamic optimisation run of this type. At
each time step between 50 and 100 conflicted nets were required to change frequency.
This means that to adapt the frequency plan to accommodate new far-site and co-site
conflicts these nets had to change frequency. This was roughly half of the number of
nets that acquired new conflicts at the start of each time step.

The number of constraints that are still violated after adaptation at each time step is
not always zero, but it is held below, usually well below, 19 violations. This means
that at worst 18 of the 1147 nets still experienced conflicting interference at the end of
a time step.
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Fig. 6. Degradation of connectivity in the network in the absence of active frequency
management

Finally, and in some ways most importantly, the number of nets which were not
conflicted, but were still forced to change frequency, is kept low (zero to 13). It would
be highly undesirable to require many changes to functioning nets.

In comparison, figure 6 shows the consequences of leaving the original zero cost
solution (i.e. the starting point for the dynamic optimisation) in place throughout all
time steps without any further optimisation in response to constraint changes.
Conflicts accumulate rapidly and lead to roughly one fifth of the network (250 nets)
suffering conflicting interference from 2 hours onwards, rising to a third of the
network (400 nets) by the end of 8 hours.

6 Conclusions

The algorithm applied in this work has previously been demonstrated to be applicable
to the assignment of channels in a mobile radio network. Here it has been shown to be
applicable also to the problem of assignment of channels in a military combat radio
scenario. Furthermore, it has been demonstrated that the method is comparable to
metaheuristic techniques, which have themselves only recently been applied to such
problems.

The significant difference between the previously studied mobile radio network
and the military radio network studied enhances confidence in the versatility of the
method.

Of particular interest in this context, is the demonstrated ability of the algorithm to
re-optimise following changes in the frequency assignment constraints arising from
changes to the network configuration. In this role, it is possible to alter the balance of
the disruption of unconflicted nets against the speed and ultimate effectiveness of the
optimisation, by adjustment of the noise parameter. This is thought to be a valuable
feature in this context, which would be difficult to introduce explicitly using
conventional techniques.
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The method is based on the self-organising behaviour of cells in a fruit fly;
frequency assignment requests being analogous to the cells in this case. In this work,
the method was implemented within a single processor. Since the method involves a
software element representing each net requiring assignment, and these interact in a
self-organising manner, it has a clear potential for the distribution of the process over
a network of processing elements.

The performance, in terms of scaling up and dealing with a dynamic scenario, is
extremely encouraging. These results encourage us to believe that there is scope for
improving the dynamic management of spectrum. However, the work reported here
was done in simulation and there remain issues that need to be addressed if this
method is to be brought into use in a real network. The issue of greatest concern is the
impact of the negotiation process on the communications capacity of the network.

It has been shown that this self-organising approach to frequency management can
readily by applied to a military wireless network simulation. It is anticipated that this
algorithm can be adapted for application to areas that are not part of our current
research focus, for example wireless local area networks and Bluetooth, both of which
operate in a dynamic environment.
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Abstract. In this paper we present a genetic algorithm-based approach towards
designing self-assembling objects comprised of square smart blocks. Each edge
of each block can have one of three polarities (+1, -1 or 0) which defines how
blocks stick together - opposite polarities attract, like polarities repel, and a 0
face neither attracts nor repels. In addition to this property, the block contains
an internal state machine which can change the polarity of any number of its
sides following the detection of an "event" (for example, two blocks sticking or
unsticking). The aim of this work is to evolve block parameters and rule sets of
the state machine which allow the self-assembly of desired basic structures that
can be used as primitive building blocks for the assembly of more complicated
objects. We detail a genetic algorithm-based approach that can be used to
evolve the rule sets of interaction for a number of interacting blocks, so that the
final shape or states of a structure formed by the blocks can approximate some
target shapes or satisfy some global goals. We have assumed a list of simple
identical properties for each block, and observed that a great diversity of
complex structures can be achieved.

1 Introduction

To date, fabrication of small (nano- and molecular-) scale devices has typically been
achieved by the meticulous use of precision technologies that are usually not suited
for en-masse production. Biological systems overcome the problem by using directed
self-assembly to produce large-scale systems (including us!) without having to rely
on the steady hand of a skilled craftsman. Such natural systems can also usually
tolerate (and even correct) errors during growth.

A number of research groups, including CSIRO, have developed means for self-
assembly of small (in the order of millimetres to centimetres, sometimes referred to as
“meso-scale”) regular lattice-like arrangements as analogues of natural systems [4-7].
Such blocks may be regarded as agents that interact due to their edge properties,
which have up to now been regarded as static. The resultant self-assembled object (if
one exists) is dependant on the agents' properties such as size, edge polarities,
strength of edge fields and many others. However, it should be noted that the
environment may also play a crucial role in the object's development [8]. While a
large number of objects could be constructed from these static agents by varying their
physical parameters, a richer variety of self-assembled objects is possible by allowing

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAI 2977, pp. 75-89, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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the polarity of the edges to change following an “event”, under the control of an
internal state machine. In this study an event is defined as a block either sticking to
or unsticking from another block (although other choices are possible). For
simplicity we assume all blocks to have the same fixed physical shape and internal
state machine. This choice can be seen as analogous to discovering the DNA structure
and then tweaking the DNA sequence in a biological system. This model is useful in
describing the behaviour of self-assembling “intelligent” systems at many scales from
macro- to the nano- and molecular scales.

Even for a fixed physical shape and internal state machine there is a huge variety
of shapes which can result from the self-assembly process. The unsolved reverse
engineering problem is how to specify the block (agent) properties to achieve a
prescribed global outcome. The fundamental assumption in this paper is that Genetic
Algorithms (GA) can be used to address this reverse engineering problem by
evolving these agent properties so that the final structure formed by the agents
conforms to the given target shape or global goal.

Of course, even if a general design approach is achieved it is not certain that this
will transfer readily to other scales. However, at the least, considerable insight into
the processes of self-assembly will be gained.

The physical counterparts to our simulated agents are 2- dimensional blocks
floating in fluid, with surfaces coated with self-assembling monolayers which are
either hydrophobic (-1), hydrophilic (+1) or neutral (0). By controlling the surface
tension and stirring the water, the blocks effortlessly arrange themselves into regular
lattice structures [7]. These experiments show that the basic processes of self-
assembly operate in a real environment quite similar to that being analyzed.

The remainder of this paper is organized as follows. Section 2 outlines our
approach, including the description of the 2-D self-assembly environment and a short
introduction of how GA was used. In Section 3, we present preliminary experimental
results. Finally, conclusions based on these experiments are discussed in Section 4.

2 The 2D Self-Assembly Environment

As mentioned above, we assume a multi-agent environment where huge number of
2D blocks floating in fluid interact according to their internal properties. These
properties are fundamental to the self-assembly process, and are described in detail in
the following sections.

2.1 Agent—2D Block

In many systems, the resultant self-assembled object comprised of a number of basic
building blocks will be a direct product of the internal properties of the comprising
entities. At the nanoscale, self-assembly control can be achieved by attaching
complementary groups to various nanostructures and using the resultant attraction
and repulsion properties to coordinate a desired result. We have adopted some of
these properties in our 2D block environment with the aim of generating insights into
self-assembly processes which may readily be transferred to real world environments.
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With this aim in mind we refer to Figure 1 and define the properties of our self-
assembly blocks as follows:

)

)
3)
“

(6))

Each block has four faces, each of which can have positive, negative, or
neutral polarity. This is illustrated in Figure 1, where the four faces of the
block are labeled for easy description. The edge state of an agent will
be  described as a  vector of four trinary  numbers:
Q=(a,,a,,a;,a,),where a e {+1,-1,0} (1)
For instance, the edge state of the block in Figure 1 can be described
asQ =(+1,0,0,—1) . Here +1 stands for positive, -1 for negative, and 0 for
neutral.

The internal state machine can change the polarity of each face.

Each block can detect the act of “sticking “or “unsticking”.

The internal state machine in each block can use rules based on “sticking” or
“unsticking” events to initiate polarity changes on edges.

The initial state of all the blocks in one environment is identical. This
includes the edge polarities as well as any internal states.

Face _1

Face _4 Face _2

T

State machine

Face _3

Fig. 1. Structure of each agent in the multi-agent system. Red for positive, blue for negative,
and green for neutral

In conjunction with the block properties, the simulation environment attempts to
reflect a simplified physical reality in the following manner:

)
2

3

Faces of opposite polarity stick together and generate a “sticking” event to
the internal state machines of both “sticking” blocks.

Like polarities repel and will cause connected blocks to “unstick” and
subsequently generate an “unsticking” event to the internal state machines of
both effected blocks (this however is not utilised in the logic described in
this paper).

Neutral polarities will neither stick nor repel any other edges. If a polarity
changes to neutral between two connected blocks, an “unstick” will occur
and subsequently an “unsticking” event will be communicated to the internal
state machines of both effected blocks.
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(4) Blocks can rotate within the environment by 90°, 180° or 270°.

(5) For a given situation many different possible structures may self-assemble.
However, we will focus only on one randomly chosen structure in the
environment. This structure will grow as more blocks stick to it, but may
break up due to polarity changes. If a break occurs, we continue to focus
only on the further development of the larger of the parts.

Many of these assumptions are based on real-world physical phenomena and are
applicable to realizable designs.

Based on these environmental conditions, we can now define a function A(Q) to

judge whether one block can stick to its neighbors or will unstick (separate) from the
structure.

AQ)= Zp(a,-), @)

where p(a;) is the power between face 7of block Q and its neighbor's
corresponding face:
+1, opposite polarity
pla,)=3 -1, same polarity (3)
0, one face is neutral

Block Q will stick when A(Q) >0, or will unstick from other blocks when
A(Q)<0. Note that separation functions really need to be defined for all

structures, not just for single blocks. In general this is a difficult problem which has
not been addressed in the present study.

2.2 Internal States and the Search Space

Let us assume that only a “sticking” event can cause a change in the edge state of a
block. In what follows we will investigate the range of changes which are possible
under this assumption and the maximum memory which this would require within
each block. Since any or all edges of a block may be involved in a sticking event,
each such event can change the polarities of all four edges and these changes depend
also on the initial edge polarities, there will be many possible combinations. For
example, consider the case where only a single edge sticks. Table 1 shows this
situation, where S; is the index of the sticking face, (ay;, a», a3, a4;) represents the
initial and (by;, by;, b3;, by;) the final edge states.

The domain of S; is {1, 2, 3, 4} whilst that of the a; and b;; is {-1, 0, +1}. Each
line of the table represents a stick event and initial edge state which gives rise to a
final edge state. There are N = 4x2x3° = 216 lines (not 4x3* = 324 since a neutral
edge cannot support a sticking event). Each choice of the entire set of b;; represents a
possible internal state for the block. Since the b are all independently chosen from
their domain and there are four per line, the total number of combinations is 3*" =
3%* which is rather large. In practice this calculation is an overestimate for several
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reasons, for example if rotated blocks are regarded as identical. This reduces N by a
factor of 4 to 54 giving only 3*'® combinations, a significant reduction although still
quite large.

On the other hand only a single sticking event has been allowed in this analysis. If
any number of sticks may occur then N increases to 552 (no rotation) or 182 (with
rotation) In addition, similar tables may also be defined for “unstick” events, giving
even more choice.

Table 1. Possible polarity changes after “sticking"

Stick Face Initial Edge State Final Edge State
S app d1 dz ag bii by by by
A\ Ay dxpn a4z dg by by by by
i | |
| I I
S aiN )N Asy  agn biv by biy by
2.2.1 Internal Memory Requirements

Memory requirements are not severe even for the worst case of storing a full table,
requiring 4Nlog,3 = 6.34N bits, since only the b;; need to be stored. With all sticks
and no rotation about 440 bytes are needed, or 144 bytes if rotation is allowed. As
will be seen in later sections full rule tables are rarely needed, in which case memory
requirements will be considerably reduced.

2.3 Genetic Algorithm-Based Design

The rule set in the state machine of each agent can be defined in many ways as
outlined in Section 2.2. The size of the rule search space can be very large, too big
for most optimization techniques to achieve some desired global target. By using a
Genetic Algorithm (GA) approach [1], excellent results can be achieved through the
evolution of the system. A colony of rule sets can be evolved for a number of
generations, improving the performance of the colony. Such techniques are inspired
by the processes of natural selection. Techniques of fitness determination, selection,
cross-over, reproduction, and mutation are applied to the rules and their chromosomal
representation.

At the end of each generation, “parent” rules are selected based on a fitness
computation which must be strongly related to the desired outcome. The better the
fitness of a given rule, the more likely it is to be selected. After the two parent rules
are selected, each is represented by a “chromosomal” string and are then combined,
using one of several methods, to form two new chromosomes. These chromosomes
are subjected to potential mutation, and are then converted back to their equivalent
rule representation. The selected parents are then replaced in the colony by the
offspring. The mechanism of natural selection is expected to eventually result in a
population with a higher performance.
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The first generation (initial population) can either be set randomly, or to
predetermined values.

2.3.1 Fitness Functions

After every generated population, every individual of the population must be
evaluated to be able to distinguish between good and bad individuals. This is done by
mapping the objective function to a “ﬁtness function”, which is a non-negative well-
behaved measure of relative fitnessi The followmg subsections list some of the
fitness functions used in our experiments. All these fitness function definitions lead to
maximization problems. Larger fitness values signify rules that have higher fitness.

2.3.1.1 Shape Matching

In this example the goal is for the blocks to self-assemble into a specified target
shape. The fitness function is defined to be how closely the final shape matches the
desired or target shape, using the formula:

f(x) = nin - nout (4)
where
= the number of filled blocks inside the target shape,
n,,, = the number of filled blocks outside the target shape.

Of course f{x) is defined as the best match under translation and rotation of the
structure.

2.3.1.2 Stable Structure

Another important design goal is to generate structures which are stable, that is, will
stop growing after reaching a structure for which further sticking events cannot occur.
For instance, one cannot stick any new blocks on a structure whose outer faces are all
neutral. An appropriate fitness function can thus be defined as:

f ( X) neutral ( 5)

nedge
where
N, = thenumber of outer faces with neutral polarity surrounding the whole
structure,
Mogee=  the total number of outer faces in the structure.

The term “fitness function” is used as a synonym for the “objective function” in this paper.
However, the “objective function” is usually desired to be a well-behaved function that
maps physical characteristics of the individual to an objective value. This value is then used
by the fitness function to determine the fitness of the individual.
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Note that in this example many different structures could have identical fitness.

2.3.2 Rule Selection

The selection of the rules for reproduction is based on their performance. The
selection process is based on a stochastic universal sampling using roulette wheel
selection. The portion of the wheel assigned to a rule is proportional to the rule's
performance. Roulette wheel selection thus gives preference to larger portions, as
they are more likely to be chosen.

The fitness function used in the genetic algorithm is scaled once the most fit
parents have been determined. This fitness scaling is needed in order to prevent a few
very fit individual rules from initially taking over a significant proportion of the
population, preventing the formation and exploration of new characteristics. Another
problem is associated with the later stages of the evolution where the population
average fitness and the population best fitness can become too close to one another.
In both such cases the quality of the population does not improve rapidly enough.
Linear scaling of the fitness function to span the full variation of fitness values can
help alleviate these problems:

2.33 Rule Combination

The two chromosomes representing the selected rules (parents) must be combined to
determine the chromosomes of the two resulting rules (offspring). The combination
of the chromosomes is accomplished by first selecting a cross-over point. This is a
location within the chromosomal string that divides each chromosome into two parts.
The second parts are exchanged to form the offspring chromosomes. In each case
there is a small probability that the cross-over operation will not take place. If the
cross-over does not happen, the original chromosomes are copied into the next
generation.

The next step in the production of new chromosomes for the offspring rules is
mutation. Mutation takes place with a certain probability, where a randomly selected
bit in the string will be changed from a 0 to a 1, or from a 1 to a 0. Mutation allows
the colony to test new rules not resulting from the cross-over operation. The
probability of mutation (usually less than 0.1) is generally much lower than that of
cross-over (usually greater than 0.5). The values of mutation probability and cross-
over probability used in the experiments were determined based on earlier studies.

3 MAS Self-Assembly Experiments

This section addresses the following issues: (1) In which ways do the initial edge
states of the agent affect the final structure? (2) What kind of internal states can help
us achieve a stable structure? (3) What is the effect of imposing symmetry on the
agent?

Three classes of experiments were performed wherein genetic algorithms were
utilized to evolve colonies of rules. The first class of experiments, aimed at
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understanding the effects of the initial states of the agent, was to “grow” desired
shapes. Remember that one of our goals is to design the building-blocks that can then
be used to “build” more complicated structures. The other two classes of experiment
examined the stability of the final structure using equation (5) as the fitness function.

In the self-assembly process, we start with one block in the environment, and then
add in one at a time. For each new block, all the stick possibilities are checked with
the current structure, and one is chosen at random. The whole assembly process stops
once the structure can no longer grow, or has reached a size of M=100 blocks.
Because of the random choice, some rule sets can generate many different structures,
and achieve different fitness values each time. To evaluate each individual in each
generation, the self-assembly process was repeated 4 times, and the fitness value was
then averaged over the 4 repeats. In all experiments the rules for the first generation
were set randomly. We will show that for some rule sets, the final structure is
predictable. For example, the structure can be a desired shape or a stable structure
surrounded by neutrals.

3.1 Forward Self-Assembly Simulation — No Internal State Machine

Since it is assumed that all blocks have identical initial states in our experiment
environment, it is worth knowing how the initial edge state of the agent affects the
final structure. In order to do so, we switched off the state machine in the agent. That
is, there is no change after a “stick” event.

Each agent is a square block with four faces, and is assumed to be capable of
rotation. Thus, a block with edge state (+1, +1, -1, -1) will be the same as one with
(+1, -1, -1, +1). Under these conditions of rotational symmetry we may categorise the
possible initial states of an agent in Table 2.

Table 2. Categorised initial states of an agent

Same polarity on four |(0,0,0,0), (+1,+1,+1,+1), (-1,-1,-1,-1)

faces the structure cannot grow
(no stick event can happen)
Two Oneis |[(+1,0,0,0),(-1,0,0,0), (+1,+1,0, 0), ...

polarities |neutral |the structure cannot grow (no stick can happen)

on four +land |[(+1,-1,-1,-1),(-1, +1, |(+1,+1,-1,-1) (+1,-1, +1,-1)
faces -1 +1,+1) Fig. 2.b Fig. 2.c
similar structure
Fig. 2.a
Three polarities on  [(0,+1,-1,-1), (0, -1,  [(0, -1, +1,-1), (0,0, +1,|{(+1,0,
four faces +1,+1),(0,+1,+1,-1), [(0,+1,-1,+1) -1) -1,0)
, -1, -1, +1) similar structure |Figure 2.f|Figure
similar structure Figure 2.e 2.g
Figure 2.d

Some structures generated by these initial states are shown in Figure 2. The
number in each block is a serial label to record how the structure grows. The structure
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will stop growing if no more blocks can stick to it, and in this experiment growth was
terminated if the number of blocks is more than M . Here M =100 .

g P 2w e
v 0 W
‘EFEWFI
]l. [

(d) (0,+1,-1,-1)

L
7
G

i 1]
E
3 2 1
&
E 3 4
i)
e

(e) (0, +1,-1,+1) ) (+1,0,-1,0) (g) (0,0,+1,-1)

Fig. 2. Structures generated from different initial block states. The number in each block is a
label, which means the order in which this block was added in the structure

This experiment shows that a great diversity of complex structures can be
achieved, even though each block's individual behaviour rules are very simple. In Fig.
2.a-f, the structures can keep on growing indefinitely. The only stable structure found
may be seen in Figure 2.g when the initial state is Q =(0,0,4+1,—1). For some

initial states, e.g. Figure 2.a-e, because every new block will randomly stick to one
possible position which satisfies the stick condition, the rule set can generate different
structures each time, and the whole process is unpredictable. In other cases regular
and predictable structures are generated (see Figure 2.f-g).
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3.2 GA-Based Square-Matching -- No Internal State Machine

Only one stable structure, the 4-block square of Fig. 2.g, was found for blocks with
no internal state machine. As an initial trial GA was applied to this simple
environment to see if the target shape in Figure 2.g would evolve. The parameters for
this experiment are as follows:

e Variables: the initial state of the block Q =(a,,4a,,a;,a,).

e Fitness function: the fitness function is defined as in equation (4), where

target shape = square with four blocks (Fig 2.g).
e A colony with a population of 4 was evolved for 30 generations.

The results are shown in Figure 3. The GA converged very fast, and at least one
individual reached the best performance (match to the square shape) after four
generations (Fig 3.a). Evolution did create a better colony, where all individuals can
generate the square shape after 11 generations (Fig 3.b).

Best of objective value Mean of objective values

objective value
objective value
5
—

camwbm
oo
T
5
7
9
1
3
5
7
9
1
3
5
7
9

generation generation

(a) Best individual's fitness value (b) Mean of fitness value

Fig. 3. GA-Based Square-Matching. (a) The optimum value is 4, which is achieved after
4 generations. (b) After 11 generations, all the individuals can achieve the designed shape —
a square of 4 blocks.

3.3 GA-Based Stable-Structure Search - With State Machine

In Sections 2.2 and 2.3 we showed that the size of the rule search space can be huge
when the state machine is fully implemented, and hence an algorithm like GA will be
necessary to have a chance of achieving desired global targets.

In stead of storing the full rule set in the state machine as set out in Section 2.2 it is
possible to make use of just a subset, reducing computational complexity and
increasing the likelihood of finding optimum solutions. There are many ways of
choosing a useful subset and one method, used in the following experiments, is
described as follows.

Given that only a single sticking event is being considered and rotation is not
allowed, two further restrictions are put in place: (1) The final state of an edge
depends only on its own initial state and which of the four edges sticks; and (2) the
state of a stuck face does not change when the stick event happens. This dramatically
reduces the number of possibilities. Tables 3 and 4 illustrate this in more detail.
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Table 3. Polarity changes after “sticking"

Due to sticking at face number
1 2 3 4

Polarity 1
changes at |2
face number|3

4
Table 4. Possible polarity changes
Off diagonal On diagonal
Before | After Before | After
-1 +1/-1/0 -1 -1
0 +1/-1/0 +1 -1
+1 +1/-1/0

In Table 3, there are 12 shaded squares off the diagonal and 4 dark squares on the
diagonal. At each shaded square the polarity changes are chosen from the options
given in Table 4. As shown in Section 3.1, the initial states of the block affect the

global behaviour, so the initial states of the block Q =(a,,a,,a;,a,) should be

included as variables. Thus for each block the total number of possible rules, and
hence the number of possible system states if the blocks are constrained to be
identical, is

N — 312><3+4 — 340 ) (6)

rules
The GA-Based stable-structure searching algorithm is then designed as follows:

e  Variables: 40 (see equation (6)).

e Fitness function: Defined as in equation (5).

e Because the size of the rule searching space is large, a colony with a population
of 50 was evolved for 400~500 generations.

e An additional constraint was placed on the minimum number of blocks (nmin) in
the final structure. nmin was set to be more than 2, 4, or 6 in three successive
experiments.

e  The structure will stop growing if no more blocks can stick to it, or the growth
will be terminated if the number of blocks is more than M, here taken as 100.

The experimental results are shown in Fig. 4. In Fig. 4.a for nmin>2, a stable
structure was achieved after about 50 generations. As nmin increases it turns out to be
harder to find a stable structure. For nmin>4 a stable structure was found after about
420 generations (Fig. 4.b), but no stable structure could be found after 500
generations for nmin>6, (Figure 4.c). Note that an optimal solution is not guaranteed
to be found by GA within 500 generations, so the possibility remains of finding rules
to generate stable structures of more than 6 blocks. Some of the final structures
achieved based on the rules obtained by GA are shown in Figure 5. The first three are
stable, while the last two structures are not, but can still keep on growing in a regular
way.
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065 700 200 300 200 500 500

(a) No. of blocks >2 (b) No. of blocks >4

bests)

00 200 300 300 500 500
generation

(c) No. of blocks >6

Fig. 4. Best individual's fitness value versus the generation for fitness function (6) and rule
table 3. The minimum limit of number of blocks is > 2, 4 or 6 respectively

T e I o )

Fig. 5. Some stable or near-stable structures generated by the rules obtained by GA. The last
two structures are not stable, but can still keep on growing in a regular way
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3.4 Rotated Blocks— Simplified Rule Table

As discussed in Section 2.2 there is a 4-fold redundancy in the rule set if blocks are
permitted to rotate For instance, the state Q. = (+1 -1 0 0) can generate the same
structure as the states (0, 0, +1, -1), (-1, 0, 0, +1), (0, +1, -1, 0). Hence, if we consider
the rotation property of 2D blocks and remove such redundancy the corresponding
number of rule sets is much reduced, which should improve the performance of GA.
This expectation was realized by the experimental results (Fig. 6.), which show that
the optimum is reached much sooner than when using the original rule table. In three
experiments stable structures were obtained within 40 generations. Fig. 7. shows
some of the stable structures based on the experimental results.

bestf)

50 P
nnnnnnnnnn

(a) No. of blocks >2 (b) No. of blocks >4

eeeeeeeeee

(¢) No. of blocks >6

Fig. 6. Best individual's fitness value versus the generation considering the rotation and
symmetry properties of agents. The minimum limit of number of blocks is 2, 4 or 6
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(a) (b) (©) (d)

Fig. 7. Some structures generated by the rules obtained by GA. One rule can generate different
final structures. (a) and (b) are stable structures generated from the same rule set. However, (c)
and (d), although coming from the same rule set, appear stable but are not (see 3.4.1)
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For the same rule set, the global structure can be different because every sticking
event is chosen randomly from all possible sticks. For instance, Figs. 7.a and 7.b are
generated from the same rule set and initial block edge state. In this case the initial
edge state was (0 -1 +1 -1), and the rule set was

S a a) az as b1 b2 b3 b4
1 -1 +1 -1 0 -1 0 -1 0
1 1 -1 0 -1 1 1 0 O

Remarkably this rule set is very small, in the sense that only two active rules
emerged from the evolutionary process, even though the GA had available to it a
huge variety of possible rules (active rules are those that change the state of at least
one edge). This parsimonious behaviour is intriguing, but is typical of the
experiments carried out in this environment.

34.1 Pseudo-stable Structures

The structures shown in Figures 7.c and 7.d appear to be stable but in fact are not.
On close examination they can be seen to be composed of multiple structures which,
although juxtaposed, are not stuck together. In a real-world environment such
structures would float apart. In the current set of experiments it was necessary to
select and weed out pseudo-stable structures by hand. In future experiments this
should be done automatically.

4 Conclusions and Further Directions

The essential idea of this paper is that a Genetic Algorithm (GA) approach can be
used to evolve the rules of interaction for a number of interacting agents, so that the
final shape or states of a structure formed by the agents can approximate some target
shapes or satisfy some global goals. We have assumed a list of simple identical
properties for each agent, and observed that a great diversity of complex structures
can be achieved.

It was shown that simulated evolution using genetic algorithms can indeed be used
to evolve a colony of rules which conforms to global design goals far better than the
initial colony. A list of rule sets was obtained from a huge search space.

We have taken some of the first steps towards the directed self-assembly of 2D
mesoblocks, which has relevance ultimately to a wide variety of structured design
problems at several scales, particularly when structures are formed by the self-
assembly of an agglomeration of intelligent agents. There is much exciting future
work to be done in this area, some examples of which are listed below.

e  Generate other stop/stable conditions. For instance, each block might have a local
clock, and the states of the block will be locked if no event occurs within a
certain time.

e Communication between the structure and the environment. Notice that the initial
blocks in the experiments are assumed to be the same, which means both positive
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and negative properties exist within the initial states in order to generate a
structure. This makes the stability of the final structure hard, because the only
truly stable condition is if all outside faces of the structure are neutral. If the
structure can communicate with the environment, leading to a modification of the
states unattached blocks, more interesting stable structures will result.
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Abstract. This paper introduces a set of algorithmic modifications
that improve the partitioning results obtained with ant-based cluster-
ing. Moreover, general parameter settings and a self-adaptation scheme
are devised, which afford the algorithm’s robust performance across vary-
ing data sets. We study the sensitivity of the resulting algorithm with
respect to two distinct, and generally important, features of data sets:
(i) unequal-sized clusters and (ii) overlapping clusters. Results are com-
pared to those obtained using k-means, one-dimensional self-organising
maps, and average-link agglomerative clustering. The impressive capacity
of ant-based clustering to automatically identify the number of clusters
in the data is additionally underlined by comparing its performance to
that of the Gap statistic.

1 Introduction

Ant-based clustering is a heuristic clustering method that draws its inspiration
from the behaviour of ants in nature [1]. In particular, it models the clustering
and sorting that can be observed in some ant species: where real ants gather
corpses to clean up their nest, or transport larvae to order them by size, artificial
ants transport data items that are laid out in an artificial environment, and
spatially arrange them in a sorted fashion.

Thus, the working principles of ant-based clustering are quite different from
those of ordinary clustering algorithms. While well-known clustering methods
like k-means or agglomerative clustering gradually build or refine an explicit rep-
resentation of a data set’s partitioning, ant-based clustering uses no such model
but only implicitly generates the partitioning: all information on the number of
clusters and the cluster memberships of individual data items is contained in the
final spatial distribution of the data. Also, this outcome is obtained without the
explicit specification of an optimisation criterion or global goal, it emerges in
a self-organised fashion as the result of local actions and positive feedback only.

As no a priori assumptions on the number, the shape or the size of the clus-
ters in the data need to be made, the risk of producing solutions that are mere
artefacts of such assumptions, and which do not reveal any actual information
about true data structures, is reduced. In spite of these favourable features,

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAT 2977, pp. 90-104, 2004.
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applications of ant-based clustering are rare, as not much is known about the al-
gorithm’s real performance and robustness. In this paper we take a step towards
a wider application of ant-based clustering by introducing an improved version
of the algorithm, and devising generalised parameter settings that permit its
application across varying data sets. The algorithm’s robustness towards differ-
ent data properties is then studied using two series of synthetic benchmarks.
The obtained results are analysed in terms of the number of clusters identified
and in terms of the F-measure; we compare to the number of clusters predicted
by the Gap statistic, and to the partitionings generated by each of k-means,
average-link agglomerative clustering, and one-dimensional self-organising maps
(see Section 4 for details).

The remainder of this paper is structured as follows. Section 2 briefly sum-
marises previous work on ant-based clustering. In Section 3 our new version of
the algorithm is described. Section 4 describes the experimental setup, Section 5
discusses results and Section 6 concludes.

2 Ant-Based Clustering

The first ant-based clustering and sorting algorithm was introduced by Deneu-
bourg et al. [2] in 1990, to produce clustering behaviour in simple groups of
robots. In the proposed simulation model, ants are modeled as simple agents
that randomly move in a square, toroidal environment. The data items that are
to be clustered / sorted are initially randomly scattered in this environment and
they can be picked up, transported and dropped by the agents. A clustering
and sorting of these items is obtained by introducing a bias for the picking and
dropping operations, such that data items that are isolated or surrounded by
dissimilar ones are likely to be picked up, and transported data items are likely
to be dropped in the vicinity of similar ones.

Deneubourg et al. implement this bias by applying the following probabilities
for picking and dropping operations:

. kO,
pmck(l) = (m)

parenli) = (E

Here, k™ and k~ are parameters, which determine the influence of the neighbour-
hood functions f(i) and which Deneubourg et al. set to 0.1 and 0.3 respectively.
f(4) is an estimation of the fraction of data items in the ant’s immediate envi-
ronment that are similar to the data item 4 the ant currently considers to pick
up / drop. In Deneubourg et al.’s original implementation this estimate is ob-
tained using a short-term memory of each agent, where the contents of the last
encountered grid cells are stored, and it therefore only permits the discrimina-
tion between a limited number of classes of data items. This limitation has been
overcome by Lumer and Faieta [6], who, moving away from the use in robotics,
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introduced a more general definition of f(7) that permits the algorithm’s appli-
cation to numerical data. An agent deciding whether to manipulate an item i
now considers the average similarity of ¢ to all items j in its local neighbourhood:

£6) = max [0, 3" - 420 1)

Here, d(i,7) € [0,1] is a dissimilarity function defined between points in data
space, a € [0, 1] is a data-dependent scaling parameter, and o is the size of the
local neighbourhood (typically, 0% € {9,25}). The agent is located in the centre
of this neighbourhood; its radius of perception in each direction is therefore "T_l

The resulting algorithm still suffers from convergence problems and an un-
favourable runtime behaviour, and several attempts to overcome these limita-

tions have therefore been proposed [6, 4].

3 Our Algorithm

In this section, we build upon the work of [2, 6, 4] to develop a general and
robust version of ant-based clustering. In particular, we describe how parameter
settings for the algorithm can be automatically derived from the data, and we
introduce a number of modifications that improve the quality of the clustering
solutions generated by the algorithm. In this context, our criteria for ‘quality’ are
twofold: first, in the distribution generated by the ant algorithm on the grid, we
desire a clear spatial separation between clusters, as this is a requirement both
for unambiguously interpreting the solutions and for evaluating them; second,
we are interested in a high accuracy of the resulting classification.

Results on the effect of individual modifications are not provided in this
paper, but can be found in [3]. Here, we focus on a study of the algorithm’s
overall performance, in particular its sensitivity with respect to different data
properties.

3.1 Basics

The basic ant algorithm (see Algorithm 1) starts with an initialisation phase,
in which (i) all data items are randomly scattered on the toroidal grid; (ii)
each agent randomly picks up one data item; and (iii) each agent is placed
at a random position on the grid. Subsequently, the sorting phase starts: this
is a simple loop, in which (i) one agent is randomly selected; (ii) the agent
performs a step of a given stepsize (in a randomly determined direction) on
the grid; and (iii) the agent (probabilistically) decides whether to drop its data
item. In the case of a ‘drop’-decision, the agent drops the data item at its current
grid position (if this grid cell is not occupied by another data item), or in the
immediate neighbourhood of it (it locates a nearby free grid cell by means of
a random search). It then immediately searches for a new data item to pick up.
This is done using an index that stores the positions of all ‘free’ data items on
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Algorithm 1 basic_ant

. begin

: INITTALISATION PHASE

: Randomly scatter data items on the toroidal grid

. for each j in 1 to #agents do
1 := random_select(remaining_items)
pick_up(agent(j),1)
g := random_select(remaining_empty_grid_locations)
place_agent(agent(j), g)

end for

10: MAIN LOOP

11: for each it_ctr in 1 to #iterations do

12 j := random_select(all_agents)

13:  step(agent(j), stepsize)

14: i := carried_item(agent(j))

15:  drop := drop_item?(f*(i)) // see equations 3 and 4

16:  if drop = TRUE then

©

17: while pick = FALSE do

18: 1 := random_select( free_data_items)

19: pick = pick_item?(f*(i)) // see equations 2 and 4
20: end while

21:  end if

22: end for

23: end

the grid: the agent randomly selects one data item 7 out of the index, proceeds
to its position on the grid, evaluates the neighbourhood function f*(i), and
(probabilistically) decides whether to pick up the data item. It continues this
search until a successful picking operation occurs. Only then the loop is repeated
with another agent.

For the picking and dropping decisions the following threshold formulae are

used: e
Ppick (i) = { % lef1£e (i) < 1.0 o
Pinoli) = { e B0 2 10 )
where f*(7) is a modified version of Lumer and Faieta’s [6] neighbourhood func-

tion (Equation 1):

y maX(O,%Z,(l_M)) if V) (1 2 5 g
f (Z) = o J «@ ' @ (4)
0 otherwise
This definition of f*(i) combines two important properties. First, as in the orig-

inal neighbourhood function f(i), the division by the neighbourhood size o>
penalises empty grid cells, thus inducing a tight clustering (rather than just
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a loose sorting). Secondly, the additional constraint V5 (1 — @) > 0 serves the
purpose of heavily penalising high dissimilarities, which significantly improves
spatial separation between clusters.

Note that the above given threshold formulae are quite different from the ones
suggested by Deneubourg et al. and are not applicable to the basic ant algorithm.
They have been experimentally derived for the use with our enhanced version
(for which they significantly speed up the clustering process) and have to be
seen in light of the shift of the range of attainable values f*(i) resulting from

our increase of the radius of perception (see Section 3.3 below).

3.2 Short-Term Memory

A modified version of the ‘short-term memory’ introduced by Lumer and Faieta
in [6] is employed. In their approach, each agent remembers the last few carried
data items and their respective dropping positions. When a new data item is
picked up, the position of the ‘best matching’ memorised data item is used to
bias the direction of the agent’s random walk. Here, the ‘best matching’ item is
the one of minimal dissimilarity d(i,j) to the currently carried data item i. We
have extended this idea as follows.

In a multi-agent system the items stored in the memory might already have
been removed from the remembered position. In order to determine more ro-
bustly the direction of bias, we therefore permit each ant to exploit its memory
as follows: An ant situated at grid cell p, and carrying a data item 4, uses its
memory to proceed to all remembered positions, one after the other. Each of
them is evaluated using the neighbourhood function f*(7), that is, the suitabil-
ity of each of them as a dropping site for the currently carried data item i is
examined. Subsequently, the ant returns to its starting point p.

Out of all evaluated positions, the one of ‘best match’ is the grid cell for
which the neighbourhood function yields the highest value. For the following step
of the ant on the grid, we replace the use of a biased random walk with an
agent ‘jump’ directly to the position of ‘best match’. However, this jump is
only made with some probability, dependent on the quality of the match; the
same probability threshold that we use for a dropping operation pzmp(i) is used
for this purpose. If the jump is not made, the agent’s memory is de-activated,
and in future iterations it reverts to trying random dropping positions until it
successfully drops the item.

3.3 Increasing Radius of Perception

The size of the local neighbourhood perceived by the ants limits the information
used during the sorting process. It is therefore attractive to employ larger neigh-
bourhoods in order to improve the quality of the clustering and sorting on the
grid. However, the use of a larger neighbourhood is not only more expensive (as
the number of cells to be considered for each action grows quadratically with the
radius of perception), but it also inhibits the quick formation of clusters during
the initial sorting phase.
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We therefore use a radius of perception that gradually increases over time.
This saves computations in the first stage of the clustering process and prevents
difficulties with the initial cluster formation. At the same time it accelerates
the dissolution of preliminary small clusters, a problem that has already been
addressed in [0, 4]. In the current implementation, we start with an initial per-
ceptive radius of 1 and linearly increase it to be 5 in the end. While doing so, we
leave the scaling parameter 0_12 in Equation 4 unchanged, as its increase results
in a loss of spatial separation.

This brings about the gradual shift in the range of attainable values f*(7) that
we have mentioned in Section 3.1. In the starting phase of the algorithm, f*(¢) is
limited to the interval [0, 1]; the upper bound, however, increases with each incre-
ment of the neighbourhood radius, such that, in our implementation, f*(i) can
yield values within the interval [0, 15] after the last increment. Consequently, the
picking operation is purely deterministic in the beginning, and, at this stage, it
is the dropping operation solely that favours dense and similar neighbourhoods.
Gradually, with the rise of f*(i), an additional bias towards the picking of mis-
placed data items is introduced. The shift of the values of f*(i) combined with
the use of the threshold functions (Equations 2 and 3) has the effect of decreasing
the impact of density for the dropping threshold while, simultaneously, increas-
ing it for the picking threshold. This results in an improved spatial separation
between clusters.

3.4 Spatial Separation

As stated above, the spatial separation of clusters on the grid is crucial in order
for individual clusters to be well-defined. Spatial closeness, when it occurs, is, to
a large degree, an artefact of early cluster formation. This is because, early on in
a run, clusters will tend to form wherever there are locally dense regions of simi-
lar data items; and thereafter these clusters tend to drift only very slowly on the
grid. After an initial clustering phase, we therefore use a short interlude (from
time tspart 10 teng) with a modified neighbourhood function, which replaces the
scaling parameter % by ﬁ in Equation 4, where N,.. is the actual observed
number of occupied grid cells within the local neighbourhood. Hence only simi-
larity, not density, is taken into account, which has the effect of spreading out
data items on the grid again, but in a sorted fashion; the data items belonging to
different clusters will now occupy individual ‘regions’ on the grid. Subsequently,
we turn back to using the traditional neighbourhood function. Once again, clear
clusters are formed, but they now have a high likelihood of being generated along
the centres of these ‘regions’, due to the lower neighbourhood quality at their
boundaries.

3.5 Parameter Settings

Ant-based clustering requires a number of different parameters to be set, some of
which have been experimentally observed to be independent of the data. These
include the number of agents, which we set to be 10, the size of the agents’
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short-term memory, which we equally set to 10, and tsqr¢ and tenq, which we
set to 0.45 - #iterations and 0.55 - #iterations.

Parameters to Be Set as a Function of the Size of the Data Set. Sev-
eral other parameters should however be selected in dependence of the size of
the data set tackled, as they otherwise impair convergence speed. Given a set
of Nitems items, the grid (comprising a total of Neys cells) should offer a suf-
ficient amount of ‘free’ space to permit the quick dropping of data items (note
that each grid cell can only be occupied by one data item). This can be achieved
by keeping the ratio 7occupied = Nutems congtant and sufficiently low. A good

cells

value, found experimentally, is roccupica = %. We obtain this by using a square
grid with a resolution of v/10N;tems X V10 N;tems grid cells. The stepsize should
permit sampling of each possible grid position within one move, which is ob-
tained by setting it to stepsize = \/20N;tems- The total number of iterations
has to grow with the size of the data set. Linear growth proves to be sufficient,
as this keeps the average number of times each grid cell is visited constant. Here,
H#iterations = 2000 - Njems, with a minimal number of 1 million iterations im-
posed.

Activity-Based a-Adaptation. An issue already addressed in [4] is the auto-
matic determination of the parameter « (recall that « is the parameter scaling
the dissimilarities within the neighbourhood function f*(7)), which the func-
tioning of the algorithm crucially depends on. During the sorting process, «
determines the percentage of data items on the grid that are classified as simi-
lar, such that: a too small choice of o prevents the formation of clusters on the
grid; on the other hand, a too large choice of « results in the fusion of individual
clusters, and in the limit, all data items would be gathered within one cluster.

Unfortunately, a suitable choice of the parameter o depends on the distribu-
tion of pairwise dissimilarities within the collection and, hence, cannot be fixed
without regard to the data. However, a mismatch of « is reflected by an ex-
cessive or extremely low sorting activity on the grid. Therefore, an automatic
adaptation of a can be obtained through the tracking of the amount of activity,
which is reflected by the frequency of the agents’ successful picking and dropping
operations. The scheme for a-adaptation used in our experiments is described
below.

A heterogenous population of agents is used, that is, each agent makes use
of its own parameter a.. All agents start with an « parameter randomly selected
from the interval [0, 1]. An agent considers an adaptation of its own parameter
after it has performed Nty moves. During this time, it keeps track of the failed
dropping operations N¢q. The rate of failure is determined as ryq = %
where Ngctive is fixed to 100. The agent’s individual parameter « is then updated
using the rule

. {Oé +0.01 if Trair > 0.99
o —0.01if T fail § 0.99
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which has been experimentally derived. « is kept adaptive during the entire sort-
ing process. This makes the approach more robust than an adaptation method
with a fixed stopping criterion. Also, it permits for the specific adaptation of «
within different phases of the sorting process.

4 Evaluation

In the following we briefly describe the main experimental setup used for the
evaluation of the described algorithm.

Comparison. The performance of a clustering algorithm can best be judged
with respect to its relative performance when compared to other algorithms.
We therefore choose three popular clustering methods from the literature, the

partitioning method k-means [7], the hierarchical clustering algorithm average-
link agglomerative clustering [12], and one-dimensional self-organising maps (1D-
SOM, [5]).

All three of these algorithms require the correct number of clusters as an input
parameter. While automatic and semi-automatic methods for the determination
of the number of clusters within a data set exist (cf. [8] for a survey), none of
these is infallible. In order to avoid the introduction of an additional source of
error we therefore provide the correct number of clusters to k-means, average
link agglomerative clustering and 1D-SOM, thus giving the same advantage to
all three algorithms.

Other implementation details are as follows: The standard version of average-
link agglomerative clustering is used. k-means is implemented using batch train-
ing and random initialisation, and only the best result out of 20 runs (in terms
of the minimal intra-cluster variance) is returned. 1D-SOM is implemented in
accordance with the description given in [11]: Sequential training, uniform ini-
tialisation of the weight vectors, a rectangular grid and a ‘bubble’ neighbour-
hood are used. The training consists of two phases: a first ‘coarse’ approximation
phase of 10 iterations, with a learning rate of Ir = 0.5 and the neighbourhood
size decreasing exponentially from max(1.0, %) to max(1.0, 1%), and a second
fine-tuning phase of 40 iterations, with a learning rate of Ir = 0.05 and the
neighbourhood size decreasing exponentially from max(1.0, ) to 1.0 (here, k is

» 16
again the number of clusters). In each iteration all data elements are presented

to the SOM.

For the evaluation of ant-based clustering’s performance at identifying the
correct number of clusters in the data, we additionally compare against the
results returned by the Gap statistic, a recently proposed automated method for
the determination of the number of clusters in a data set [9]. This statistic is
based on the expectation that the most suitable number of clusters appears as
a significant ‘knee’ in a plot of the performance of a clustering algorithm versus
the number of clusters, k. For this purpose, the clustering problem is solved
for a range of different values of k and, for each k, the resulting partitioning
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C = {C4,..,Cy} is evaluated by means of the intra-cluster variance, which is
given by

V(k) =Y > (d(j m))*.

C;eC jel;

Here C; is the ith cluster in the partitioning, u; is the corresponding cluster
centre, and d(j, ;) gives the dissimilarity between data item j and u;. The
intra-cluster variance is affected by the number of clusters, such that a plot of
V (k) exhibits a decreasing trend that is solely caused by the finer partitioning
and not by the actual capturing of structure within the data. The Gap statistic
overcomes this effect through a normalisation of the performance curve. B refer-
ence curves Ry(k) (with b € {1,...B}) are computed, which are the performance
curves obtained with the same clustering algorithm for uniform random refer-
ence distributions. Using these, the normalised performance curve (‘Gap curve’)
for V(k) is then given as

B
Gap(k) = 5 > log(Ry(K)) — Log(V (k).
b=1

The most suitable number of clusters is determined by finding the first significant
local maximum of Gap(k).

For our implementation of the Gap statistic we use the above described k-
means algorithm. We compute the performance curves for k € {1,...,20}, and,
for each k, we generate B = 20 reference distributions.

Benchmark Data. The benchmarks used in our experiments are synthetic
data sets with each cluster generated by a two-dimensional normal distribution
N(p, o). The number of clusters, the sizes of the individual clusters, and the
mean vector g and vector of the standard deviation o, for each normal distri-
bution, are manually fixed. In the experiments, each algorithm is run 50 times
on each type of benchmark, and for every individual run, the actual data items
are newly sampled from the normal distributions.

Table 1 gives the definition of the benchmarks, and Figure 1 shows four
sample instances. The benchmarks are variations of the Square data set, a data
set that has been frequently employed in the literature on ant-based clustering.
It is two-dimensional and consists of four clusters of equal size (250 data items
each), which are generated by normal distributions with a standard deviation of
2 in both dimensions and are arranged in a square.

The data sets Squarel to Square7 only differ by the distance between the
individual clusters (i.e., the length of the edges of the square), which is 10, 9,
8, 7, 6, 5 and 4 respectively. They were generated in order to study the relative
sensitivity of the algorithms to increasing overlap between clusters.

In the Sizes! to Sizes5 data sets, edge length and standard deviation are
kept constant, and, instead, they differ in the sizes of the individual clusters. In
particular, the ratio between the smallest and the largest cluster increases from
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Fig. 1. Four sample instances of the Squarel, the Squares, the Sizes! and the Sizes5

benchmark data

the Sizes! (where it is 2) to the Sizes5 data (where it is 10). This is used to
investigate the algorithms’ sensitivity to unequally-sized clusters.

Data Preprocessing. Prior to clustering, the data is normalised in each dimen-
sion. The Euclidean distance is used as a distance measure between individual
data items, and, for average-link agglomerative clustering and ant-based cluster-
ing the complete dissimilarity matrix is precomputed.! The entries of the matrix
are normalised to lie within the interval [0, 1].

Analytical Evaluation. The analytical evaluation of the performance of ant-
based clustering requires that the solution generated by the algorithm be made
explicit, that is, that the spatial distribution produced by the algorithm be
converted to an explicit partitioning of the data. In our experiments this was
done using the automated method described in [3].

We evaluate the obtained partitioning using the F-Measure [10], which com-
bines information on the purity and the completeness of the generated clusters

! Note that this is not possible for k-means and 1D-SOM, as these work with cluster
representatives that do not necessarily correspond to actual data items within the
collection and can change in each iteration.



100 Julia Handl et al.

Table 1. Summary of the used data sets. dim is the dimensionality, k gives the number
of clusters, and n; gives the number of data elements for cluster C;. The test sets are

generated by multidimensional normal distributions N (pu,

means and o is the vector of the standard deviations

o), where p is the vector of

Name k  nj dim Source
Squarel 4 4 x 250 2 N([0,0],[2,2]), N([10, 10], [2,2])
N([0,10], [2,2]), N([10,0],[2,2])
Square2 4 4 x 250 2 N([0,0],[2,2]), N([9,9],[2,2])
N([0,9], [2,2]), N([9,0], [2,2])
Square3 4 4 x 250 2 N([0,0 ), N([8,8],[2,2])
N([0,8],[2,2]), N([8,0], [2,2])
Squared 4 4 x 250 2 N([0,0 1), N([7,7],12,2])
N([0,7],2,2]), N([7, 0], [2,2])
Squareb 4 4 x 250 2 N([0,0 1), N([6,6],[2,2])
N([0, 6], [2,2]), N([6,0], [2,2])
Square6 4 4 x 250 2 N([0,0 1), N([5,5],[2,2])
N([0,5],[2,2]), N([5, 0], [2,2])
Square7 4 4 x 250 2 N([0,0 1), N([4,4],[2,2])
N([0,4],[2,2]), N([4,0],[2,2])
Sizesl 4 400,200,200,200 2  N([0,0],[2,2]), N([10, 10], [2, 2])
N([0,1 72])7 N([10,0],[2,2])
Sizes2 4 571,143,143,143 2 N([0,0],[2,2]), N([10, 10], [2, 2])
N([0,10], [2,2]), N([10,0], 2,2])
Sizes3 4  667,111,111,111 2 N([0,0],[2,2]), N([10, 10], [2, 2])
N([0,10], [2,2]), N([10,0],[2,2])
Sizesd 4 727,91,91,91 2 N([0,0],[2,2]), N([10,10], 2, 2])
N([0,10], [2,2]), N([10,0],[2,2])
Sizes5 4 769,77,77,77 2 N([0,0],[2,2]), N([10,10], ]2, 2])
N([0,10], [2,2]), N([10,0],[2,2])

with respect to the real class memberships. In particular, it adopts the ideas of
precision and recall from information retrieval: Each class T; (inherent to the
data) is regarded as the set of n; items desired for a query; each cluster C;
(generated by the algorithm) is regarded as the set of n; items retrieved for
a query; n;; gives the number of elements of class T; within cluster C';. For each

class T; and cluster C;; precision and recall are then defined as p(i, j) =

nig

and
n;
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r(i,j) = %, respectively, and the corresponding value under the F-Measure is

(b2 + 1) p(ZaJ) T(Za.j)

POI) = TG ) + i)

)

where equal weighting for p(i,j) and r(i,7) is obtained if b = 1. The overall
F-value for the partitioning is computed as

ng .o
F= — F .
zi: , max{F(i,j)}
It is limited to the interval [0, 1] and should be maximised.

5 Results

We now summarise the results obtained in our comparison of the ant-based
clustering algorithm with the standard clustering techniques k-means, average-
link agglomerative clustering and 1D-SOM. While, in this paper, we limit the
discussion to the qualitative performance of ant-based clustering on the two
types of synthetic data presented in the above section, results for more general
synthetic and real data sets (including runtimes) can be found in [3].

Sensitivity to Overlapping Clusters. We study the sensitivity to overlap-
ping clusters using the Square! to Square7 data sets. It is clear that the perfor-
mance of all four algorithms necessarily has to decrease with a shrinking distance
between the clusters, as points within the region of overlap cannot be correctly
classified. It is however interesting to see whether the performance of the in-
dividual algorithms degrades gracefully or more catastrophically, as a graceful
degradation would indicate that the main cluster structures are still correctly
identified.

Figure 2a shows a plot of the algorithms’ performance (as reflected by the F-
measure) versus the distance between neighbouring clusters. A number of trends
can be observed in this graph. There is the very strong performance of k-means,
which performs best on the first four data sets. The 1D-SOM starts on a lower
quality level, but its relative drop in performance is less than that of k-means: it
clearly profits from its topology preserving behaviour, which makes it less sus-
ceptible to noise. Average-link agglomerative clustering, in contrast, has trouble
in identifying the principal clusters and performs quite badly, especially on the
data sets with a lower inter-cluster distance.

The results of ant-based clustering are very close to those for k-means on
the simplest data set, Squarel, but its performance drops slightly more quickly.
Still, it performs significantly better than average-link agglomerative clustering
on the first five test sets. Also, in spite of the fact that the clusters ‘touch’,
the ant-algorithm reliably identifies the correct number of clusters on the first
five test sets, and it can thus be concluded that the algorithm does not rely on
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Fig. 2. Performance as a function of the distance between the cluster centres on the
Square data sets. (a) F-Measure (b) Number of identified clusters

Fig. 3. Theoretical density distribution along the connecting line between two clus-
ter centres in the Squares, the Square6 and the Square7 test set (from left to right).
Constructed as the superimposition of two one-dimensional normal distributions with
standard deviation 2 and a distance of 6, 5 and 4 respectively

the spatial separation between clusters, but that distinct changes in the density
distribution are sufficient for it to detect the clusters.

For the Square6 and Square7 test data, the performance of ant-based clus-
tering drops significantly, as it fails to reliably detect the four clusters. For the
Squareb test set the number of identified clusters varies between 1 and 4, for the
Square7 only 1 cluster is identified (see Figure 2b). However, a plot of the theo-
retical density distribution along the ‘edge’ between two neighbouring clusters in
this data set, puts this failure into perspective: Figure 3 makes clear, that, due
to the closeness of the clusters, the density gradient is very weak for the Square6
data, and the distribution of data items is nearly uniform for the Square7 data.

The reader should keep in mind that, different from its competitors, ant-based
clustering has not been provided with the correct number of clusters. In order to
get a more precise idea of the performance of ant-based clustering, we therefore
additionally analyse its success at identifying the correct number of clusters in
the data. The comparison in Figure 2b shows that ant-based clustering performs
very well, it is much less affected by the lack of spatial separation between the
clusters than the Gap statistic.
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Fig.4. Performance as a function of the ratio between cluster sizes. (a) F-Measure
(b) Number of identified clusters

Sensitivity to Unequally-Sized Clusters. The sensitivity to unequally-sized
clusters is studied using the Sizes to Sizes5 data sets. Again, we show the algo-
rithms’ performance on these data sets as reflected by the F-Measure (Figure 4).
Ant-based clustering performs very well on all five test sets, in fact it is
hardly affected at all by the increasing deviations between cluster sizes. Out of its
three contestants, only average-link agglomerative clustering performs similarly
robustly. 1D-SOM is very strongly affected by the increase of the ratio between
cluster sizes, and the performance of k-means also suffers. The performance of
the Gap statistic is again very weak when compared to ant-based clustering.

6 Conclusion

In this paper we have introduced algorithmic modifications and parameter set-
tings for ant-based clustering that permit its direct application to arbitrary nu-
merical data sets. While the robust performance of the algorithm across a wide
range of test data has been demonstrated elsewhere [3], our analysis in this paper
has focused on studying two particular data properties that can pose problems
to clustering algorithms.

The results presented demonstrate the robust performance of ant-based clus-
tering. The algorithm is largely unaffected by data sets in which the clusters are
unequally sized, and it succeeds at reliably separating clusters up to a high degree
of overlap. In both cases, it clearly outperforms the Gap statistic at identifying
the correct number of clusters.
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Abstract. In order to cope with today's dynamic environment, the described
manufacturing control system is designed as a self-organising multi-agent
system. The design of this novel system implements the PROSA reference
architecture [1]. Coordination among agents is done indirectly through a
pheromone-based dissipative field as is done by social insects in coordinating
their behaviour. In this case, our agents act as social insects interpreting the
pheromones put by the others in the environment. This control system is built
from the basic elements of any manufacturing controller, namely products,
resources and orders. However, the overall control system is constructed not
only from those basic elements but also employing the appropriate interaction
patterns among the agents who represent them. For coordination purposes, the
agents send out a kind of mobile agents - artificial ants - to lay down
information on the environment. In our case, where fulfilling the manufacturing
orders is the main concern, there are at least 3 types of ant in this system: (1)
feasibility ants - to propagate information concerning the feasible finishing
routes; (2) exploring ants - to explore the feasible routes; and (3) intention ants
- to propagate the route preferences. The overall mechanism enables the system
to exhibit a self-organising behaviour.

1 Introduction

This paper presents research on self-organizing multi-agent systems for
manufacturing control. Manufacturing control systems have to manage the internal
logistics of their underlying production system; they decide about the routing of
product instances, the assignment of workers, raw material, components, and the
starting of operations on semi-finished products. Today, manufacturing control
systems have to cope with an extremely dynamic environment — machine
breakdowns, rush orders, late deliveries, new products, equipment upgrades, plant
layout modifications, etc. As a consequence, it is desirable and even necessary to
engineer and design them as self-organising systems.

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAI 2977, pp. 105-123, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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This paper discusses the self-organising capabilities in multi-agent manufacturing
control research prototypes and their common underlying generic design. The
research developments exploit a specific advantage that they have over many other
multi-agent systems. A manufacturing control system exists relative to its underlying
production system. Such control system continuously rediscovers this underlying
system and adapts its own structure accordingly without centralised guidance.
Because this underlying system is embedded in the real world, a society of agents
reflecting parts of this underlying system only has superficial integration problems.
To achieve this, the manufacturing control system prototypes employ the PROSA [1]
reference architecture in which the main agents correspond to items (i.e. products,
orders, resources) that exist in the world of their underlying production system (and
not to functions).

The coordination mechanisms among the agents are inspired by the behaviour of
social insects, more specifically by food foraging ant colonies. These mechanisms
emergently provide information about remote and global system properties in local
information spaces, typically attached to a resource agent. These mechanisms enable
emergent, self-organising and system-wide coordination.

This paper first discusses self-organisation and emergent behaviour. Next, the
multi-agent manufacturing control system design is presented. This section first
discusses food foraging behaviour in ant colonies, and continues with a presentation
of the structure of the control system, which has specific features supporting the
implementation of coordination mechanisms based on insights on how the ant
colony's technique works. The subsequent section presents the coordination
mechanisms (inspired by the ant colony's behaviour) that are used for manufacturing
control. Next, the self-organising properties of these mechanisms are discussed.
Finally, two prototype implementations — which served to validate the coordination
mechanisms — are presented, followed by conclusions and future work.

2 Self-Organisation and Emergent Behaviour

The essence of self-organisation is that a system acquires a spatial, temporal or
functional structure without specific interference from the outside [2]. By “specific”
is meant that the structure or function is not impressed on the system, but that the
system is acted upon from the outside in a non-specific fashion. The organisation can
evolve either in time or space, can maintain a stable form or can show transient
phenomena. General resource flows into or out of the system are permitted, but are
not critical to the concept. The research, discussed in this paper, conforms to the
above definition in that the underlying production system only interferes by enabling
reflection of itself in the multi-agent manufacturing control system (hence, only self-
knowledge is required from the components of the underlying system).

A self-organising application basically is an application running without central
control in which the different behaviours of the individual entities lead to an emergent
coherent result [3]. Usually, such applications or systems take inspiration from
biology, the physical world, chemistry, or social systems. Characteristics of these
applications are their ability to accomplish complex collective tasks with simple
individual behaviours, without central control or hierarchical structure.
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The self-organising applications in this paper keep the individual behaviours
simple in the sense that they limit the exposure of the individual entities to the overall
system properties. However, the generic design for the manufacturing control systems
allows these entities to become experts and to be very intelligent within their own
scope. For instance, a resource agent can be an expert on the corresponding resource,
but only knows the identity of the entities to which it is connected and of those that
are residing at the resource. Note that requirements for the products on the machine
(weight, size...) are part of the resource agent's self-knowledge. Consequently, the
agents may need to be “educated” in the sense that they know basic physics and
mathematics. The research applications also comply with the above definition in that
the emergent behaviour leads to system-wide coordination well beyond the limited
scopes of the individual agents.

Emergence is generally understood to be a process that leads to the appearance of
structure not directly described by the defining constraints and instantaneous forces
that control a system [4]. It denotes the principle that the global properties defining
higher order systems or “wholes” (boundaries, organization, control...) can in general
not be reduced to the properties of the lower order subsystems or “parts” [S5]. It is the
arising of novel and coherent structures, patterns, and properties during the process of
self-organization in complex systems [6]. Moreover, emergent behaviour is a
behaviour produced by the system that is more complex than the behaviour of the
individual components in the system. This behaviour usually emerges from the
interactions within the overall system.

The developments in this paper apply a number of insights in emergent systems.
Firstly, must be a sufficiently large number of agents to be effective. The
manufacturing control system creates agents that are virtual representatives of the
physical entities in the underlying system at a selectable frequency. Thus, the number
of entities in the physical world does not limit the number of agents responsible for
the effective emergent behaviour in the system. Secondly, the design has self-
reinforcing mechanisms. For instance, the propagation of intentions through the
system coerces other agents to account for them, which is likely to enhance the
optimality of the intended action plan. Thirdly, the agents constantly forget and
refresh the information, which enables the emerging organisation to account for the
dynamics in the system. Furthermore, the design complies with the four theoretical
requirements to exhibit self-organising behaviour, which is formulated by the Nobel
Prize winner Ilya Prigogine and his colleagues [7]; this is discussed toward the end of
this paper.

3 Multi-agent Manufacturing Control

This paragraph describes the multi-agent control system structure. Conceptually,
manufacturing systems can be divided into two parts, the physical resources and the
control system. Physical resources perform the operations in manufacturing systems
whereas the control system is managing the internal logistics. The control system
decides about the routing of product instances, the assignment of workers, raw
material, components, and the starting of the processes on semi-finished products.
This manufacturing control does not control the manufacturing processes themselves
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(process control is seen to be part of the resource), but has to cope with the
consequences of the processing results (e.g. the routing of products to a repair
station). The research discussed in this paper investigates the development of multi-
agent manufacturing control systems exhibiting effective self-organisation
capabilities.

According to Parunak [8], when identifying agents for manufacturing system,
agents should be things rather than functions. Moreover, when designing the agents,
agents are designed in object-oriented way. In this approach, Jackson System
Development methodology is used [9] to guide the design of an agent. When
applying this methodology, the design is try to reflect the entities of interest, and
furthermore, the functionality needed to answer the user requirements is implemented
on top of this reflection of the world of interest. In this research, the manufacturing
control systems implement the PROSA reference architecture [1]. According to
PROSA architecture, there are three basic agents that needed to build a manufacturing
control system: order agents, product agents and resource agents. Each of them is
responsible for the logistic tasks, the process plans and the resources respectively.

These basic agents are structured using object-oriented concepts like aggregation

and specialization. A further discussion of PROSA is given below. The most
important property is that the main agents correspond to something that exists in the
manufacturing setting; the basic PROSA agents are not functions.
The remainder of this paragraph first presents the source of inspiration for the emergent
coordination techniques, food foraging in ant colonies, which explains why the certain features
are made available in the control system infrastructure. Next, the main development steps to
design and implement a specific control system are described. Paragraph 4 then presents the
translation of the ant colony coordination mechanism into the manufacturing control setting.

3.1 Stigmergy and Coordination

In general, there are two basic ways to perform coordination. There are: coordination
by direct communication, and communication within dissipative fields (indirect
interaction). This research employs communication within dissipative fields. It
utilizes an approach inspired by the way in which ant colonies propagate information
while foraging for food; this is called stigmergy by biologists [10]. Stigmergy
describes the use of asynchronous interaction and information exchange between
agents mediated by an “active” environment. Investigations of social insect societies
show that they coordinate themselves by producing such a dissipative field in their
environment.

The interaction of ants is based on the existence of a smelling chemical substance
called a pheromone. Ants deposit pheromone in their environment, which is observed
by other ants and influences their behaviour. The pheromone depositing mechanism
supports two major operations mediated by the environment in which the insects are
situated, namely aggregation (accumulation of information) and evaporation
(disappearing of old, possibly outdated information).

The coordination mechanisms in this paper are based on the food foraging
behaviour in ant colonies. While foraging for food, ants follow a simple agenda, their
behaviour being influenced by a permanently changing environment. Ants forage for
food in the following way [11]:
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e In the absence of any signs in the environment, ants perform a randomised search
for food.

e  When an ant discovers a food source, it drops a chemical smelling substance on
its way back to the nest and creates with this activity a pheromone trail between
nest and food source. This pheromone trail will evaporate if no other ant deposes
fresh pheromones.

e  When an ant senses signs in form of a pheromone trail it will be urged by its
instinct to follow this trail to the food source, although there remains a small
probability that the ant doesn't follow the trail. When the ant reaches the food
source, it reinforces/refreshes the pheromone on its way back to the nest.

Attractive properties of this ant mechanism are that (1) the evaporation makes the
colony to forget the information that is no longer valid, and (2) the environment is
reused in the solution (no maps in the brain of the ants). Also note that the presence
of a pheromone trail increases the probability that ants will find the food at its end,
and reinforce the trail on their way back to the nest. Such self-reinforcing is seen to
be a necessary property for effective emergent behaviour. Fig 1 illustrates how an ant
operates during food foraging.

An important consequence for the control system infrastructure is that it must be
possible to deposit, observe and modify information in relevant locations, where the
lifespan of the information can be restricted. This is addressed, among other issues, in
the next section.

depositing acquiring / reading
information information

dynamism and \ /
influence from \

environment

Dissipative field

dynamism and
f influence from .
Environment

environment

Fig. 1. How an ant behaves

3.2 Control system Infrastructure

In contrast to the ants, computing agents live in a world that is disjoint from the
manufacturing ironware. An agent cannot observe nor impact upon the manufacturing
system directly. Therefore, to implement manufacturing coordination using
stigmergy, the manufacturing ironware has to be connected with the cyber world in
which the agents reside. As a consequence, the first control system development step
is to mirror the manufacturing system in the agents' world.

For every resource in the factory, an agent is created. This resource agent knows
only about its corresponding resource and keeps itself in sync with reality. Moreover,
this agent only has local expertise and uses the structure of the agent system to
distribute global information (see further). The same applies to every order arriving in
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the system. Likewise, product types are reflected in product agents. These agents
reside in the control system. Note that these agents reflect their connections and
location. Resource agents know which of their exits is connected to which entry of
which other resource, and vice versa. Order agents know on which resources the
corresponding product pieces are located and vice versa. This allows computing
agents to navigate through this reflection of the underlying production system in the
cyber world. Moreover, these reflecting agents provide information spaces on which
other agents can deposit, observe and modify information (pheromones), where the
lifespan of this information is finite (evaporation).

Through this reflection, the architecture supports three concepts for the
implementation of ant colony coordination [12]:

e Artificial ant agents as the acting individuals (see further)

e Artificial pheromones as the information carriers (see below)

e A distributed pheromone propagation infrastructure to create the artificial
dissipation field.

The above creates a suitable environment providing mechanisms for the ant agents
to navigate through the control system and to maintain pheromone information within
the control system. The environment provides following architectural concepts [13]:

1. “Locations”, where agents can reside and retrieve or contribute information.

2. A management mechanism for storing and maintaining artificial pheromone
objects at these locations.

3. A propagation mechanism to allow the agents to move within such a topology of
locations for the purpose of deposing or sensing information.

Finally, as mentioned earlier, such a manufacturing control system is realized as an
implementation of the PROSA reference architecture. The PROSA reference
architecture describes the essential manufacturing entities and their roles in
manufacturing domain [1]:

e A resource agent reflects a physical part, namely a production resource of the
manufacturing system, and an information processing part that controls the
resource. It offers production capacity and functionality to the surrounding
agents. It holds the methods to control these production resources to drive
production. A resource agent is an abstraction of the production means such as a
factory, a shop, machines, conveyors, pallets, components, raw materials, tools,
personnel, etc. On the other hand, to facilitate the implementation of the
stigmergic approach, resource agent also provides a kind of blackboard or
location where information can reside and is accessible for interested agents.

e A product agent holds the process and product knowledge to assure the correct
making of its product with sufficient quality. A product agent contains consistent
and up-to-date information on the product life cycle, user requirements, design,
process plans, bill of materials, quality assurance procedures, etc. As such, it
contains the “product model” of the product type, not the “product state model”
of one physical product instance being produced. The product agent acts as an
information server to the other agents in the system.
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e An order agent represents a task in manufacturing system. It is responsible for
performing the assigned work correctly and on time. It manages the physical
product being produced, the product state model, and all logistical information
processing related to the job. An order agent may represent customer orders,
make-to-stock orders, prototype making orders, orders to maintain and repair
resources, etc. Often, the order agent can be regarded as the work piece with a
certain control behaviour to manage it to go through the factory, e.g. to negotiate
with other parts and resources to get produced.

Summarizing, the development of a PROSA multi-agent control system starts with
the implementation of a society of agents that reflect entities in the underlying
manufacturing system (tasks, product types and resources), where these agents are
equipped with information spaces (especially the resource agents). The resource
agents support virtual navigation by providing a model of their local connectivity. In
this virtual world within the control system, to be kept in sync with the real world, the
agents create ant agents that travel and navigate across this cyber world, collecting
information and depositing it on the information spaces. Through this activity, the ant
agents create dissipative fields that mutually influence their behaviour and makes
patterns emerge. How the basic PROSA agent creates ant agents and how these ant
agent perform their task in an emergent and self-organising manner is discussed in the
next section.

4 Self-organising Coordination

This paragraph presents the coordination mechanisms inspired by the food foraging in
ant colonies. In the research prototypes, there are three information-propagating
coordination activities (in future systems, it is likely that there will be more). These
coordination activities, called control task, are the:

= Feasibility information propagation — information at the locations throughout
the system enables the order agents and their ant agents to avoid routes that fail
to guarantee that their process plan can be properly executed.

= Exploring task — order agents create ant agents that search for attractive routes
to get themselves produced, at a suitable frequency.

= Intention propagation task — order agents create ant agent that virtually travel
through the factory and inform the appropriate locations about the orders'
intentions, again at a suitable frequency to account for changes.

Based on the information from these three coordination mechanisms, order agents
make the choices that determine what will actually happen when the moment of
commitment is sufficiently close. The actual control actions result from these choices
by the order agents and the execution of these choices by the resource agents.

So-called ant agents perform the propagation of information in these coordination
layers. The basic PROSA agents create ant agents in the prototypes at a suitable
frequency. For instance, an order agent may create an intention-propagating ant agent
every ten seconds. Ant agents navigate virtually through the reflection of the
underlying production system in cyber space; they move faster than the real system
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by several orders of magnitude. In contrast, the basic agents accompany their real-
world counterpart, evolve much slower and often need a transactional implementation
when controlling an actual production system.

4.1 Feasibility Information Propagation

Starting from the resource agents that correspond to factory exits, a type of mobile
agents called feasibility ants are created at a given frequency; this frequency is called
the refresh rate. A feasibility ant exhibits the following behaviour:

= Firstly, the ant acquires from the corresponding resource agent a description of
the processing capabilities of the resource on which it virtually resides. At the
initial resource, this typically would be shipping operations.

= Secondly, this description is merged with the information on processing
capabilities that has been collected so far. Initially, this will be “no processing
capabilities”.

*  Thirdly, the ant agent obtains the list of entries to its current location. The ant
creates sufficient clones of itself to ensure that there will be one ant agent per
entry. One ant now navigates in the virtual counterpart of the underlying
production system to the corresponding exit of each of the preceding resources.
Note that resources corresponding to factory entrances have zero entries.

=  Fourthly, the ant observes on the information space attached to the exit which
processing capabilities information was deposited by its own generation of ant
already, and merges this with its own information. Indeed, ants arriving through
different routes may visit the same exit. If the merging of the information results
in the information already available, the ant dies. Otherwise, the ant deposits the
new information, overwriting the old one, moves to the resource of the exit and
starts the first step of its behaviour pattern.

Additional measures are taken to ensure that the number of ant agents is restricted
(cloning budget) and that the ant's journey is finite (hop limit), even when
programming mistakes are made in the merging of the feasibility information. The
feasibility information remains valid for a small number of refresh cycles only (e.g.
three cycles).

When order agents or their ant agents navigate forward (downstream) through the
factory, these agents retrieve the feasibility information attached to the exits under
consideration. They forward this information to their product agent who will reply
whether the exit is eligible from a feasibility point of view (all required operations
will eventually be found in a suitable sequence without any guarantees on optimality).
Thus the feasibility layer restricts the search space to routings that are technically
feasible.

Thus, the feasibility layer is composed of agents with a limited scope where the
emergent behaviour makes it possible to account for system-wide feasibility
constraints. The solution makes the environment's reflection part of the solution. The
refresh-and-forget mechanism handles the changes in the underlying system.
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4.2 Exploring Task

In this paragraph, the discussion assumes for simplicity reasons that order agents can
be associated with a single work piece moving through the factory. However, the
exploring mechanism can be and has been applied to more complex situations in
which order agents correspond to multiple work pieces (shopping list), work pieces
that are cut in multiple pieces, multiple pieces that are assembled... Details of such
implementations are outside the scope of this paper.

Order agents are responsible to get their product instance produced in time. An
order agent has to route its product instance through the factory such that it may
undergo all the required processing steps. To explore the available possibilities, order
agents create mobile agents called exploring ant agent that virtually navigate through
the factory starting from the current position of the work piece until the end.
Exploring ant agents are created at a suitable frequency, and each ant agent
investigates the expected performance of a single feasible route of the product
instance through the factory; exploring ant agents do not clone themselves.

While navigating virtually through the factory and having themselves virtually
produced, the exploring ant agents query the resource agents, which they encounter
on the selected route, about the expected performance. For instance, they inform a
transport device agent about the time they expect to be available for transport at one
location and provide a desired arrival time at another location. The transport device
agent replies with the expected arrival time at the target location. This can be later
than desired if the transport device expects to be congested at that time. Likewise, the
exploring ant agent gets expected times for the operations it requests at the processing
stations on its route. Notice how little the exploring ant agents need to know about the
factory on which they reside (simple components but emergent self-organising overall
behaviour).

When arriving at the end, the exploring ant agent reports back to the order agent
which route it explored and the order agent computes the expected performance of
this route. The order agent maintains a selection of well-performing routes that have
been recently explored (evaporation). The mechanisms that decide which routes will
be explored and how frequently a route will be explored (refresh) are outside the
scope of this paper. Note however that there is a very active research domain
addressing this aspect [11].

4.3 Intention Propagation Task

When the order agent has collected sufficient information about the possible routes
and their expected performance, the agent selects one ‘best-performing' route. This
route becomes the order agent's intention (strategy) to have all the operations
accomplished.

At regular intervals, the order agent creates another type of mobile agent called
intention ant agent that virtually navigates through the factory along the intended
route and informs the resource agents along this route about the order agent's
intention. An intention ant agent differs from an exploring ant agent in two ways.
First, it has a fixed route to follow. Second, it makes the appropriate bookings with
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the resources. Indeed, when resource agents are informed about the intentions of all
orders that intend to visit them, they are able to construct a local work schedule (local
load forecast) for themselves covering the near future. This local schedule is used to
give accurate answers to the exploring ant agent and the intention ant agent alike.
Note that resource agents may have local authority on how well they serve requests
from the visiting order agents and their ant agents (priority rules, change-over
avoidance...) and they often do.

The evaporate-refresh mechanism is also applied to the propagation of intentions.
When an order agent fails to refresh, the corresponding booking will be removed
from the local work schedule of the resources involved it. Moreover, the refresh
serves to keep the order agent informed of the expected performance of its currently
intended route. When arriving at the end, the intention ant agent reports back the
performance of the current intention of the order agent. If the situation in the factory
changes, this performance can change dramatically (e.g. due to machine breakdown
on the intended route or the arrival of rush orders taking priority) in the positive and
negative sense.

The exploring behaviour continues in parallel with the intention refreshing. As a
consequence, the exploring ants may report back more attractive routes than the
current intention. When this happens, the order agent may change its intention.
However, it is important to impose socially acceptable behaviour on the order agents
in this respect: once intentions have been made known to the relevant parts of the
overall system, these intentions are not changed lightly. In other words, the perceived
amelioration must be significant before intentions change, the frequency at which
intentions change should be restrained, and the occurrence of such a change should be
stochastically spread across sufficient refresh cycles.

The latter ensures that when a large number of orders are affected by a
disturbance, only a small percentage of them will react to the disturbance whereas the
other agents see the effect of this reaction before changing their own intentions. For
instance, when a machine breaks down, the shift to alternative routes avoiding this
machine does not result in a stampede overloading these alternatives. Instead, the
affected orders virtually trickle toward the alternatives until the heavy loading of
these alternatives balances with the estimated repair time of the broken machine.

4.4 Execution

The exploring and intention-propagating behaviour of the order agents occurs at a
much higher speed than physical production. In other words, the control system
virtually produces the required production thousands of times before the actual
production activity is triggered. How much computational effort is spent depends on
the economic value of better routing and sequencing decisions in a given factory; this
differs from factory to factory and depends on the capital investments and the nature
of the manufacturing processes (i.e. how sensitive these processes are to proper
scheduling and how difficult are the scheduling tasks).

In any case, the order agents monitor the progress of the corresponding physical
product instance and when the time approaches, the order agent executes the next step
in its current intention. Deviation from the current intention can be seen as changing
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this intention at the last moment. Socially acceptable behaviour implies that this only
happens for very serious reasons. Indeed, changing of intentions is more acceptable
for decisions that are far in the future when other agents still have the opportunity to
adapt and react.

4.5 Remarks

The above discussion describes only a minimal implementation. In practice, there
may be additional layers. An example is a layer that indicates batch-building
opportunities in which orders make their presence and batch compatibility known
through some similar information propagation mechanisms supporting evaporate-
refresh. Likewise, orders that need to arrive just in time have to reverse the direction
in which routes are explored.

Overall, the interplay of PROSA agents and ant agents enables the control system
to impose feasibility constraints and to provide short-time predictions of how the
manufacturing system will perform without imposing a system-wide organisation.
The control system adapts automatically to the underlying production system and
accounts emergently for changes and disturbances. Each agent has a limited scope yet
contributes to a system-wide coordinating behaviour. It suffices to make each agent
reflect his aspect/scope correctly and adequately. The next section discusses how this
multi-agent system design complies with more universal insights in emergent
systems.

5 Emergence and Self-Organisation

To exhibit a self-organising behaviour, a system has to fulfil at least four theoretical
requirements mathematically derived by the winner of a Nobel Prize for chemistry
Ilya Prigogine and his colleagues [7], namely:

1. At least two of the components in the system must be mutually causal. A system
exhibits mutual causality if at least two of the components in the system have a
circular relationship, each influencing each other.

2. At least one of the components in the system must exhibit autocatalysis. A
system exhibits autocatalysis if at least one of the components is casual
influenced by another component, resulting in its own increase.

3. The system must operate in a far-from equilibrium condition. A system is defined
as being far-from equilibrium condition when it imports a large amount of energy
from outside the system, uses the energy to help renew its own structures
(autopoeisis), and dissipates rather than accumulates, the accruing disorder
(entropy) back into the environment.

4. To exhibit morphogenetic changes, at least one of the components of the system
must be open to external random variations from outside the system.

The discussion below uses these definitions as a guidance to discuss the multi-
agent manufacturing control technology presented earlier.



116  Hadeli et al.

Firstly, the order agents, together with the ant agents created with them, are
mutually causal. Indeed, the intentions propagated by one order agent affect the
intention selection of other order agents and vice versa. This effect is even more
pronounced if the manufacturing control system is further elaborated in industrial
case studies in which processing equipment needs set-ups and changeover when the
sequencing of products fails to fits the current configuration. A booking by the
intention propagating ant agent will cause the resource agent to give favourable
performance Fig.s to exploring ant agents that correspond to a product that can be
processed in the same set-up whereas orders for dissimilar products receive
unfavourable responses.

Secondly, the above example also illustrates that autocatalysis is quite common in
the manufacturing control design. The presence of bookings through intention-
propagation makes the other orders take this into account, which in turn is likely to
reinforce the optimality of these intentions. Indeed, the reserved time slots on the
resource remain available whereas the neighbouring slots become occupied.
Similarly, a layer that indicates batch-building opportunities will cause compatible
orders to select routings that bring them together in front of the batch processing
equipment, which in turn makes the indication of batch building around such
emergent cluster stronger as well as weaker elsewhere, attracting even more batch
members.

Thirdly, a manufacturing control system is an extremely open system in which
materials, energy and information continuously flow in and out. The control system
brings structure in this flow through the autocatalysis described above, and
continuously adapts its behaviour/state/structure in response to these flows. For
instance, the collection of order agent constantly changes in function of the external
elements. Importantly, the systematic application of an evaporate-refresh mechanism
draws significantly on computing powers and contributes to the ability of the control
system to adapt itself to changed situations.

Fourthly, there is no lack of random variations with equipment malfunctioning,
variable processing results and durations, and market forces causing hard-to-predict
production demands. Also, when the underlying system is modified, the structure of
the reflection in resource agent changes accordingly.

Furthermore, other insights exist. For instance, the mechanisms used by social
insect require a sufficiently large number of agents to be effective. The virtual nature
of the ant agents solves this in the manufacturing control systems.

6 Prototypes

In practice, it is impossible to implement novel manufacturing control system designs
directly in real production plants. It is prohibitively expensive, very risky, and it is
impossible to repeat experiments when trying to compare alternatives. Therefore, the
real plant is replaced by an emulated system, asynchronously connected to the
manufacturing control system. The emulation mirrors the behaviour of the underlying
production system such that the control system cannot distinguish it from being
connected to a real factory (see Fig. 2.). As a consequence, replacing the emulation
with a real factory requires negligible adaptation efforts for the control system
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software (note that connecting a physical resource to a computer network often
requires significant effort).

Fig. 2. Relation between control-emulation and reality

In this setting of an emulated production system offering connections over a
computer network as if it were a real production system, multi-agent manufacturing
control system prototypes have been and are developed.

Several prototypes have been built to validate the novel concept. The prototypes
range from simple ones to real industrial case studies. One simple prototype controls
a simple manufacturing plant that consists of an arrival station, an exit station and 11
processing resources connected [13]. In this prototype, several orders are sent to the
system. Each order has a different operations sequence to follow and some operations
have alternative resources to be processed. During the run time, one of the machines
is randomly selected to be down, and the operation time for each operation is
following certain distribution. The result shows that intention-based forecasting
works in this case; moreover, the system is flexible enough to react to disturbances
and to adapt to changes in the system environment. For instance, in the experiment on
this system, there are 5 orders entering the system. For example, take a focus on the
4™ order. The number 4 order has an operation sequence as follows: {Op1, Op3, Op5,
Op6}. Early intention shows that those operations will be processed in R2, R4, R6
and R12 respectively. Nevertheless, order 4 does two intention changes. At time
t,=171.49, the 4" order discovers that the real step 1 (Op1) processing time is longer
than the estimation. Consequently, re-calculation is done to update the possible start
time for the remaining steps. Hence, on the next exploration, the ant discovers that the
finishing time of its 3™ step at R6 becomes less interesting (tx=536.242), and this
triggers the willingness to switch its intention to R9, which offers a better solution
(tv=533.475). The second intention change happens at time t,=277.493. This is due to
the shorter real processing time for the 4™ order's step 2 (Op3), and consequently the
remaining operations can start earlier. Therefore, on the next exploration the ant finds
out that R6 is the resource that offers the best solution for its next operation. This
condition triggers the ant's intention to switch to R6 (finishing time in R6 is
t=521.005, in contrast, finishing time in R9 is tx=531.005). See Fig. 3.
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Fig. 3. Intention changes chart

The other prototype is addresses a real industrial case. This prototype reflects the
real conditions of a department in a factory that produces weaving machines — some
data on the case has been modified for confidentiality reasons. This department is an
open job-shop plant for weaving machines components. The architecture of the shop
floor is shown in Fig. 4. This shop is composed of 13 processing resources and 1 exit
station. For storage of finished or work-in-process products, an automatic storage and
retrieval system (ASRS) is installed in the middle of the shop and connected with rail-
based transport device, called the tram. All resources are connected with the tram,
where its task is to transport the required parts from workstation to
workstation/storage and vice versa. In this prototype, a study on the architecture,
coordination behaviour and decision making process was done in a more intensive
way. This prototype addresses several issues, namely how an agent-based
manufacturing controller can preserve its functionality against highly customisable
modular plant architecture, the ability to cope with disturbances in production
resources, factory organization and planning processes [14]. A set of experiments was
carried out on this prototype. Numbers of orders are released to the shop floor.
Consider order R00. To produce R00, it has to undergo a number of operations; one
of them is the FINISH operation, that is the last operation. Along its lifecycle, order
ROO keeps on sending mobile ants to explore the network and express his intention.
The accuracy of the starting time forecast for operation FINISH of order ROO is
shown in Fig 5. It shows that the forecasting is converging as its approaches the real
execution time. The sudden increase in the deviation between the estimate and the
actual execution reflects the occurrence of a disturbance (e.g. a machine breakdown
or a rush order arrival). The inset graph shows the result of exploration in detail for
the last 250 time units.

On the other hand, inside every order agent that has released ant agents to explore
the shop floor, already has the strategy on how to get all the production steps
executed (see Fig. 6). This strategy is not the definitive solution, because as the shop
floor changes from time to time, the solution also has the possibility to alter. The
black mark in the graph shows concluded operation, on the other hand is the future
operations to be finished.
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Furthermore, since an intention ant propagates intention by reserving time slots in
resource agents, inside one resource agent, there is a load forecast that can be
represented as Fig. 7. This graph shows the load forecast at certain resource
(workstation). The load represents the orders' intention. It shows when the orders will
be processed in this resource and the duration.

Fig. 4. Real industrial case prototype
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Fig. 5. Accuracy of the emergence solution for FINISH operation of order RO0O

Both prototypes employ the same underlying principles described in the previous
chapter. They proved to exhibit self-organizing capabilities in order to accommodate
the requirements of the incoming orders in compliance with the occurring
disturbances. In the first prototype the disturbances are captured in the emulation
model, while the second one offers the possibility to introduce through the user
interface any disorder that is not restricted by the physical reality. The solution to
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achieve the plant objectives emerges from the indirect interaction among the agents
through the pheromone environment, which is dissipated afterwards by the employed
refreshing algorithm.
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7 Discussion and Conclusion

This paper presents a novel manufacturing control design employing the mainstream
development approach from object-oriented technology: entities/agents in the design
reflect real-world entities and not the system functionality. This modelling approach
guarantees that the components of the system are not over-exposed to the complexity
of the overall system. It also provides reusability, separation of concerns, robustness
and flexibility.

Pheromones in this system play important role in this system; they help order
agents in accomplishing their task, and enable agents in this system to react without
performing direct communication. Pheromones in this system can be found in the
form of information that is deposited by feasibility ants at the exits of each resource
agent. In addition, load forecast, production capacity and functionality information is
placed in resource agent's blackboard, being the other type of pheromone information
in this system.
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The other interesting aspect is that the design of this novel manufacturing control
reveals self-organising behaviour. According to Heylighen, there are at least 7
characteristics of self-organising systems, namely [15]:

e Global behaviour from local interactions. This system is not only the unification
of product, resource and order agents. The coordination behaviour between the
agents builds a bigger system than the sum of all elements.

e Distributed control. Control in this multi-agent system is distributed and not
centralized. Every entity in this system has its own responsibility. The limitation
of the knowledge owned by each entity makes it unable to the mind the other
agents' businesses.

®  Robustness and resilience. The design of the construction guarantees that
removal of some parts will not seriously damage the whole system. Whenever
needed, new elements such as a new resource agent that represents a new
resource in the shop floor can be plugged in and plugged out. Any changes in the
structure will be immediately notified; hence the control system can accustom the
changes and provide more flexibility to the system.

e Non-linearity and feedback. Small changes in this system, such as machine
breakdown, changes in processing time, can cause the system to react differently.
Those changes will affect on any orders in the system. Moreover, these changes
also trigger the refreshment of the existing control layers. Concerning about
feedback, the content of control layers is different from time instant to time
instant. For instance, any decision-making performed by an order agent (either
when propagating intention or arriving at resource(s)) will provide a feedback to
the state of the resource's schedule. This feedback will affect the results from
next refresh cycle of the exploring and intention layers.

e Organizational closure, hierarchy and emergence. Coordination between the
three types of agents and the propagation of information using ants has created a
new individual and coherent whole. Interaction between ants through depositing
and interpreting pheromones ensures that the entire agents in the system are well
organized. This coherent whole system itself has its own behaviour that different
from the behaviour of every single agent or ant. For instant, the coherent whole
system will define how a new order that arrives will be treated. The treatment of
this new order is not depending on single resource, but it has to account the
existence of other orders that have arrived before and also the state of the system
by that time. The properties and behaviour of this whole system is emergent.

e Bifurcations and symmetry breaking. Disturbances that happen in manufacturing
systems can lead order agents to over-react through a continuous changing of
their intention. When every order agent in the system changes its intention every
time it figures out a more attractive solution, the system may become too nervous
and might become uncontrollable. Therefore, a kind of social behaviour has to be
implemented in order to control the intention changing mechanism. The decision
taking mechanism of the order agents reflects this characteristic. Each order
agent has his own decision criteria. Initially, order agent treats any alternative
solution equally; nevertheless the existence of other orders and variety of
decision criteria owned by every orders force the order agent to prefer certain



122 Hadeli et al.

solutions to others, and this will finally lead to choose only one preferable
solution. This solution becomes the order agent's intention, which ant agents
propagate through the system. Once this intention has been made known to other
agents, the order agent will be reluctant to switch to other solutions and requires
a significant enhancement of perceived performance to effectively switch.
Evidently, the order agent's initial choice may depend on minimal difference
between perceived performance of the available alternative; it may even be a
random choice between equally attractive solutions. However, once a path has
been selected and propagated, the current intention is no longer equal; it receives
privileges. Furthermore, randomisations in the intention-changing and decision-
making mechanisms explicitly create asymmetries even when order agents and
their ants find themselves in identical situations.

o Far-from-equilibrium dynamics. Arrival of new orders to the system in
unpredictable sequence and frequency and also the install and uninstall of new
resource(s) guarantee that the system behaves in a dynamic manner and has a far-
from-equilibrium behaviour.

The described manufacturing control system exhibits self-organisation behaviour
that enable the system to cope with and properly react to the dynamism of the
manufacturing environment (i.e. machine breakdowns, rush orders, new product type,
etc.) in a robust way. Nevertheless, a series of tuning parameters, like the frequency
of ant propagation, evaporation rate, and intention changes will be further
investigated in order to achieve a better design of this control system.

Furthermore, result from the prototype also shows that this system is able to
perform a load forecast for every resources in system; moreover, for every order that
enters the system a strategy to finish can be forecasted. In addition, each order is able
to react to disturbances and changes in system, and to adapt its strategy.
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Abstract. The present paper proposes a new perspective to deal
with computer networks security. Networks can be viewed as complex
systems that exhibit self-organization and self-control properties. These
properties are well suited for today’s open networks like the Internet.
In such uncertain environment as the Internet, ensuring survivability is
a hard task. A parallel is made with natural life systems that also have
to survive external aggression and that also exhibit complex system
characteristics. This paper describes our research work dealing with
complex architecture for Intrusion Detection and Response System
(IDRS). In the perspective of complex systems, the proposed IDRS
presents self-organization characteristics based on interaction between
single entities. These entities are implemented using Mobile Agents
(MAs) that incarnate a complex “artificial ecosystem” to detect and to
answer intrusions.

Keywords: Self-organization, emergent behavior, swarm intelli-
gence, software engineering, complex networks, intrusion detection and
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1 Introduction

Computer networks have gained distribution at a large scale, a strong dynamic
connectivity and a high openness. These properties while being of a great benefit
- since they guarantee facilities of a wide access to information, services and com-
puting resources - make networks management and securing very hard to ensure.
Recent research [5][3] states that ”complex man-made networks such as Internet
and the world wide web, share the same large-scale topology as many metabolic
and protein networks of various organisms” and that ”the emergence of these
networks is driven by self-organizing processes that are governed by simple but
generic laws”. Topology of the Internet has been recently characterized as scale
free [15]. A scale free network is a class of an heterogeneously wired network. The
topology of these networks is extremely sparse with a few randomly distributed
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highly connected nodes (hubs) and many nodes with few connections. These net-
works also exhibit the so-called small world phenomenon [20], which means that
they are characterized by a short average path length, implying that each node
of the network could reach any other node through a relatively small number
of hops. These characteristics make the Internet surprisingly robust face to ran-
dom attacks and failures and in counterpart extremely vulnerable to strategic
attacks directed to nodes with high connectivity [1][14]. Consequently, securing
such networks requires highly flexible and adaptive mechanisms.

In [15], Albert and Barabasi present a substantial review of theoretical models
and empirical studies conducted on the characterization of complex network. We
describe in the following section some of their reported conclusions. We then
motivate the need for a self-organizing approach for the management of security
in such networks. We present our approach to address this issue and illustrate
it through a case study in the context of distributed intrusion detection and
response.

2 Topology of Complex Networks

In mathematical terms a network is represented by a graph G={N,E} where N
is a set of nodes and E a set of edges. An edge is a link between two nodes. As
described in [15], complex networks have been studied through different models
with respect to three characteristics:

— degree distribution: which is the distribution function P (k) representing the
probability that a randomly selected node has exactly k edges.

— clustering coefficient: which is a measure C; associated to a node i, which
represents the ratio between the number F; of edges that actually exist
between the set of nodes i and its k; first neighbors, and the total num-
ber of possible edges between them if the node ¢ and its k; neighbors were
completely connected to each other (C; = %)

— connectedness and diameter: the diameter of a graph is the maximal dis-
tance between any pair of its nodes. Connectedness in a given graph is often
measured by the average path length between any pair of nodes.

These characteristics give some indications about the graph topology and
the underlying organizing process, leading to its topology. Traditionally large
scale networks, where represented by random graphs through the Erdos-Renyi
model. Recent work [20] showed that real complex networks do not behave like
random graphs. In particular for a large number of networks like the WWW and
Internet [5][3], the degree distribution follows a power law: P(k) = k~7, which
expresses the coexistence of a few highly connected nodes with many other nodes
with a low connectivity. As already mentioned, these large scale networks are
called ”scale free” and as complex networks they exhibit the so-called small world
phenomenon [20].

For the rest of the paper, we will retain the following important points:
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— small world networks are characterized with a short average path length
and a high clustering coefficient. Concerning their degree distribution, they
behave like random networks. Their topology is homogeneous with all nodes
having approximately the same number of edges.

— scale free nature of complex networks is rooted in two main principles: evolv-
ing growth, induced by continuous adding of new nodes and preferential at-
tachment, which expresses the fact that highly connected nodes are more
likely to be connected to new arriving nodes, than other nodes.

These characteristics and properties are shared by many real existing net-
works: from metabolic and protein networks to social accointance networks [3].
As topology of such networks seems to be driven by underlying self-organizing
processes [3], one has to endow them with mechanisms of control and manage-
ment that exhibit this self-organizing characteristic.

3 A Self-Organizing Approach
for Complex Network Security

3.1 Survivability and Safety in Computer Networks

Survivability refers to the capacity a system has to ensure its vital functional-
ities, when faced to attacks, accidents or perturbations that come through its
environment. In the context of networks, this means that the network must be
able to provide essential services during all its running. These services have to
ensure a minimum working of the vital capacities of the network even under
influence of any perturbation. For instance, if a successful intrusion or a fatal
accident occurs. In an open system, the environment is uncertain, and is subject
to perturbations that are unknown a-priori. Thus, to guarantee its survivability,
an open system needs to be endowed with mechanisms such as those character-
izing living organisms: self control, self-organization, self-adaptive behavior.

In addition, as mentioned in Section 1, the scale free characteristic of large
scale networks renders the Internet vulnerable face to strategic attacks directed
against vital nodes (hubs). We thus need to dispose of flexible mechanisms al-
lowing the deployment of adaptive strategies for the network security.

3.2 Managing an Uncertain and Evolving Environment

In such an uncertain environment as the Internet, ensuring survivability is a hard
task. The managing mechanisms must allow the follow up of the perpetual evo-
lution of the environment. In the context of intrusion detection for example, new
kinds of attacks are produced as frequently as old ones are treated. To be effi-
cient, a mechanism of intrusion detection needs to be adaptive. It should exploit
information on past attacks to discover new omnes, and explore new directions
to anticipate new attacks. This concept is what J. Holland called ” balancing
exploration and exploitation in adaptive processes” [10]. The problem is the ef-
fective use of limited resources, when exploring the research space of solutions to
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a given problem, under the constraints of evolving information. In this context,
a balance between two strategies must be achieved.

— Exploiting promising possibilities in a self-catalytic way. The more a possi-
bility is promising, the more it is exploited.

— Exploring new possibilities to diversify the search and discover new promising
possibilities.

In nature, ants foraging behavior as well as immune system recognition mech-
anism, seem to maintain such a balance between exploitation and exploration
as mentioned in [12]. During foraging, ants explore randomly their environment.
When they find a source of food, they enforce its exploitation through spreading
and scenting a chemical substance called pheromone. As mentioned in [12] ”the
immune system like ants colonies, combines randomness with highly directed be-
havior based on feedback. Immune system exploits the information it encounters
in the form of antigens, to anticipate the recognition of potential new ones. But
it always continues to explore additional possibilities that it might encounter by
maintaining its huge repertoire of different cells”.

In this state of spirit, Section 5 illustrates a system, we propose, for intrusion
detection and response that uses balancing exploration and exploitation as a self-
control strategy, in a context of computer security. We use the immune system
inspiration for detection and the ants foraging behavior for response. This kind
of strategy seems to be particularly adequate for information spreading through
scale free networks. Indeed the exploration behavior permits to locate highly
connected nodes (hubs), whereas the high connectivity of these nodes, allows the
reinforcement of the exploitation strategy as we will describe it in the Section 4.

3.3 Our Proposal: An Artificial Ecosystem Inspired by Nature
We propose a framework based on the following main points:

— a collective behavior based approach, using the multi-agents paradigm where
agents are situated on the network, and exhibit a behavior directed by a sens-
ing/acting reactive loop. The whole system (network and agents) behaves as
an artificial ecosystem.

— a self-organized behavior inspired by natural systems namely social insect
behavior and immune systems.

— a self-control strategy based on balancing exploration and exploitation to
face an evolving and unsafe environment.

Our system is viewed as an artificial ecosystem, composed of a set of ac-
tive software entities called agents, that are defined with locality in mind: local
perceptions, local actions. Agents evolve in the network which represents their
artificial living world. The agents’ community is aimed to protect its artificial
living environment (the network), to provide resources for artificial living agents.
An illustration of these ideas is provided in the case study (section 5) below.
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4 Motivations and Related Works

In the context of large scale computer networks, motivations for self-organizing
approaches is growing. Interest in such mechanisms underlies the need for charac-
teristics such as highly distributed algorithms with local communication and de-
cision making, self-reconfiguring, high scalability, redundancy, robustness. . . etc.
In the context of a complex system such as the Internet, more and more ap-
proaches propose mechanisms relying on the combination of randomness and
self-catalytic reinforcement to deal with essential information management. This
is the case for the vast domain of approaches inspired by social insects behavior
such as [17][7] for network load-balancing, [6][8] for network security, or [2] for
information sharing in peer to peer systems. More recent approaches relying on
this same schema, have been proposed for large scale distributed systems. For
example in [4], a rumour routing algorithm for sensors networks is proposed.
This algorithm is based on the idea of creating paths leading to each event and
spreading events in the wide-network through the creation of an event flood-
ing gradient field. A random walk exploration permits to find event paths when
needed. Another work [13] proposes a novel middleware called TOTA (Tuples
On The Air) for supporting adaptive context-aware activities in dynamic net-
work scenarios. The main idea in this work is the use of a spacial environment
for the representation of contextual information, and its local spreading through
the notion of ”computational fields” allowing adaptive interactions between the
application components. We can also cite [18][16] which develop similar ideas.
Through the analysis of these works, we can notice that their approaches and the
approaches inspired by social insects, share the same main concept namely: bal-
ancing exploration - through random walk- and exploitation - through spreading
of pertinent information using gradient fields. These approaches seems to be par-
ticularly adequate to complex networks with a scale free characteristic. Indeed,
the random walk permits to reach the randomly distributed hubs (nodes with
high connectivity) and the settling of gradient fields at the hub nodes because
of their high degree of connectivity. This high degree permits also the reinforce-
ment of the so constructed gradient fields. The small world feature of complex
networks, is also very interesting in this kind of approaches. Their short average
path length property allows for the smooth spreading of the informations rep-
resented by the gradient field over all the network. Of course, the effectiveness
of such approaches depends strongly on the tuning of many parameters such as,
the amount and distance of information spreading, the amount of its persistency
and reinforcing rates, etc.



Managing Computer Networks Security through Self-Organization 129

5 A Case Study:
Network Intrusion Detection and Response

5.1 A Nature Inspired Model Enhancing Self-Organization
and Self-Control

The efficiency of natural systems as complex systems completely, distributed and
dynamic, was a source of foundation of our IDRS architecture. The intrusion
detection system was designed with the immune system in mind whereas the
intrusion response system was designed with the ant colony organization in mind.
Indeed, there are some interesting parallels between these two natural systems
and the IDRS:

— at alocal level, both systems (natural systems as well as IDRS) are faced with
complex recognition problem. More precisely, the immune system deals with
self/non self protein recognition [19] to detect anomalous cells whereas the
intrusion detection system deals with normal/abnormal pattern recognition
to detect suspicious activities. Similarly, the social insects like ants deal with
the recognition of the highest pheromonal gradient to follow the source of
food, whereas the intrusion response system has to recognize remotely the
type of alert launched in order to follow the source of attack ! and perform
the relevant response.

— at a global level, both systems (natural systems as well as IDRS) behave
as complex systems with a set of single components engaged in local inter-
actions. These interactions between single components exhibit a global co-
herent and emergent behavior. As already mentioned this self-organization
process is one of the natural system properties. This property can be applied
to IDRS in order to obtain an IDRS with an emergent detection and response
behavior that stays safe and coherent. Globally, the detection system has to
avoid as many false positive as possible whereas the immune system has to
avoid so called auto-immune behavior 2. Globally, the response system has
to avoid many answers at the same location while there is no more attack,
whereas an ant system has to avoid having many ants following a trail to an
exhausted source of food.

5.2 A Mobile Agent Based Architecture for IDRS

We propose in this paper a distributed IDRS composed of two kinds of mobile
agent population. An Intrusion Detection Agent (IDA) population taking its
inspiration from immune systems and an Intrusion Response Agent (IRA) pop-
ulation, taking its inspiration from social insect behavior. Mobility is an essential
factor in the design of our system. Indeed, as the network could be very wide, it

! by source of attack it is meant the location where the attack was detected. Thus, the
response system independently from the detection system will be remotely activated.

2 by auto-immune behavior happens when the immune system identifies its own safe
components as unsafe or foreign ones and destroys them.
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is difficult to imagine the implementation of different kinds of intrusion detection
and response behavior at each node of the network. Mobility is a way to imple-
ment these behaviors at a small scale and propagate their use on a more larger
scale. On another hand, having the components of the IDRS mobile, makes it
more robust to attacks because of mobile agents furtivity.

Schematically the IDRS architecture is as follows:

— The considered system is a network of interconnected hosts which could
be a LAN or an Intranet for instance. This Intranet is divided into several
security domains depending on the topology as well as on security needs of
the corresponding domain.

— A population of IDAs incarnates the Intrusion Detection System (IDS). To
detect local® attacks, IDAs responsible for a local domain have to be able
to discriminate between normal and abnormal activity. For more simplic-
ity the good running of different programs and their deviation compared to
a normal activity is supervised. For that, short sequences of system calls
when the program runs in safe conditions and environment are collected, as
it was done in [9]. In each local domain we run a different program and build
a database specific to the program as showed in Figure 1. This avoids having
too big databases needed for data collection. This is a well known problem
in anomaly detection system. This also avoids having too big corresponding
management. This presupposes that, at the second stage when the system
runs in normal conditions, the MAs placed in each domain will be special-
ized in one program, in the sense that they will have to detect deviation
of system calls specific to this program. In each domain, MAs specific to
a program are able to memorize a safe sequence obtained from the normal
profile database. Each program specific MA selects a set randomly (or se-
lects randomly a block of n consecutive sequences) and examines locally (in
each domain it is located), the deviation of the incoming sequences from the
selected set (Figure 2). If the deviation is too high the MA launches an alert.
Otherwise, under a certain level of deviation the sequence is accepted. Each
MA can be considered as short lived because it continually selects and mem-
orizes new sequences from its database. In order to detect anomaly emerging
locally from other programs or to allow a MA specific to a program to detect
an anomaly in all the subdivided Intranet the mobility is essential. Indeed
each program specific agent circulates continuously and visits randomly the
neighbor domains where it performs anomaly detection before returning in
its home domain to do the next sequence random selection. A-priori, as the
number of MAs per domain is limited, a MA is cloned before moving to
the next domain, only if the level of suspicion for an anomaly becomes too
high in the current domain, because the level of suspicion augments with the
frequency of alerts for this anomaly.

— A population IRAs incarnates the Intrusion Response System (IRS). In par-
allel to the IDA population each TRA of the IRS performs a random walk

3 Local in the sense of local domain. In fact, anomalous patterns due to distributed
attacks are also considered
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through the network. As soon as an alert is launched, the IDA releases
through the network a so called electronic pheromone which will be used
by TRAs to trace the route back to the alert source. This electronic infor-
mation embeds all the essential features dedicated to the attack. The main
fields are:

e The identifier of the IDA which built the pheromone after the attack was

detected.
e The pheromone creation date.
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e The number of hops that corresponds to the distance in term of nodes
at which the pheromone will be diffused.

e The gradient that decreases hop by hop and will be used by the IRAs to
follow back the pheromonal path to the alert source.

e The suspicion index that corresponds to the importance degree of the
attack. This importance degree is fixed a-priori and is adjusted during
the system running.

This pheromone is diffused randomly in one direction by another agent popu-
lation, namely the PheromonePropagators. This dissociation of roles is quite
useful because it allows the different population of agents to work indepen-
dently from each others in an asynchronous way. The pheromone is deposited
and the roaming IRAs will follow it as soon as they detect its existence. Of
course, this pheromonal information acts as a communication medium to
alarm the good IRA population. As already said, the Intranet is logically
divided into security domains and as the IDAs, the IRAs are also specialized
in different tasks. Thus, the information carried by the pheromone is differ-
ent according to the detected attack as well as its seriousness. This allows
the TRAs to perform the adequate response. This is quite advantageous in
term of performance because it avoids having inappropriate agents moving
at a location where they will be useless. Moreover the pheromone will also
evaporate after a certain laps of time. This laps of time is adjusted according
to:

e The average time needed by an IRA to perform its task when visiting
a node among all, to read and interpret the pheromonal information and
also to choose the next node to visit.

e The number of IRAs that have already performed a response for the
current pheromone.

Here also, this evaporation process contributes to limit IRAs activity as well
as useless resources consumption.

6 Experiments and Results

This section describes the results obtained in a real network at the University
of Geneva when performing a detection scenario as well as a response scenario.
The combination of the mobile agent model with immune system and the social
insect behavior is the driving idea behind this work. However, one cannot deliver
a proof of concept unless it can be demonstrated in a real world scenario.

6.1 Detection of TCP Port Scans

The scenario that was chosen for implementation is not really an intrusion, but
rather the prelude to it. Very often, an attacker will try to takeover an informa-
tion system. By that term, one usually refers to gaining unauthorized adminis-
trator rights. Whether this system is the ultimate target or just an intermediate
host is not very important at this time, as administrators tend not to appreciate
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someone tempering with their access. One group of takeover techniques is ex-
ploits or security holes arising from bad implementation of some service running
on the target host. Unchecked buffers in networking services, for example, are
very frequent flaws that lead to possible exploits such as wuftp buffer overflow.
At its very simplest, port scanning is exactly what it names implies. The scan-
ner will test a number of ports of a TCP/IP node by sending packets of his
choosing. This varies from ping requests that merely show whether a node is up,
to protocol-incorrect sequences of TCP packets, the replies to which are usually
implementation specific.

In order to detect the various types of port scans, one must analyze network traf-
fic and interpolate common trends. An obvious signature to look for is a number
of packets to different ports from the same source address. A variant of this
signature consists on looking for the number of packets to different ports on
different machines of the supervised network in a distributed port scan scenario.
Thus, IDAs behave as sentinels and access the required data, upon which the
analysis is based, through raw TCP sockets on each host. Upon screening, the
sentinels select only packets that fall into the port scanning scenario described
above. These sentinels own a short-term memory to register the last events of
the former visited nodes. At each visited node, each sentinel correlates its own
short-memory events with those present in an historic file of the node. In fact,
this historic file incarnates a long-term memory and is nothing else than the trace
deposited in the current node by all the other sentinels. In this way, IDAs behave
as simple sentinels interacting with one another through a common shared envi-
ronment; here through the different network nodes. Thus, IDAs are collectively
able to exhibit a complex global detection scenario, the distributed port scan,
thanks to these local interactions.

Measured Results

— The port scan detection

The IDS, as described in the previous section, behaves, from a summary
point of view, in the following way. A given sentinel moves randomly between
nodes that participate in the IDS. On each node it scans TCP network traffic
and retains the source and time of suspicious packets. It stores it in memory
and delivers alerts when the recorded data indicate short intervals between
a large number of packets from the same source.

The main variables of the sentinel’s algorithm are what limit values it allows
for these measures. The threshold for minimum average intervals between
suspicious packets has an initial value and is adjusted downwards as more
and more packets are detected as showed in Figure 3. It also has a linear
inertia factor that pushes it back to its initial state over long periods of
inactivity. Thus, the threshold is a combined measure of both number of
packets and intervals between them. Tests were conducted on various config-
urations to quantify these variables. Presented here are the results collected
when executing the IDS on 15 virtual machines running Linux inside an IBM
S/390 mainframe (Figure 4). The entire IDRS was implemented using Sun
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Microsystems Java technology and Coco Software Engineering JSeal-2 [11]
framework. The latter is a mobile agent platform itself implemented in pure
Java.

At the beginning (Figure 5) the sentinel threshold value is low (red curve) be-
cause the average interval between packets measured by the sentinel is high
(green curve). Gradually, during its random walk the sentinel correlates the
different scan information deposited by other sentinels in the current vis-
ited node (memory plus historic information). In average as soon as the
interval between packets becomes to low during a lapse of time (the green
curve decreases), the sentinel’s stress increases. And the red curve augments
too. When curves meet, alert is given. The sentinel then escapes the node
where the alerts was launched after generating the pheromone and it sets
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Table 1. Response frequency according to the number of hops. The field success
indicates the number of IRAs which answered in time

Number of hops|Mean time to source [sec]|Success
7 14.60 100 %
3 17.20 90 %
2 8.14 70 %

the threshold to its initial value. Then, the response scenario can take place.

— The port scan answer

After an alert, the corresponding pheromone is generated, awaiting the re-
sponse mechanism to come into play. The response mechanism is straight-
forward in this case. IRAs trace back the source of the attack and switch
to an aggressive mode which allows them to analyze more precisely the en-
tering packets before reacting. They have the possibility depending on the
service under scrutiny, to refer to a knowledge database of vulnerabilities.
This database provides information on the more frequent as well as the new
vulnerabilities. For instance, one well known exploit is wuftp buffer over-
flow. This exploit has been performed after the ftp service was scanned on
the IBM virtual machines. The TRAs role was to stop the ftp service on the
corresponding virtual machines. Thus, Table 1 shows the response frequency
according to the number of hops in the case of an ftp port scan scenario.
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6.2 IDRS Self-Organization Behavior

In consequence of the results obtained with the implementation, the IDRS self-
organized nature is highlighted. Indeed, as mentioned in section 3.2, the IDRS
exhibits the two self-control principles which are:

— Exploitation

IDAs exploit the deposited information (average interval between packets)
at each intermediate node thanks to the node history. Besides IDAs influence
the node history and in this manner the other IDAs, thanks to their short-
term memory. Thus, they evolve in a self catalytic process to do network
control. In fact, their stress state depends on this self-catalytic information
exploitation. Figure 5 illustrates completely this effect; IDAs stress increases
until the alert is launched. After the alert, the memory is cleaned and the
stress decreases since there is no more effect.

— Exploration
TR As explore the deposited pheromone at each visited node thanks to the dif-
fusion process. This exploration allows them to find new possibilities to reach
the source of alerts. Table 1 illustrates this exploration effect.The higher the
diffusion distance (the higher the exploration effect), the higher the percent-
age of success.

7 Conclusion and Future Works

In this contribution, we have presented the use of a complex system perspec-
tive to develop networks applications. We argue that a network of computers
exhibits many of the characteristics of complex systems and propose to adopt
a nature inspired paradigm to develop network oriented applications. We illus-
trate our proposal by describing a distributed system for intrusion detection
and response. In this context, the network of computers is represented as an
artificial ecosystem, where artificial creatures implemented using mobile agent
technology, collaborate to detect intrusions and launch an alert to make the
system (or administrator) respond to the detected attack.

The leading idea in this paper was to show how self-organizing behaviors
such as those exhibited by social insects or immune systems provide a good
perspective to implement self-organizing distributed systems evolving in complex
environment such as networks of computers.

In this perspective, this work is a beginning. Indeed, a real theory need to be
developed to tackle the issues of engineering network applications following the
perspective of complex systems. Many efforts are engaged in this direction by
many researchers, and new results are provided continuously, which lets think
that this perspective is a very promising one.
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Abstract. This paper presents first results for a theoretical foundation for
emergency e-Logistics based on an extended FIPA-compliant layered multi-
agent system architecture. The approach is based on the holonic paradigm
proposed by A. Koestler in his attempt to create a model for self-organization
in biological systems and proven by the HMS Consortium to be very useful for
resource management and allocation in the manufacturing domain. We
integrate the mechanism of emergence into the holonic paradigm encompassing
both vertical and horizontal integration of resources in a distributed
organization to enable the dynamic creation, refinement and optimization of
flexible ad-hoc infrastructures for emergency e-logistics management.

1 Introduction and Project Objectives

This work originates in previous results targeting the development of enabling
information infrastructures for global production integration obtained working with
the Holonic Manufacturing Systems (HMS) Consortium in the past seven years [22,
39, 29, 24]. In particular, within the Holonic Enterprise Project [38] joining
international research and industrial forces in a unified effort to develop integration
FIPA-compliant standards for global collaborative enterprises, within the Project
[FIPA-Enabled Supply Chain Management[][32, 31, 30, 23] a 1-Tier collaborative
agents architecture for customer-centric global supply chain was proposed. This is
currently being extended to the implementation and standardization of Holonic
Enterprises [33, 36]. Recently a theoretical model inducing emergence in holonic
virtual organizations has been developed [35, 37], which expands previous results in
the modeling of multi-agent systems dynamics [29, 26, 28] with a mechanism of
evolutionary search in Cyberspace [27].

The overall objective of this work is a theoretical foundation and the definition of
standards for emergency e-Logistics based on an extended FIPA-compliant layered
multi-agent system architecture. We target automated mechanisms for ad-hoc
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creation of collaborative organizational structures endowed with highly efficient and
cost-effective resource allocation and management for disaster relief, medical or
military emergency applications, capable to constantly optimize and adapt their
structure and behavior according to new/emerging needs. Addressing and handling
management mechanisms for emergency logistics is a natural development following
our existing results in the field of holonic agency. Such a mechanism would ensure as
well customer-centric logistics management in manufacturing supply chain
management and other application areas. We aim to expand the emergence model
presented in [35] to a layered (3-tier) holonic architecture, thus building a cross-level
(vertical integration)/cross-organizational (horizontal integration) coordination
backbone for fast reactivity, dynamicity, and flexibility.

In the next section we will discuss state-of-the-art in e-logistics infrastructures.
Section 3 introduces our emergent e-Logistics infrastructure model. It is based on a
layered multi-agent system architecture. We will especially discuss two important
issues, namely, how cross-enterprise services can be discovered and selected (section
3.4) and how agents can be flexibly equipped with different kinds of goals that allow
them to react in different ways to different requirements (section 3.5). In section
(section 3.2 an example scenario is introduced which provides the context for the
discussion of the above issues. Finally, section 4 concludes the paper.

2 State-of-the-Art in the Development of e-Logistics
Infrastructures Supporting Emergency Response Management

In today's/ dramatic context lessons learned in other areas are transferred and adapted
to leverage the quick development of response mechanisms to emergency situations
[18]. Private sector [best practicesl,/in particular techniques inherited from enterprise
logistics and supply chain management, are considered especially useful in
addressing emergency preparedness planning and defense logistics as well as post-
incident analysis and reporting [4].

Major Research Consortia, such as the EU (IST-1999-21000) MobiCom, recently
calibrated their purpose to respond to the new demands with adequate technologies
[8]. The e-Motion project of the MobiCom Consortium aims to enhance citizen safety
and security by proving the interoperability of diverse wireless technologies and their
mutual support for a better response to emergency cases through three trial set-ups:
Emergency Management, Tele-ambulance, and Transport Surveillance [6]. Although
they provide a first big step towards emergency response handling by ensuring the
seamless integration of devices/units/entities involved (Fig. 1, from [6]), the second
big step - development of collaborative coordination infrastructures enabling (vertical
and horizontal) workflow management in virtual organizations [33], has not yet been
considered in the deployment of emergency logistics operations. Rather a flat
approach ensuring peer-to-peer communication of organizations and devices is taken
[6]. This approach characterizes as well most literature related to virtual organizations
creation, where coalition formation [16] addresses mostly the horizontal integration
of several organizations through various brokerage mechanisms ([11, 14]).
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Fig. 2. Holonic Enterprise

More advanced approaches to virtual organization integration [21] propose a 3-tier
cross-organizational workflow model that captures private partner workflows,
workflow-views and coalition workflows. By this they overcome the limitations of
the 1-tier peer-to-peer [11] or 2-tier private-public models [9]. Although such
architectures respond to the needs of dynamic [on-the-fly[Iresource allocation
(enabling the self-organization) they are limited (as well as the other models [11, 9,
14, 16]) to a predefined/static structure of a virtual organization with fixed/known
partners and resources. State-of-the-art in [key-to-glass[[1] service discovery and
composition [3, 19] are not exploited to create, refine and optimize ad-hoc context
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based [43] and purpose-driven dynamic organizational structures [] the most
challenging requirement in emergency logistics management [41].

To date techniques for on-demand user needs [7] using nested interchangeable
views suggest that nested hierarchies (holarchies [37]) may appropriately model
coordination of activities among [first responders(lat all levels in a confederated
structure by enabling federal government emergency response plans to mesh with the
regional, state and local counterparts [18]. Visionary companies, such as
TheMindElectric, are already looking into the creation of dynamic service
infrastructures to support emergence of architectures in Cyberspace that mirror
biological behavior.

3 An Emergent e-Logistics Infrastructure Model
Based on a Layered Multi-Agent System Architecture

We start from the observation that the phenomenon of emergence involves:

e Self-organization of the dynamical systems such that the synergetic effects can
occur
o Interaction with other systems from which the synergetic properties can evolve

We build on a recently developed fuzzy-evolutionary model [35] that induces
emergence in virtual societies of software agents [ivinglin Cyberspace:

e By minimizing the entropy measuring the (fuzzy) information spread across the
multi-agent system it induces self-organization with careful clustering of
resources (agents) ensuring a good interaction between the systemlsl parts to reach
its objectives timely, efficiently and effectively.

It enables the systemis evolution by interaction with external systems (agents) e.g.
found via genetic search in cyberspace (mimicking mating with most fit partners in
natural evolution) or via the use of dynamic discovery services [3, 14, 19] (yellow
pages, mediators/brokers, etc.).

The integration of the two above mentioned steps of the formalism on a flat, 1-tier
(peer-to-peer) architecture via the definition of the fitness function in terms of fuzzy
entropy is addressed in [37]. Here we present the extension of the emergence
mechanism from a 1-tier to a 3-tier nested (holonic) architecture with intra-enterprise
(planning) and physical resource levels, Fig. 2.

Multi-agent systems enable cloning of real-life systems into autonomous software
entities with a [ifelof their own in the dynamic information environment offered by
todays cyberspace. The holonic enterprise has emerged as a business paradigm from
the need for flexible open reconfigurable models capable to emulate the market
dynamics in the networked economy (cf. [12]), which necessitates that strategies and
relationships evolve over time, changing with the dynamic business environment.
Building on the MAS-Internet-Soft Computing triad to create a web-centric model
endowing virtual communities/societies (generically coined as [enterprises() with
proactive self-organizing properties in an open environment connected via the
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dynamic Web, the holonic enterprise paradigm provides a framework for information
and resource management in global virtual enterprises (cf. [35]).

3.1 Architecture

According to the above paradigm of holonic (virtual) enterprises, which - from our
point of view - is the most sophisticated approach to virtual enterprises, the following
three principle layers of collaboration/interaction need to be considered by a MAS in
order to emulate a holonic enterprise.

Emergency Response Holarchy

Emergency Mediator

Inter-Enterprise

Mediator \

Electricity

Fire Department Company

Police Department Gas Company
Non profit Telephone
Organizations Company
Goverment .
C Agencies > C Hospital >

G—Health Netwo@

Fig. 3. Inter-enterprise level for the scenario in Fig. 1

GPS Systems

Inter-Enterprise Level

The highest level, the Global Inter-Enterprise Collaborative Level or Inter-Enterprise
Level for short, is the level on which the holonic enterprise is formed. Fig. 3 depicts
the inter-enterprise level for the scenario presented in Fig. 1. Each collaborative
partner is modeled as an agent that encapsulates those abstractions relevant to the
particular cooperation. By this, a dynamic virtual cluster emerges that [Jon the one
hand [lis supposed to satisfy the complex overall goal at hand as good as possible and
Uon the other hand [considers the individual goals of each enterprise involved.

Intra-Enterprise Level

Before an enterprise can undertake responsibility for some subtask, it has to find out
about its own internal resources to ensure that it can deliver on time according to the
coordination requirements of the collaborative cluster and with the required quality.
Since this is done within the enterprise at hand we call this level the Intra-Enterprise
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Level. Fig. 4 depicts the intra-enterprise level for one of the holons in Fig. 1. the fire
department holarchy.

Emergency Call

Call Handling
HOLON

GPS Systems
Planning HOLON

Emergency Mediator

Fire Department Holarchy
Fire Department
Mediator

Bio Hazzard
Department

Explosives
Department

Fire Station

Fig. 4. The Fire Department Holarchy (intra-enterprise level for Fig. 1 scenario)

Atomic Autonomous Systems or Machine Level

The lowest level is the atomic autonomous systems or machine level. It is concerned
with the distributed control of the physical machines that actually perform the work.
To enable agile manufacturing through the deployment of self-reconfiguring,
intelligent distributed automation elements each machine is cloned as an agent that
abstracts those parameters needed for the configuration of the virtual control system
managing the distributed production.

Each level is represented by one or a number of holons each of which representing
a unit on this level. Such a unit recursively consists of a set of holons each of which
being responsible for a subtask of the overall task of the holon/holarchy at hand.
These [sub-[holons do not need to be from lower levels only, but can as well be
holons from the same level. For example, a flexible cell holon may comprise holons
representing atomic autonomous systems as well as flexible cells which perform tasks
that are necessary for the flexible cell holon at hand to be effective.

Planning and dynamic scheduling of resources on all these levels enable functional
reconfiguration and flexibility via (re)selecting functional units, (re)assigning their
locations, and (re)defining their interconnections (e.g., rerouting around a broken
machine, changing the functions of a multi-functional machine). This is achieved
through a replication of the dynamic virtual clustering mechanism having now each
resource within the enterprise cloned as an agent that abstracts those functional
characteristics relevant to the specific task assigned by the collaborative conglomerate
to the partner. Re-configuration of schedules to cope with new orders or unexpected
disturbances (e.g. when a machine breaks) is enabled through re-clustering of the
agents representing the actual resources of the enterprise. The main criteria for
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resource (re)allocation when (re)configuring the schedules are related to cost
minimization achieved via multi-criteria optimization.

Mediator Holon/Agent

The basic condition for holonic systems is that a holon is simultaneously a [Wwhole[
and a [part[] of some other whole/holon. Thus the system exhibits a tree-like
structure. Each inner node of this tree in fact comprises a set of (sub-)holons that
cooperatively work together to solve the specific task that is assigned to this node. In
order to communicate with such a set of (sub-)holons one need to define a
representative for it. In a MAS environment this representative can be a software
agent that undertakes the task of a mediator. It fulfills two main functions. First, seen
from the outside, it acts as the interface between the agents inside the holon and those
outside it; conceptually, it constitutes the agent that represents the holon. Second,
seen from the inside, it may initiate and supervise the interactions between the group
of sub-holons/agents within the holon at hand; this also allows the system architect to
implement (and later update) a variety of forms of interaction easily and effectively,
thereby fulfilling the need for flexibility and re-configurability. The mediator
encapsulates the mechanism that clusters the holons into collaborative groups. The
architectural structure in such holarchies follows the design principles for
metamorphic architectures.

From the point of view of the mediator agent the first case describes its outside
view while the second case describes its inside view. Both views are significantly
different with the outside view usually being much more demanding than the inside
view.

Since the mediator is the common representative for the outside world of the holon
it represents, as well as for the inside world, it needs to understand both worlds. For
this, two kinds of ontologies are necessary, namely for [peer-to-peerl communication
at each level (that is [inter-agent[ communication among entities that form a cluster);
and for [inter-levelllcommunication that enables deployment of tasks assigned at
higher levels (by the mediator) on lower level clusters of resources.

3.2 Example Scenario

Let us come back to the Fig. 1 scenario. In case of a catastrophe all possible measures
have to be taken in order to keep its effects (especially causalities) as small as
possible. Profit in the sense of monetary benefits is not the main goal. Instead, a fast
reaction is required. First of all it has to be ensured that all possible resources are
allocated as fast as possible. In a next (refinement) step a good coordination of the
resources is necessary. Lets have a look at the subtask ambulance cars coordination.
In a first step it is necessary to ask all of them to drive as quickly as possible to the
place where the catastrophe has happened. If necessary other cars that may also be
equipped for transporting injured persons may be asked to help. In the next step it
needs to be coordinated which and what kind of patients are driven to what hospital.
This depends on the capacity of the hospital as well as its specialty and equipment. In
these extreme situations the otherwise important system goal that the ambulance cars
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of hospital X bring the patients only to this hospital has to be suspended and replaced
by a strategy which allows optimal distribution of the patients independently of what
cars are transporting them.

With respect to our multi-agent system based emergent e-Logistics infrastructure
the above requirements mean that the agent being in charge of the transportation and
treatment of the injured people (called ambulance agent from now on) needs to react
very quickly in the beginning to start the rescue action and then, on the fly, has to
start to more and more optimize the originally pretty abstract and general
coordination respectively planning. This requires a flexible adaptation of the overall
goals of the agent and their preferences/priorities. After the initial phase of extreme
fast responses (which can be translated to an approach closer to pattern matching) the
further refinement of the planning procedure needs to consider more and more the
real circumstances of the given scenario, therefore, needs to shift from a more
reactive to a more deliberative behavior. Police cars need to be sent to the right places
in order to make sure that the ambulance cars can drive as fast as possible to the
designated hospitals. The personal in the ambulance cars (which can be considered as
holons on the lowest level as well) need to diagnose their patients in order to provide
a basis for the decision which hospital may be the right one. Then, on the next higher
level, it needs to be decided which hospital is effectively chosen (otherwise, if the
ambulance car decides, it can happen that too many ambulance cars are driving to the
same hospital, thus, overstrain its real-time capacity or the capacity of the streets
leading to it). This requires that the ambulance agent defines tasks and delegates them
to special agents which can deal with them exclusively. All of this has to be done in a
step by step refinement process which needs to consider all the influences by all the
other measures that are to be taken to deal with the catastrophe (e.g. the coordination
of other kinds of vehicles that are needed to get access to injured people or, e.g., to
extinguish fire or avoid environmental catastrophes (oil leakage)).

In this paper we will deal with several aspects of the above scenario. First of all,
we will discuss what kinds of mediator agents are needed in an emergent holonic
enterprise since the above observation requires designing mediators on different
levels differently (section 3.4). Next we will address the problem how different kinds
of goals can be deeply embedded in an agents belief system and how the belief
system can be modeled in a way that it can react in different ways (faster more
automatic (reactive) response versus deliberate, however, slower response; section 0).

3.3 Expression of Semantics

One main obstacle to the meaningful interoperation and mediation of services is the
syntactic and semantic heterogeneity of data and knowledge the mediator agent does
access and receive from multiple heterogeneous agents (cf. [20]). The functional
capability of the agent to resolve such heterogeneities refers to the knowledge-based
process of semantic brokering. Most methods to resolve semantic heterogeneities rely
on using partial or global ontological knowledgeli which is to be shared among the

I An ontology is a computer-readable representation of the real world in form of objects,

concepts, and relationships.
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agents. This requires a mediator agent to provide some kind of ontology services for
statically or dynamically creating, loading, managing, and appropriately using given
domain-specific or common-sense ontologies as well as inter-ontology relations when
it wants to communicate and negotiate with different agents or understand
complex tasks.

In fact, a mediator agent that is looking for a specific task (service provider) has to
parse, understand and validate the offers/service descriptions it gets. This is in order
to efficiently determine which of the services and capabilities of other
enterprise/holon agents are most appropriate. Typically for this ontology services are
used as well. Depending on the complexity and required quality of the service a
matching process may rely on simple keyword and value matching, use of data
structure and type inferences, and/or the use of rather complex reasoning mechanisms
such as concept subsumption and finite constraint matching. Semantically meaningful
matching requires the matching service to be strongly interrelated particularly with
the class of services enabling semantic interoperation between agents.

In emergency logistics, where the scope of possible organizations/tasks/skills is not
restricted and/or predefined, it is difficult to express and code enough real world
semantics to permit a goal-driven and effective communication between levels. We
are fully aware that the expression and understanding of semantics is still a hot topic
in research with sufficient general solutions even not being on the horizon. However,
this does not prevent us from deploying our concepts in more restricted and better
addressable application areas.

Therefore, our current approach is to use for the expression of semantics and for
proper communication between levels within and across organizations already
developed real-world knowledge models and ontologies [11, 21, 14, 34, 33] like
DAML-OIL, respectively it successor DAML-S. Since FIPA is working on concepts
to integrate agents and Web-Services we will adapt their solution to our scenario as
soon as the results are available.

3.4 Discovery, Selection and Assembly (Workflow) of Cross-Enterprise Services

In order for the emergent e-Logistics Infrastructure to be operational we first of all
need to develop a mechanism enabling the discovery of new partners/collaborators in
Cyberspace, by using state-of-the-art approaches for coalition formation
(acquaintance models) and dynamic service discovery and composition [1, 2, 3, 7, 14,
17] by a mediator agent that has to fulfill (a subset of) the following tasks:

e to understand and interpret the complex task at hand (overall objective of the
holonic enterprise)

e to decompose it into sub-tasks that can be dealt with by individual enterprises

e searching for and finding possible partners

e organizing the negotiation process and dealing with possible
contractors/participants

e controlling and supervising the execution of the (sub-)tasks

e reacting to and solving emerging (unexpected) problems storing and maintaining
a knowledge base in which experiences of the performance and efficiency of
past holonic enterprises and its members are stored
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These are very special abilities by which the mediator agent is to be equipped. In
the following we will first discuss the principle ways in which a mediator may search
for/find the appropriate partners.

Types of Mediator Agents in a Holonic Enterprise

In principle a mediator may engage a broker/facilitator, a matchmaker, may use
yellow page services or may rely (totally or partially) on its acquaintances
knowledge base.

If a (mediator) agent that is looking for some service uses a broker service it gives
up control about the selection process and about the knowledge in what way which
enterprise has contributed to the solution process. It fully depends on the quality and
sincerity of the broker service. Matchmaking already allows the mediator agent to
keep much more control about the choice of the participating agents since the
mediator agent only gets a list of enterprises that are in principle capable to provide
some service for the solution process. However, it is left to the mediator agent to
decide on what service/enterprise is to be chosen. The most independent approach is
that an agent maintains its own database of acquaintances in which all possible
cooperation partners along with their capabilities and past experiences with them are
stored. The agent will always first try to find appropriate partner agents in this
database. Only if this is not successful it will deploy one of the other possible
services. While this approach promises the most independence of an agent from its
environment it also requires a pretty sophisticated agent architecture since the agent
needs to fully understand the overall goals and requirements of the requests it is
supposed to find a solution for.

Of course, in case of emergencies (machine break-down) or simply because a
needed capacity/service/capability is not available even on the intra-enterprise level
the necessity may arise to publicly advertise a task/service in the outside world.
However, in this case the mediator may make use of a broker in order to settle and
process the transaction at hand. The broker can, of course, as well be the mediator
agent representing the enterprise at hand.

As we move down the layers of a holonic enterprise we can observe a decrease
with respect to the following features:

Time Scale

From top to bottom time scales become shorter and real-time constraints change from
soft to hard real-time. While, e.g., a formation process of a new holonic enterprise on
the inter-enterprise level may take a longer time and time pressures are only soft
(more deliberative style of agent) an agent that represents a tool needs to usually react
extremely fast (more reactive style of agent that reacts directly to patterns
(I'prefabricated| Ireaction)).

Complexity/Sophistication

From top to bottom the degree of agency decreases. The higher level agents are more
sophisticated but slower, while lower agents are fast and light-weight. For example,
the mediator agent that represents an enterprise needs to have a very broad knowledge
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and a huge number of sophisticated skills. On the contrary, the agent on the level of
an atomic system just needs to have an understanding of this system together with
some basic skills to communicate with the next higher level agents.

Autonomy

Since each agent will act according to its own goals conflicting situations may occur
when a contacted agent does not want to contribute (fully) to the task at hand (due to
overload, preference/priority given to more lucrative offers, etc.). In this case the
superordinated (higher-level) agent has to decide on how to deal with such obstacles
and, if possible, to develop an alternative solution on the basis of all the information
obtained from all its subordinated agents (using its knowledge base and goals).
Especially, in emergency cases it may be necessary to compromise the autonomy of
agents completely. Again, agents that represent an enterprise will be fully
autonomous and, therefore, cannot be forced from the outside to do something they
do not want to do. On the intra-enterprise level the autonomy_will decline with
decreasing level. If, e.g., a task was accepted for which a high '(_:qn_tr_agg penalty is to
be paid in case it is not finished in time the holon in charge may decide that the
subordinate holons have to execute some task first in order not to risk a delay of the
high-priority task, even if the lower level holons are already fully booked with other
tasks.

The above observation requires designing mediators on different levels differently.
We will come back to this topic in the next section when we will discuss how outside
goals (that are imposed on an agent from the outside world) and inside goals (the
goals of an agent) can be harmoniously integrated.

3.5 Intentional Problem Solving

To realize a layered three-tier holonic enterprise (Fig. 2), the usual capability of
individual agents to express and represent their own goals has to be enhanced with an
integration mechanism synchronizing individual goals with those of the higher levels
in the extended enterprise. More specifically, this section will discuss what kind of
goals need to be deeply embedded in a (mediator) agentls belief system in order for it
to be capable to truly represent its underlying holon on the one hand and consider the
goals of the environment it is embedded in on the other hand and how this can be
realized.

Q problem

—»  consists_of

<4 matches
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We will concentrate on a single organizational unit and its (problem solving)
behavior. Such a unit can be a profit-center (on the level of production planning, shop
floor or flexible cell) or an individual corporation. In order to provide complex
products or service bundles, first of all, a comprehensive planning process is to be
performed. To achieve flexibility and dynamicity the process needs to rely on the
concept of modularized capabilities. Thus planning enables the identification of those
elementary products or services that can be combined for product or service bundles.
As is illustrated by Fig. 3, planning can be performed top-down, that is, by problem
decompositioni-] or bottom-up, that is, by service or product aggregation.

To find the optimal solution for such a kind of planning is in general an NP-hard
problem. By exploiting heuristics/experiences we aim to overcome the limitations of
existing approaches [14, 16, 19], especially regarding the timely response constraint
required by emergency.

In general, during a planning process, from the perspective of the organizational
unit that alternative has to be chosen that promises the highest proﬁtk! Therefore, the
organizational unit has to open up its planning for this profit dimension in order to
behave (economically) reasonable. Consequently, two different kinds of goals can be
distinguished and described: output and system goal. According to [15] the former
stands for the plan goal that is to be achieved, that is the problem that has to be
solved. The latter describes the real purpose of the organizational unit, which often
means profit maximization.

An agent that represents such a unit must consider both goals. Systems showing a
behavior that is dependent on certain goals in a reasonable way are characterized as
intentional [5]. Intentionality is a key characteristic of agent-based technology. In
addition agent methodology genuinely addresses planning respectively deliberative
behavior [42] and cooperation.

The coexistence of two kinds of goals that have both to be considered by the
generated plan necessitates a two-staged planning process. Due to the overriding
importance of the system goal in comparison to the output goal the traditional
planning process that mainly concentrates on the realization of the output goal has to
be revised in a way that it reflects the system goals in an appropriate way. However,
system goals, to become effective, must strongly influence the planning process as
such. Planning processes can best be influenced if they are controlled by meta-
planning processes, that is, processes on a more abstract level. In such an architecture
the basic problem solving behavior of an agent can be illustrated as in Fig. 4. It
visualizes the interdependencies between the most important entities involved.

An in-depth discussion of both planning and meta-planning procedures is beyond
the scope of this paper, especially since traditional planning has already been
intensively studied in literature. Instead, we will only concentrate on meta-planning.
Meta-Planning has to ensure that, based on the system goals, a rational choice can be

2 It is important to understand that the decompositions have to completely cover the original

problem. If, as a result of the decomposition process, a subsequent synthesis is required, it
has to be encoded in one of the sub-problems.

In this section we will use the word profit as a simplified expression for the overall goal of a
holonic unit. Profit has to be interpreted in a very broad sense. It may mean monetary profit
as well as to save lifes by reacting as quickly as possible without considering possible costs.
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made among planning actions that constitute alternativestwith respect to the given
output goal. Consequently meta-planning has to control the planning process either in
a dynamic or in a static manner:

e Dynamic meta-planning stands for the direct control of the planning procedure.
This means that whenever the planning process has to make a choice among
alternative decompositions or, correspondingly, among alternative products or
services the meta-planning process will determine the one from which it
assumes that it is the most appropriate one with respect to the system goals.

e Static meta-planning describes the procedure where first of all a number of
relevant alternative plans are generated. Subsequently that plan is chosen that
reflects the system goals best. This corresponds to an extensive, however, non
exhaustives search through the set of all possible plans. This set represents the
overall search space and is obviously relatively complex.

Both alternatives operate analogously on two subsequent levels of aggregation:
Depending on the respective system goal both select one element from a set of
alternatives. Dynamic meta-planning does so for a set of decompositions respectively
services or products whereas its static counterpart works on a set of plans that again
constitute a set of decompositions and products or services. Since the system goal has
to enable a total ordering of the alternative elements it has to be defined by
referencing some of their characteristics (e.g., profit contribution of each product).
Consequently, system goals can be distinguished according to the kind of element
they refer to. Thus dynamic meta-planning requires a system goal that is located at a
decomposition / product or service level and static meta-planning necessitates system
goals that are situated at plan level. By continuing analogously the aggregation by
combining alternative plans we get to a system goal at a plan-set level.

Within the scenario of this paper such system goals can be formulated as follows:

Decomposition / product or service level:
"Make as much profit as possible by preferring certain products/services."

Plan level:
"Make as much profit as possible from each task respectively problem."

Plan-set level:
"Make as much profit as possible within a certain period of time."

Achieving a system goal at the plan-set level would constitute an "ex-post" meta-
planning and can consequently not be implemented directly, because a runtime

4 This choice among alternatives does not comprise all choices that are available to the

planning procedure. Alternative in this context means that the respective products or
services are likewise applicable within a given planning stage. Without meta-planning the
planning procedure would use heuristics to decide on one of them, because from a planning
perspective they equally serve the output goal. Otherwise meta-planning would actually
comprise planning.

5 An exhaustive search would be NP-hard.
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control of the planning procedure can only be realized by applying either dynamic or
static meta-planning. However, both require system goals located at "lower" levels,
i.e., plan or decomposition / product or service level. This motivates a top-down_
transformation of system goals that in general cannot be performed unambiguously'ﬁ'
and consequently requires the use of heuristicst!

ad i. Dynamic meta-planning can be applied, e.g. by prioritizing the
decompositions respectively products or services so that the planning
procedure obey the system goal as far as possible. This means it will apply
the specific decomposition or use the specific product whenever possible for
a given problem.

adii.  Either static or dynamic meta-planning can be applied. Static meta-planning
simply has to evaluate all plans that have been generated for the problem at
hand and has to select the most profitable one. Dynamic meta-planning
would have to rely on heuristics, since the system goal cannot be
implemented directly at the product level. Such a heuristic could be to prefer
always the most profitable product among a set of alternative ones.

ad iii.  Either static or dynamic meta-planning can be applied but both have to rely
on heuristics. Such a heuristic could be to prefer always the cheapest plan for
the customer based on the assumption that most profit can be made if as
much customers as possible can be attracted by extremely attractive offers.
Static meta-planning would consequently select the cheapest plan out of the
set of alternatives. Dynamic meta-planning would have to rely on a further
heuristic, since the former cannot be implemented directly at the
decomposition / product or service level. This second heuristic could
analogously prefer always the cheapest product among a set of alternative
ones.

Fig. 5 summarizes and visualizes the respective kinds of system goals.

Up to now we have (implicitly) concentrated on the highest level, the inter-
enterprise level. If we want to apply the discussed concept of goal implantation on
lower level mediator agents as well we need to consider the ranking/importance of the
goals for these kinds of agents. For example, the mediator agent representing an
enterprise needs to be highly autonomous, which means that it only acts strictly
according to the objectives of its enterprise and cannot be prevented by some else to
do that. This clearly indicates that goals of the agent need to be modeled as system
goals. On the other hand, the agent representing an atomic system/machine has low
autonomy. Only if the superordinated levels do not intervene it can react strictly
according to its own goals. Therefore, here the goals of the agent need to be modeled
as output goals. A more detailed discussion of intentional problem solving can be
found in [38].

In general it is not possible to derive the most profitable plan by simply choosing the most
profitable decomposition or activity among emerging alternatives.

Algorithm that can not guarantee an optimal performance in any case but an improvement
for the average-case performance [[16], p. 94].
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4 Conclusions

In this paper we have proposed a model for an emergent e-Logistics infrastructure for
timely emergency response management by collaborative problem-solving. We have
shown what kind of mediator agents are necessary in such an infrastructure and how
the difficult task of flexible and dynamic goal representation on the agent level can be
dealt with. The proposed e-Logistics model is applicable to a wide range of problems
requiring timely configuration and coordination of distributed resources needed to
address emergency situations as: disaster emergency logistics (evacuation planning,
scheduling of emergency relief crews, food and water distribution, hospital bed
planning); national defense and security (emergence of military holarchies as
infrastructure for coordination of military operations in case of an unexpected attack);
ubiquitous ad-hoc healthcare (emergence of a medical holarchy grouping the most
suitable medical entities able to cooperate and organize their interaction to respond
adequately to patientls need; medical emergency logistics with patient information
retrieval and heterogeneous transaction workflow management throughout the
medical holarchy); fault-tolerant flexible production (emergent planning and
scheduling of reconfigurable manufacturing production; customer-centric supply
chain and workflow management; fault tracking and error reporting across the
manufacturing holarchy).

5 Future Work

In order to learn from real experiences we intend to distribute a large scale reference
software platform across Canadian GAIN Nodes (to be later extended across the
Global Agentcities Nodes) enabling the creation and deployment of emergency e-
Logistics applications. The ultimate goal is

e to validate the emergence methodology first on a simple e-Logistics simulation
test case - using and extending FIPA compliant multi-agent platforms

e to build a prototype for a medical emergency application

e to generalize the methodology into a reference model enabling quick deployment
of emergency e-Logistics applications capable to integrate heterogeneous devices,
resources and organizational structures into a synergetic collaborative unit
synchronizing individual goals with the goals of the superordinated unit(s) at the
higher level(s).

In the long term we aim to make this methodology the international standard in e-
Logistics. For this we will integrate the results obtained working cooperatively with
the international consortia into a reference software platform for emergency e-
Logistics.
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Abstract. We propose an evolutionary approach for studying strategic
agents that interact in electronic marketplaces. We describe how this ap-
proach can be used when agents’ strategies are based on different method-
ologies, employing incompatible rules for collecting information and for
reproduction. We present experimental results from a simulated market,
where multiple service providers compete for customers using different
deployment and pricing schemes. The results show that heterogeneous
strategies evolve in the same market and provide useful research data.

1 Introduction

Online marketplaces are gaining popularity among producers seeking to stream-
line their supply chains [8], and among consumers looking for good opportunities.
Intelligent software agents can significantly facilitate human decision processes
either by helping to select strategies to increase profit or by making autonomous
choices. In either case, agents need methods for making decisions under uncertain
and changing market conditions (see [14] for an analysis of pricing strategies).

The approach to the study of agent decision making that we propose is
based on a large-scale evolutionary simulation environment [4]. The goal of the
simulation is to discover a set of parameters and the corresponding niche in the
market where a strategy has a competitive advantage over other strategies. This
knowledge, in turn, can be used to design new strategies.

The rationale behind our choice of an evolutionary framework is that it pro-
vides results without requiring an overly complex theory of agent motivation,
optimization criteria, or strategic interaction. The framework is determined by
the motives of individual agents, the rules of agents interactions, and the laws
governing survival and creation of new agents. Given that, the evolution of the
system provides dynamic information on the macroscopic behaviors of the agents
society. For an explanation of the relation between micromotives of agents and
macrobehavior see [20].

Evolutionary frameworks have been used extensively in Economics [20, 11,
25, 29]. One reason is that economists have long recognized the usefulness of
computational systems for rigorous studies through controlled experimentation
(see, for example, [17]). Evolutionary systems are relatively straightforward to
construct, and, at the same time, they provide a viable tool for experimentation.

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAT 2977, pp. 157-168, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Using an evolutionary approach allows one to analyze how the success of different
strategies changes as the result of interactions among many agents over long
periods of time.

We start by considering in Section 2 the issues and standard methods for
studying the dynamics of interaction and strategies in electronic marketplaces,
and we outline our proposed methodology. In Section 3 we present a case study
of a simulated market, where multiple service providers compete for customers,
and where profitability is the criterion used to stay in business. The experimental
results we show conform to expectations. Service providers with different strate-
gies and capacities end up occupying different niches in the market. Finally, in
Section 4 we compare our approach with other related methods.

2 An Evolutionary Framework

The long-term goal of our research is to usefully employ intelligent agents to
support human decision making activities in electronic markets. A theoretical
analysis of sample strategies used by agents can help us understand what benefits
could be derived from their use and what strategies would be most appropriate.

There are two major assumptions made frequently to enable theoretical anal-
ysis. One commonly made assumption is that the market is sufficiently large, so
no individual agent has a large impact on the market. Under such assumption,
the analysis can be conducted as if no other agent changes its strategy. The
second common approach is to assume that everyone adopts the same strategy,
and use the representative agent approach to solve for an equilibrium.

These approaches become problematic when we want to analyze a market in
which many different strategies are present, and none of them clearly dominates
the others. In this case, the relative strength of each strategy depends greatly on
the other strategies that are present in the market as well as on the general mar-
ket situation. This suggests the need for studying agent strategies in a dynamic
market environment.

There is an interplay between theory and computational experiments. A good
example to illustrate the issue is the case reported in [25] about his study of the
labor market clearinghouse for American physicians. As reported in the study,
none of the theorems from the theoretical model could be applied directly to the
real market data, since the models where much simpler than reality. However,
the theory proved useful to design more complex experiments and to validate
the experimental results. The computational methods allowed to compare the
experimental results with the theory. Showing that departures from the theory
were small was an important outcome of the entire study.

We propose to use an evolutionary approach as a computational frame-
work for assessing multi-agent systems. The major advantage of an evolutionary
framework is that it is a natural choice for studying complex society of entities,
where the structure of the society changes during the simulation, and the entities
change as well in an effort to adapt to the changing environment. Evolutionary
game theory [30] provides tools for analysis in dynamic environments. Examples
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studied by other researchers using evolutionary methods range from the emer-
gence of cooperation in an otherwise selfish society [2, 3] with possible formation
of spatial patterns of strategic interaction [16], to ostracism and neighborhood
effects [13], to the design of auction mechanisms [24].

A drawback of most evolutionary systems is that they require a homogeneous
representation of the strategies used by the agents, since the major mechanism
to maintain diversity is crossbreading [18]. The homogeneity requirement, which
is dictated by the agent reproduction rules, causes most evolutionary environ-
ments to be in-house projects that do not benefit from the cooperation of several
research teams. In addition, even for well studied problems, it is hard to come
up with a suitable representation of the strategies, as reported by [12].

In our approach, agents are reproduced not by using crossbreading but in-
stead according to the distribution of different types of agents. Our method adds
a layer of evolutionary learning atop disjointly evolving types of agents that use
different strategies. Every type of agent maintains its own separate source of “ge-
netic” information. This information could be a gene pool, if the type is based
on the genetic algorithms paradigm, it could be some statistical data, as it is the
case in the test model we introduce later in this paper, or it could be a neural
network, which is continuously trained on the performance of its “children.”

Agents who fail to satisfy a predefined performance criterion are removed at
regular time intervals and, eventually, replaced by more fit entities. The purpose
of the additional evolutionary layer is to learn the probabilities with which new
agents of each type should enter the market. By observing the distribution of the
surviving agents by type, the system can assess which types of agents are more
successful and give them additional market space by creating new agents of their
same type. Once the type of each new agent has been decided, the corresponding
reproduction rule is applied.

We illustrate this two-layered evolutionary framework in greater detail in the
next Section where we introduce our case study of a society of service providers
and customers.

3 Test Model

In this Section we present a case study of how the suggested approach is used to
assess two different pricing and deployment strategies in a market with multiple
suppliers and their customers.

Our test model is a continuous time discrete-event simulation of a society
of economic agents: suppliers of a service and their customers. The assumptions
of the model are similar to those from the urban economics model of a mono-
centric city [22], and from the model of market areas with free entry [19]. We
intentionally build our model upon classical urban economics models to ensure
its practical meaning. It is important to note though that the observations of
the model’s behavior are not paramount, they are offered mainly to demonstrate
that the results obtained by the proposed approach are, in fact, meaningful.
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3.1 General Terms

The agents live and interact in a circular city of radius R. Customers come to
the market for a single transaction at random intervals governed by a stationary
Poisson process with a fixed frequency A¢:

1
where Ulz,y] is a random variable distributed uniformly on the interval [z, y].

The location of a new customer in polar coordinates is determined by the fol-
lowing rules:

¢ __ 4
tiJrl _ti -

r ~U[0, R and a~ U[0,27)

The rules imply that the density of customers is inversely proportional to the
distance from the center of the city'. For convenience, we divide the city in ten
concentric zones, which are equally wide so each zone gets the same number of
customer entries per unit of time.

Upon entry, a customer observes different suppliers and chooses the one that
provides the service at minimum cost. We define the cost of service ¢ as a function
of the supplier’s price p, distance to the customer d, and delay due to servicing
previously scheduled customers At:

c=p—+dxc™le 4 A x howr

mile hour

where ¢ and ¢ are cost per mile of travel and cost per hour delay respec-
tively.

The customer side of the society is assumed to be in equilibrium and does
not change its properties in the course of a simulation. It is the society of sup-
pliers that is expected to evolve to meet the demands of the customers and to
remain in business. The restriction on the customer side is imposed to fix the
scale of the simulation as well as to avoid imposing extra assumptions on the
behavior of customers. In fact, it is customary for urban economics models to
assume a fixed distribution of the population density and a particular form of
the customers’ utility function. In our model instead we have the freedom of
changing the parameters of the customer side during the simulation.

Suppliers, in turn, enter the market with a frequency that is positively cor-
related to the average profit derived in the market. A supplier is characterized
by its pricing strategy and the number of customers it can serve simultaneously,
also called the supplier’s size for brevity. Serving one customer takes size s sup-
plier one continuous hour and costs ¢V (s), staying idle for an interval of time
of any length costs ¢'4'(s) per hour. Both costs decrease with size to simulate
economies of scale.

Each supplier is audited at regular periods and removed from the market if
its profit becomes negative.

! Studies in urban economics suggest and support by empirical evidence the use of
a reversed exponential relation between population density and distance from the
city center (see, for example, [1, 22]). We adopt a hyperbolic distance-density relation
for convenience of the analysis and subsequent evolutionary experiments.
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3.2 Supplier Strategies and Generators

We define a supplier type to be a pair of supplier’s size and pricing strategy.
A type is represented in the market by the corresponding supplier generator.
Each generator maintains a pool of information concerning the history and the
current state of its type suppliers. It uses the collected information to create
new suppliers of its type and to provide them with initial location, price and,
perhaps, other parameters specific to the type.

The probability that a supplier of a particular type will enter the market
next is proportional to the number of suppliers of its type that are surviving in
the market. There is also a small probability, referred to as noise, that a new
supplier is assigned a type at random. The noise allows types that at some point
had disappeared from the market completely to enter it again at a different time.
It also suggests a way for new types to enter the market, as it will be shown
later in the experimental results.

In the experiments we describe later, we have used two strategies that exhibit
sufficiently different behavior. We designed the strategies so that neither strategy
has a strict advantage over the other. Because of that, the strategies can coexist
and evolve in the market at the same time. In both strategies, the supplier
accepts whatever location and price was suggested by its generator and never
alters them. Such restriction simplifies the analysis of the results, since only
generators are capable of learning and adapting to the market situation.

The first strategy, code named market sampler, involves sampling the city
in several locations to maximize a potential revenue flow given the state of the
market. Under a set of assumptions this amounts to finding a maximum of
(pe +d.. x ¢™1€)3 where p. and d,. are the price and the distance to the cheapest
supplier at the location. The cheapest supplier is found by sampling the market.

The second strategy, price seeker, assumes that the “right” price depends
solely on the distance from the center of the city, not on a specific location
within a zone. The price seeker generator chooses the location of a new supplier
according to the distribution of the surviving suppliers of the same type. The
denser the suppliers are in a zone, the more likely it is that the new supplier
will be allocated to that zone. The price for the new supplier is obtained from
the distribution of the prices charged by suppliers of the same type in the same
zone. We assume the price distribution in each zone is normal.

To summarize the important properties of the strategies, the market sampler
strategy is capable of pinpointing the best location to deploy a new supplier,
yet it assumes the same price distribution for every location. The price seeker
strategy can choose better prices on a global scale, but it lacks precision in
positioning its suppliers relative to their competitors.

3.3 Expected Properties of the Model

There are a few properties one might expect to observe in a reasonably behaving
simulation. First, large size suppliers shall eventually concentrate in the center of
the city where their production cost advantage will attract customers and where
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the customer demand is sufficiently high to give enough work to larger suppliers.
In the outer parts of the city, the scarcity of customers shall result in a low viable
density of suppliers and, hence, in a relatively high influence of transportation
costs on the customer preferences. That should make small suppliers prefer the
rim, where they could stay closer to the customers than their larger counterparts.

The second expectation is that in a market dominated by market samplers
the distribution of prices as a function of distance from the center should be
flatter than in a market dominated by price seekers. The reason is that market
samplers assume the same distribution of prices suits all city locations, while
price seekers can crowd in zones in which their size and price are advantageous.
The same argument implies that the concentration of small suppliers in the outer
zones and large suppliers in the central ones shall be expected to be more distinct
in a society of price seekers than in a society of market samplers.

The final expectation is related to the introduction in the market of new
types of agents or of types that have disappeared from the market. In a prop-
erly functioning model it should be possible for new types of agents to acquire
a niche in an existing market. This does not imply that every strategy must win
a noticeable representation in the market, only that a reasonably competitive
strategy should eventually get its share when the market state is favorable.

3.4 Experimental Results

In order to verify the viability of our ideas we have conducted a large number
of experiments using different market parameters, such as the frequencies and
costs defined previously. The following analysis applies to a typical experiment?,
which starts with a city populated by price seeker suppliers of sizes 1, 2 and 3.
Later, market sampler suppliers of the same three sizes are introduced to the
market via a 10% noise factor (i.e. initially each of the new types gets less than
2% chance every time a new supplier is created).

The resulting distribution of entry probabilities for each of the six types of
suppliers is shown in Figure 1. Each milestone (m/s) in the figure corresponds
to 10,000 simulated hours and roughly 2.5 million transactions®. The market
samplers enter the market at milestone 100 when the situation is relatively stable
and try to find their niche. Eventually, size 3 market sampler agents prove to be
competitive and capture a sizable share of the market.

In the following we consider two simulation milestones: one at 110, soon
after the market samplers’ entry, and the other at 290, at the point of the major
success of size 3 market sampler types. These two milestones are depicted in
Figure 1 by vertical lines.

2 For the previously introduced parameters we used the following values: R = 50 miles,
A¢ = 250 customers per hour, ¢™'® = 0.5 $/mile and """ = 1 $/hour. Costs ¢'°
and ¢V for size 1 suppliers were set to 5 and 10 $/hour respectively and reduced
by 3% with each size unit gain.

3 The probabilities are kept constant for the first 10 milestones to let the generators
adjust their (or rather our) pretty volatile initial guesses about the market situation.
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Fig. 1. Probabilities of a new supplier entry for different supplier types as a function of
milestone numbers. Market sampler suppliers are introduced at milestone 100. Vertical
lines denote milestones 110 and 290
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Fig. 2. City snapshot at milestone 110. Price seeker suppliers are white, market sam-
plers are gray

Figure 2 suggests a schematic view of the city at milestone 110. Each supplier
is depicted by a house of a particular shape, depending on the supplier’s type;
price seeker types are white and market samplers are gray. As described earlier,
the concentric circles divide the city in ten equally wide zones with each zone
getting roughly the same number of customer entries per unit of time.

There are two important observations to be made from Figure 2. Firstly,
price seekers dominate the market and, indeed, their size 1 suppliers tend to
congregate in the rim, while size 3 operate mostly in the middle of the city and
size 2 form a ring in between the other two types. Secondly, the distribution of
suppliers is quite uneven with dense clusters and wide open areas situated at the
same distance from the center. The summary of the observations confirms that
the price seeker generators have little regard to the exact placement of suppliers,
while converging to the right distributions as a whole.
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Fig. 3. City snapshot at milestone 290. Price seeker suppliers are white, market sam-
plers are gray
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Fig.4. Average supplier prices with standard deviations (left) and 25 hour half-life

decaying averages of customer costs (right) for 10 concentric city zones at milestones
110 and 290

Figure 3 presents a view of the city at milestone 290 when the market is
dominated by size 3 market samplers and size 1 price seekers. The structure
of the market is evidently different from the one we witnessed 10 milestones
after the market samplers were introduced — the size 3 market samplers are
distributed regularly across the city with the size 1 price seekers surviving in
between and in several remaining clusters.

To complete the comparison of the market situations we introduce Figure 4
with information on the prices and the costs that customers face at the two
considered milestones. The left graph shows the average prices and standard
deviations for the ten concentric city zones. The right graph shows the decaying
averages for the customer costs in the same zones. The concept of the decaying
average is introduced to avoid storage requirements for calculating moving av-
erages in a large scale discrete event simulation. We define the decaying average
da; with a half-life T' for the time interval [t;,¢;+1) iteratively as

v; + (wz - 1)dai_1
w;

ti—ti1
w; =14+ w;_12 T and da; =
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where t; and v; are respectively the value and the time of the event i, and w;
is the weight of all events from 1 to ¢ at time ¢;. Both graphs suggest that
the market populated with market sampler types exhibits more even price and,
subsequently, more even customer cost distributions.

It should be emphasized here that the most important conclusion of our
experiments is that a society of agents that use strategies based on different
approaches, information pools, and reproduction methods does evolve as one
society and produces meaningful results.

4 Related Work

Much research has been done in the last few years in designing pricing strate-
gies for agents, assessing their performance, and seeing how well they adapt to
changing environmental situations [5].

Understanding collective interactions among agents that dynamically price
services or goods is discussed in [14], where several pricing strategies are com-
pared. The major difference between their pricing strategies and the strategies
our agents use is that transportation costs and geographical locations are im-
portant for us, but are not relevant when buying and selling information in an
electronic form. They describe examples of price-wars caused by agents that dy-
namically change their price for information bundles. Their results show how
the pricing decisions that an agent makes affect the market and, consequently,
the decisions of other agents. Because of the complexity of the problem, the
experiments they present are limited to a small number of agents.

A simulation based approach to study dynamic pricing strategies in finite
time horizon markets is described in [10]. The study uses a market simulator and
simple strategies. The results are evaluated in terms of overall profit, but there
are so many variables in the simulation that it is hard to assess the generality of
the results obtained. One of the advantages of using an evolutionary framework
is that it simplifies experimenting by internalizing a variety of parameters that
otherwise would be necessary to describe relationships between agents.

An important conclusion of many studies is that even simple strategies can
be very effective. For instance, Cliff’s [6] Zero-Intelligence Plus trader agents
have minimal intelligence, yet they have been successfully used in continuous
double auctions, where they performed very well even when compared to human
traders [9].

The use of evolutionary methods is proposed in [23], who simulates the evo-
lution of the agent population as they adapt their strategy for continuous double
auctions by observing what happens in the environment. CLff [7] uses genetic
algorithms to learn the parameters that control how his trader agents evolve
their pricing strategies. Along similar lines, an evolutionary system based on
Genetic Programming is presented in [24]. In this system, agents evolve auction
strategies to bid in the electricity market.



166 Alexander Babanov et al.

The major difference between these and the work presented here, is that we
are interested in understanding how strategies of individual agents interact in
the market, as opposed to study specific types of auctions to learn auction rules.

The evolutionary game theory suggests a variety of stability concepts: from
a static and rather unrestrictive Evolutionary Stable Strategy [28] to a strong
Evolutionary Robustness [21] in dynamic games. An Evolutionary Stable Strat-
egy has to satisfy two conditions: (i) it can survive in isolation, and (ii) no
mutation adopted by an arbitrarily small fraction of individuals can invade it by
getting at least the same payoff. In our system a strategy only needs to satisfy
the first requirement. The second is almost never true, since invading strategies
are often able to secure a sizeable portion of the market, yet not able to take
over the market completely. One might think of an appropriate stability concept
as of “competitive” or “niche” stability.

We are interested in providing a methodology for effectively studying multi-
agent systems with a large number of agents. Studying such systems analytically
is often impossible. There are a few attempts to model very large multi-agent
systems at the macroscopic level. Shehory [27] models them using ideas from
classical mechanics. Goal satisfaction is modeled by collisions between dynamic
particles, the agents, and static particles, the goals. The method requires a mea-
sure of distance to the goal, which is hard to do except in cases where agents
operate in a Cartesian environment. The methodology presented in [15] is lim-
ited to systems that obey the Markov property, i.e. such that the agent’s future
state depends only on its present state.

5 Conclusions

We have proposed an evolutionary framework where agents with different pricing
and deployment strategies compete in the same market. New agents are intro-
duced to the market with a probability proportional to the number of agents of
the same type already in the market. New strategies and strategies that have
disappeared from the market may be introduced at any point.

In our current framework, only generators are capable of learning and adapt-
ing to the market situation. Once a supplier has been created, it will stay in its
location and it will keep the price it charges to customers constant for the entire
simulation, or until it is removed from the market for poor performance. This
makes the choices made by the generators specially important for the survival
of each agent type.

We have presented results using two different strategies to select the suppli-
ers location and price. During the simulations we observed how different types
of suppliers occupied different market niches and how new behavior patterns
emerged over time. The referred test case illustrates that in such evolutionary
system several optimal strategies, not only a single optimum one, can survive in
the market after it stabilizes.
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Our current work is aimed at developing an analytical model of the society

of agents, and analyzing how close the experimental results obtained with the
evolutionary framework are to the results predicted by the model.
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Abstract. This paper describes an automated process for designing mechanical
systems based on the adaptive multi-agent system theory. At the beginning of
the design process, the designer adds the elements of his problem: goal,
envelope, constraints, known mechanical components | During the solving
process, mechanical components (previously [agentified[) organize themselves
in order to find a solution, by modifying their parameters, by creating new
mechanical components fitting in with the needs, or by modifying the system
topology. While this paper presents an overview of the theoretical basis of
AMAS theory, it primarily focuses on the method for developing the
Mechanical Synthesis Solver and the results from the first prototype.

1 Problematics

Mechanical design consists in assembling mechanical components such as links (bars,
rigid bodies) and joints (hinges, cams[] ), in order to build a system which performs
an objective function like following a precise trajectory. The kinematic structure
contains the essential information about which link is connected to which other links
and by what types of joint. Moreover, designer may wish to satisfy additional
constraints on available types of components: maximal number of components,
mechanism weight, maximal dimensions, bounding envelopel”

In the SYNAMECL project (SYNthesis of Aeonautical MEChanisms),
mechanical design is composed of two phases: preliminary design and detailed
design. The preliminary design process -which is a pure kinematics study- is
composed of three sub-phases:

1. Search for the topology of the mechanism ([]type synthesis [), in other words
establish how many rigid bodies are used in the system and in which way they
are linked. At this level, the type of joints between bodies and their dimensions
are not considered. Thus, criteria are related to more [abstract[]considerations
such as degrees of freedom of the mechanism and its dimensional space (planar
mechanism or 3D one).

I SYNAMEC is a Growth European project involving SAMTECH (Belgium), ALA (Italy),
CRANFIELD University (England), INTEC (Argentina), PAUL SABATIER University
(France), SABCA (Belgium), SNECMA (France).

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAI 2977, pp. 169-185, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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2. Search for the best alternative from the topology, in other words instantiate the
linkages: for instance, a planar mechanism can only contain prismatic or roto!dal
joints.

3. Dimensional synthesis. In this phase, components dimensions must be adjusted
to fit in with the given goal of the system (following a trajectory for example).

N

-

Fig. 1. Example of mechanism

\

Fig. 1. shows a mechanism example the designer has to provide. The mechanism,
which is made up by tree bars and four hinges (A0, A , B, B0), follows the dotted
trajectory at the point P. Mechanism is contained in a bounding envelop on which the
attachment points are (A0 and BO0).

A mechanism is created by the engineer helped by his intuition, ingenuity and
experience. He processes usually by trials and errors by using some computer aided
design tools such as Catia™ from Dassault Systemesf' or Samcef® Field Mecano™.
This process could be very time consuming and synthesis techniques are not very
used in industry. After the designer completes the preliminary design, the resulting
mechanism should be modified and even discarded at the sight of problems which
occur during the next design phases. Thus, design is the creation of synthesized
solutions in the form of products or systems that satisfy customeris requirements.
Design is a continuous process of refining customer requirements into a final product.
The process is iterative in nature and solutions are usually not unique. It involves a
process of decision making. Recent methodological approaches based on systematic
creation and classification of mechanisms to arrive at the best mechanism in shorter

time are proposed by Tsai [18].
In order to solve this mechanical design problem, we propose a very different
approach based on the Adaptive Multi-Agent Systems theory (AMAS theory). The

2 http://www.3ds.com/en/brands/catia_ipf.asp

3 http://www.samcef.com/
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principle is to solve the problem by a self-assembling process in which the
mechanical components organize themselves from their interactions and the feedback
of the environment. Mechanical components (rigid bodies and joints) are [agentified![]
and the mechanism builds itself by self-organization of its agentified components.
The originality of this approach resides in the manner the re-organization rules work
and in the fact that they are completely independent from the function the system has
to achieve.

So, an automated tool for mechanical design task would be able to autonomously
find mechanisms for the given goals and constraints. Nevertheless, this is a complex
task because the combinatorial explosion between the basic mechanical components
involves a huge space search. This complexity is increased when two other points are
taken into consideration:

1. The designer cannot know the number and type of components the problem
requires.

2. The topological modification of a mechanism leads to change drastically its
global function: the solution space search is discontinuous and no relevant
heuristic exists.

The second section of this paper presents briefly the AMAS theory which is the
foundation of our way to handle adaptive systems. In the second part, we apply this
theory to mechanical synthesis by explaining the overall process and the behaviour of
the basic agentified components. The fourth section gives some results of this
approach for XBars problems. We analyze these results and compare them with
related works in the section five.

2 AMAS Theory

In the AMAS theory (6]), a multi-agent system is a system composed of autonomous
entities interacting in a common environment. A Multi Agent System (MAS) has also
an environment and it can reach a behavioral or a functional adequacy. For example,
in a simulation, reaching a behavioral adequacy is to reproduce the behavior of the
simulated entity; a functional adequacy is to perform the right task, the task for which
the system had been built. We are specifically interested in Adaptive MAS.
Classically such a system is defined by the fact that it is a MAS which is able to
change its behavior to react to the evolution of its environment and has the following
characteristics:

the system is evolving in an environment with which it interacts,

the system is composed of different parts: the agents,

each agent has its own function to compute,

the global function of the system is not implemented in the agents and there is no
global control,

o the design is a bottom-up one: agents are firstly defined.
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In our vision, the important notion is the collective; the AMAS theory must then
lead to a coherent collective activity that realizes the right task. This property is called
[functional adequacyJand the following theorem has been proved 13:

[For any functionally adequate system, there is at least a cooperative interior medium
system which fulfills an equivalent function in the same environment!(

Therefore, we focused on the design of cooperative interior medium systems in
which agents are in cooperative interactions.

The specificity of our AMAS theory resides in the fact that we do not code the
global function of the system within an agent. Due to the agents/ self-organization
ability, the system is able to adapt itself and realizes a function that it is not coded in
the agent, that is emerging and this is due in part to the interactions between
components. If the organization between the agents changes, the function which is
realized by the collective changes. Each agent possesses the ability of self-
organization i.e. the capacity to locally rearrange its interactions with others
depending on the individual task it has to solve. Changing the interactions between
agents can indeed lead to a change at the global level and this induces the
modification of the global function. This capacity of self-organization at the lowest
level enables to change the global function without coding this modification at the
upper level of the system and so the system adapts itself.

Self-organization is founded on the capacity an agent possesses to be locally
[cooperativel ] this does not mean that it is always helping the other ones or that it is
altruistic but only that it is able to recognize cooperation failures called [Non
Cooperative Situations] (NCS, which could be related to exceptions in classical
programs) and to treat them. The local treatment of NCS is a means to build a system
that does the best it can when a difficulty is encountered. Such a difficulty is
primarily due to the dynamical nature of the environment of the system, as well as the
dynamics of the interactions between agents. More precisely an agent can detect three
kinds of NCS:

1. when a signal perceived from its environment is not understood and not read
without ambiguity;

2. when the information perceived does not induce the agent to an activity process;

3. when concluding results lead to act in a useless way in the environment.

An AMAS-compliant system is emergent because its global function is not coded
within the agents. Like for natural systems, the adaptation occurs when the system is
functioning in a given environment. At the conception phase, designers have mainly
to fill in a nutshell associated to each generic class of agents with its cooperative
behavior as described above.

3 Mechanical Synthesis Solver

The development of the software to generate mechanisms has begun with the
University of CRANFIELD for mechanical advices and SAMTECH for the kinematic
simulation engine called MECANO. In this section, we present the global functioning
of the system and the mechanical agents specification.
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Fig. 2. General class diagram of the Mechanical Synthesis Solver

3.1 The Process

The mechanism moves in a specific environment, generally defined by a trajectory,
an envelope and a movement control. Thus, the multi-agent technique needs a
simulation engine which is able to compute mechanical movements (interactions
between components, collision with envelope) and to return information about the
state of each component (position, forces and loads, for example) to the multi-agent
system. During the analysis phase of this problem, an agreement between partners has
been reached to use MECANO as the environment engine. Thus, the software learns a
relevant mechanism by using a loop composed of the cycle: MECANO simulation
followed by the agents self-organization (Figure 4). This is the basic learning
evolutionary process of the mechanism. Each cycle is decomposed into three phases:

1. Simulation engine computes the motion of the current mechanism.

2. Data related to the new mechanism state are sent to the mechanical agent in order
to update them.

3. The AMAS tool performs [optimization[![tesolving non cooperative situations
detected by the mechanical agents compliantly the AMAS theory- that leads to a
new mechanism.

The interface with the simulator is performed through files which describe, in
input, characteristics of the mechanism, the environment and the commands related to
the whished motion (the [actuation function(), and allow to recover the new
mechanism characteristics after the motion performed by MECANO.

Figure 2 shows the global class diagram of the Mechanical Synthesis Solver
specified with UML (Unified Modeling Language) notation.
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Design of the multi-agent system was performed in three steps (see 3.2 for
details):

1. Identification of agents: mechanical components are represented by agents.

2. Specification of non cooperative situations and related actions: this work was
performed in collaboration with the CRANFIELD University.

3. Implementation of agents from a generic model.

These development steps are compliant with the methodology of AMAS-based
systems design called ADELFE (French acronym for [Atelier pour le Developpement

de Logiciels [JFonctionalit[ [Emergente) which is currently under development ([3]).

Next Simulation
Step

Fig. 3. Adaptation process for type synthesis of mechanisms

3.2 The Mechanical Agents

Following the ADELFE methodology, the design of Mechanical Synthesis Solver has
focused on two main steps: the identification of agents and the specification of the
non cooperative situations and related actions for each type of agent.

3.21 Identification of Agents

Every basic mechanical component of the component library (chosen from the
MECANO element library) will be an autonomous entity which has to collectively
self-organize. Each autonomous agent is able to manage its own mechanical-related
characteristics (for instance, length for a bar) and has some agent-related capabilities
(communication, memorization, believes management[! ). The prototype which is
currently developed includes the following components as agents: hinges, bars,
attachment points and trajectory points.

A trajectory point agent is an exception: it does not represent any mechanical
component. Its goal is to fit with the trajectory. It can perceive the distance between
its position and the goal trajectory and interprets any situation for which this distance
is different from zero as a non cooperative situation. A trajectory point agent can fix
itself on rigid bodies and define its own attachment position on the rigid body.
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3.2.2 Non Cooperative Situations and Related Actions

As explained in section 2, a designer of an AMAS-based system has to exhaustively
specify the non cooperative situations which may occur for every agent. A
mechanical expert advice is necessary for the definition of these non cooperative
situations which lead the self-organizing process. They are situations in which an
agent decides to change its internal parameters (adjustments) and/or its place in the
current mechanism (topology transformation). The detection of theses situations has
to be only performed on the local available information of an agent.

This work was performed in collaboration with mechanical experts from
CRANFIELD University ([7]). All situations are derived from the cooperation
definition given in section 2, and may be classified in three types: incomprehension,
incompetence and uselessness ([13]).

As agents share the same application field and a common language, thus
ambiguity or misunderstood situations cannot occur (see case one in the AMAS
theory part). The following table (Table 1) is an example of a uselessness situation for
a bar agent (case three in the AMAS theory):

Table 1. Uselessness situation for bar a agent

Name Uselessness
Description The agent is totally useless in the mechanism.
Condition(s) The agent is linked with none other agent.
Action(s) Find a link with a join agent

Create a new agent join agent

Suicide

Obviously, when a mechanical component is separated from the global
mechanism it is totally useless. In this case, its corresponding agent tries to integrate
it or, when failing, it disappears. This situation is defined in the same way for other
agents but actions [links[Jand [ereations[Ican only concern [tigid body agents[I(such
as bar agents).

Some situations are related to the goal and can be linked with incompetence
situations. Here is an example of such a situation for a bar agent:

Table 2. Goal incompetence situation for a bar agent

Name Goal incompetence

Description Direct perception of a stiffness related to a
difference between ideal and real trajectory

Condition(s) The value of [goal stiffness(lis not nil

Action(s) Change position of the bar extremities
Break a link with one of its adjacent agents
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In this case, the agent perceives local information (the stiffness see [5.1)
indicating that the environment is not satisfied by the behaviour of the system. At this
stage, the agent must decide if this feedback is related to its own activity by taking
into account his beliefs and memory about previous interactions. This feedback
allows also the agent to adjust its beliefs about the relevance of its actions and the
other known agents.

Observing the corpus of agent actions, one can see that self-organizing approach
for mechanical design allows discovering topologies from scratch: at the beginning,
the mechanism can be empty. The self-organization process is composed of four
phases:

1. Component apparition. When the current topology is sub-optimal (for example
there exists some residual stiffness for the trajectory point), a new component is
added from the set of generic agents.

2. Component reorganization. When a given component of the current alternative is
frequently in uncooperative situation, it tries to modify its location (for example a
bar links with another component of the system).

3. Component adjustment. When uncooperative situation occurs in a component, it
tries to self-adjust in a better way (for example a bar can modify its length).
Thus, the global system finds the better response for a given alternative.

4. Component disappearance. When a component had a great amount of
uncooperative situations, he [thinks(]to be useless. The component deletion
occurs only after trying to find a relevant location inside the mechanism.

Thus, the core process of self-organization is deciding if the current alternative is
relevant to achieve the goal of the mechanism. In this paper, results of this core work
from two usual examples in mechanical design, the XBars problem, are described.

4 Results

The first developed version is a prototype with reduced functionalities: it only focuses
on the basic [X-bar[] problems solving. These problems consist in finding
mechanisms whose one point must follow a given trajectory. These mechanisms are
composed of basic components such as bars, hinges and attachment points (to fix the
mechanism on the envelope). So, the agents that are available in the prototype are
related to these three mechanical components. They are also linked to an agent
[trajectory point[Iwhich represents the point that must follow the trajectory defined
by the user.

For this first prototype, we only test the dimensions adjustment problem which
takes place with the third sub phase of the preliminary design: the mechanism has to
adapt the length of the bars in order to the point fits with the given trajectory.

4.1 3-Bars Problem

The 3-Bar problem consists in a mechanism composed by three bars, four hinges and
two attachment points. The goal trajectory is a vertical straight line.
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Fig. 4. Initial state of a bad-dimensioned 3-Bar mechanism

The Figure 4 shows an initial state [Wwith bad dimensions- of a 3-Bar mechanism
(the centered straight line is the trajectory, and the trajectory point is on the middle of
the central bar):

The actuation is a rotation on the upper left hinge: it performs cyclically a wipe of
0.4 radians by steps of 0.05 radians. A cycle is the number of steps motion the system
realizes in order to find the same position. In this case a cycle is composed of 16 steps

In figure 5, the curve measures at each step the error (abscissa) of the mechanism,
i.e. the distance between the point and the trajectory (ordinate). This figure shows that
the mechanism adjusts itself quickly (less than one cycle) and reaches a configuration
in which the distance is lower than 0.1.

In this simulation, the process runs 48 steps that correspond to 4 cycles. After the
great changes obtained during the first steps, the adaptation very slightly improves the
global behavior.

4.2 5-Bars Problem

The 5-Bar problem consists of a mechanism composed of five bars, four hinges and
two attachment points. The goal trajectory is a horizontal straight line.

The picture below shows an initial state [with bad dimensions- of a 5-Bar
mechanism (the straight line at the bottom of the figure represents the trajectory and
the trajectory point is at the bottom of the triangular structure):

The actuation is a rotation on the upper left hinge: it cyclically performs a wipe of
0.4 radians by steps of 0.05 radians. Here, there also are 16 steps for a cycle.

In the figure 7, the abscissa and ordinate have the same meaning as in the figure 5.
The figure shows that the mechanism converges toward a solution and that the
distance between the trajectory and the point decreases. However, solving is slower
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Fig. 6. Initial state of a bad-dimensioned 3-Bar mechanism

than for the 3-Bars, because the maximum distance during the 40th cycle is still about
0.12. This comes from three reasons:

1. A 5-Bars mechanism contains more components than a 3-Bars one. This gives
more fuzzy information to local agents and leads to adjustments that are not
always relevant.

2. Stiffness (see 5.1) comes from geometry (and not cinematic) analysis of the
mechanism. Thus, the derived agent adaptation is sometimes relatively poor.

3. All cooperative behaviors are not yet implemented inside agents. This certainly
reduces the adaptation efficiency for the more complex mechanisms.
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Fig. 7. Distance to the trajectory (ordinate) of a 5-Bar mechanism as the function of step
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4.3 Further Developments

The results are satisfying and the further objectives are foreseen as:

e Implementation of the full self-organizing process for agents: adding non
cooperative situations and related actions to process topological modifications
and to allow adding/deletion of agents. The specification has already been
performed with experts from CRANFIELD University ([7]).

e Definition of new types of agent to complete the set of available agents: the
specification has already been performed with experts from CRANFIELD

University (7]).

The adjustments-related actions will be improved in order to obtain a quicker
convergence time. This improvement will be at the agent behavior level and more
precisely in the action module. Indeed, the current data processing that calculates the
modifications is not optimal and can be improved: for instance, by adding a memory
of the previous actions an agent performed in order to take them into account.

5 Analysis and Comparison

The results given by the MSS for the 3-Bars and the 5-Bars problems are similar to
those computed directly (without learning) by MECANO when we give the
theoretical dimensions. This indicates the relevance and efficiency of the local
adaptation process derived from the AMAS theory.

5.1 Emergence

In the section 2, we claim that systems design following AMAS techniques provides
solutions that are emergent. Actually, the mechanical agents behavior does not
contain any part which directly processes the [distance to trajectoryIdecrease. Fig. 8.
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shows correlation between the local [non cooperation[ | measure of agents and the
distance to the trajectory. The top dots represent the average distance to the trajectory
during a complete cycle (16 steps) and the lower ones represent the average non
cooperation degree [or stiffness- of the whole system (the sum of non cooperation
degrees of all the agents).

The stiffness depends on the distance error between the trajectory point and the
trajectory objective. This global information is the feedback of the environment
(returned by the MECANO tool) but unknown by the agents. Nevertheless the
geometric approach computed by MECANO allows giving a local stiffness associated
to each agent. This local stiffness is neither exactly informative to the magnitude of
adjustment to apply nor its direction. This information is derived from the cooperative
learning process of the agents.
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Fig. 8. Distance to the trajectory (up) and stiffness

There is a strong correlation between the local and global criteria of non
cooperation (distance to the trajectory is considered as the non cooperation measure
of the whole system). That experimentally shows that the local reasoning of the parts
of a system leads to a global emergent behavior.

5.2 Related Works in Mechanical Field

There is very few works on preliminary design problematics in literature; besides the
A-Design application which is based on a global evolutionary algorithm and a
mechanism synthesis method develop by Lung-Weng Tsai, only tools which support
designers exist (DAO, CAO, simulators [1).

5.21 A-Design

This tool was developed by Campbell, Cagan and Kotovsky ([4]) from Carnegie
Mellon University. The solving process is a classical evolutionary one whose
selection, generation and reproduction operations are performed by multi-expert
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systems based on agent principle (one agent for each expert module) and blackboard

architecture. Authors argue in 4]: [This system differs from previous work in that 1)
designs are not only generated but iteratively improved upon to meet objectives
specified by a designer, 2) synthesis of designs is performed within a rich descriptive
representation of components and configurations that models real-world component
interactions, and 3) key design alternatives are retained to allow the system the
flexibility to adjust to changes in the problem description made by the designer
throughout the design process. |

However, this method is very time and memory consuming because the system has
to handle a set of mechanisms whereas In the Mechanical Synthesis Solver, we only
deal with one mechanism which adapts. Moreover, modification and evaluation
operations are complex to develop and are related to the problem the system has to
solve while mechanical agents of the Mechanical Synthesis Solver always have the
same behavior which is related to their function and to the non cooperative situations
independently of the problem. As the solving process is based on the global
evaluation of the mechanism, this method clashes with the need to deal with a
discontinuous space search. AMAS theory provides a solution to develop systems
which are able to avoid this clash because the global solution is not known by the
agents and emerges.

5.2.2 Mechanism Synthesis Method

Recently a new approach based on an abstract representation of the kinematic

structure has evolved, it is extensively developed in the book of Lung-Weng Tsai

[The kinematic structure contains the essential information about which link is

connected to which other links by what type of joint. It can be conveniently

represented by a graph and the graph can be enumerated systematically using

combinatorial analysis and computer algorithms] 18]. This methodology is

composed of three main steps:

1.  Enumeration of all possible solutions (according some functional requirements)
using graph theory and combinatorial analysis.

2. Creation of a class of feasible mechanisms based to the remaining functional
requirements.

3. Iteration on candidates in order to find the most promising for the product design.

4. This methodology has been successfully applied in the structure synthesis of
many domains. In the Synamec project, Alberto Cardona ([8]) is working on a
tool based this methodology. This software will use genetic algorithm to evaluate
candidate mechanisms.

As in the MSS tool, this approach based on kinematic structure needs to evaluate a
given mechanism at a time. Nevertheless the evaluation engine on MSS is exactly the
same we use to transform the current mechanism in order to find a more relevant, and
theoretically all the functional requirements could be considered for this evaluation.
We think that these considerations increase the search efficiency and thus reduce the
time to conception.
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5.3 Works Leaning on Self-Organization Using Cooperation

Hogg and Huberman in [16] showed that when agents cooperate in a distributed
search problem, they can solve it faster than any agent working in isolation. A similar

result was obtained by Mataric in 19] with a set of mobile robots foraging in order to
bring back tiles to "home". She has observed that when the number of individualist
robots increases, the global performance decreases due to the interfering activities.
For her, the ideal result will be obtained with robots having altruistic behaviors.

Steels in 23] have taken an interest in self-organization in the case of two
applications. The first concerns the foraging of a geographical zone by several robots.
The self-organizing mechanism is similar to the one made by ants when they try to
find food a depositing of crumbs simulates the pheromone depositing, which guides
other robots. The second application concerns the autonomous elaboration of a
vocabulary by several agents present in a given environment. Each agent possesses
for that its own set of associations word/meaning. So it can experiment associations
used by other agents present in the system according to the following 3 manners:
either by propagating the association it possesses, or by creating a new association or
by self-organization (based on retroaction mechanism and allowing the agent to bring
up to date the confidence it has in its association).

Cooperation was extensively studied in computer science by Axelrod [2] and
Huberman 17] for instance. From the initial studies about the condition of
cooperation emergence in societies, the question was now extended to the more
general problem of the emergence of norms (see Flentge, Polani and Uthmann 11] on
this question). "Everybody will agree that co-operation is in general advantageous
for the group of co-operators as a whole, even though it may curb some individual s
freedom." (Heylighen 15]). Relevant bio-inspired approaches using cooperation are
the swarm algorithms (Kennedy and Eberhart [26]) and the ants algorithms (Dorigo
and Di Caro [9]) which give efficient results in many domains. We have shown in 24]
that natural ants have a behaviour very closed (but not perfectly) to the cooperative
one we gave in the AMAS theory.

Multi-agent learning relies on, or even requires, the presence of multiple agents
and their interactions. Many authors in this domain (Goldman [14], Sekaran 21], Sen
22], Weill[24]) have studied the role of social behavior of agents on the global
performance. They found that cooperation between agents improves the results. If we
consider each agent of the system as a piece of knowledge, these works mean that
knowledge is well learnt when it is organized in a cooperative manner. This is a
criterion independent of the meaning (the semantic needed for common knowledge),
and thus could be a good approach for a general learning theory based on
cooperation.

6 Conclusion

This paper presents a new approach to solve autonomously the preliminary synthesis
problem. The main principle of Mechanical Synthesis Solver -based on the Adaptive
Multi-Agent System theory- is to [agentify[Imechanical components and gives them
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a cooperative behavior: they are able to locally detect non cooperative situations and
to solve them. We also present results from a prototype of this software which lead us
to claim that this approach is relevant.

The AMAS theory and its application to mechanical design is a mix between two
main approaches:

1. Works on problem solving based on multi-agent systems where agents have a
great autonomy in order to adapt their behaviour according to their local
situations. This idea is closed to ants algorithms [9] or particle swarm
optimization [26] in adding explicit agent cooperation reasoning to guarantee a
coherent space search process.

2. Works directed by fitness decision like genetic algorithms (see A-Design in
[5.2.1) and derived algorithms based on evolution of population of [$olutions(]
and using a fitness function (particle swarm optimization algorithms [26] and
other evolutionary algorithms using implicit or explicit operators). Nevertheless
our fitness criterion is not directly based on global function evaluation, but a
local one for each agent and its cooperative behaviour with its neighbourhood).

Further development will focus on the improvement and completion of agent
behaviors in order to perform autonomously the type synthesis phase of design.

In order to test a theory (by falsification or validation) a great amount of
experiments must be done in various fields. For this reason, we have implemented our
theory on cooperative self-organization on many applications:

1. The first was the tileworld game (Piquemal 20]) in which we have
experimentally verified that cooperative agents have better results than selfish
ones.

2. The second concerns an application of cooperative information systems with
France-Telecom (Camps 5]) and with Deutsch Telekom (Athanassiou 1]). In this
software, the agents representing the users and the services create a dynamic
network of mutual interest based on the cooperative self-organization process.

3. The third is about a national multi-disciplinary project about natural and artificial
collective intelligence. The results of a cooperative self-organized ants society
application gives performances at least better than natural simulated insects
(Topin [24]).

4. The fourth is a real-time application for flood forecast (Georgl) 12]). This
software runs in the organism in charge of crisis situations in the Midi-Pyr(nles
region of France and depending of the Ministry of the environment.

Usual search algorithms (stochastic or determinist), which impose the knowledge
of a cost function have the same global efficiency when the corpus of examples are
sufficiently large. [In our investigation of the search problem from this match-f-to-a
perspective, the first question we addressed was whether it may be that some
algorithm A performs better than B, on average. Our answer to this question, given
by the NFL theorem is that this is impossible[110]. Surprisingly, we have observed
(using the same algorithm pattern derived from AMAS theory) the same
performances in all the applications cited previously. An explanation of this fact (not
a demonstration) could be the inexistence of global cost functions for theories
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allowing the emergence of the global function: the global function is unknown and
obviously we cannot have an associated cost function. This could be a reason to
investigate massively the field on really emergent algorithms. This reflexion is based
on experiences where:

1.  We can know, as an observer, what is the global optimum. For example in the X-
bar problems, there are optimal known solutions and we can judge the result
given by the system.

2. Though the search space has a huge amount of local minima, the system avoids
them. We have observed this in applications such as flood forecast, ant foraging,
time tabling /]
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Abstract. We outline new results coming from multi-agent based social
simulation (MABS) that harness “tag-based” mechanisms in the production of
self-organized behavior in simulation models. These tag mechanisms have,
hitherto, been given sociological or biological interpretations. Here we attempt
to move towards the application of these mechanisms to issues in self-
organizing software engineering — i.e. how to program software agents that can
self-organize to solve real problems. We also speculate how tags might inform
the design of an unblockable P2P adaptive protocol layer.

1 Introduction

It would seem that one of the major goals that inspired the agent-based approach (at
least initially) was the idea of systems that could self-organize functionality to solve
problems [12, 20]. Agents would work together, dynamically employing each other's
skills to achieve their individual and collective goals [13]. The key here was that a
human engineer would not be needed to pre-specify the exact nature of this kind of
future interaction (i.e. it would be self-organized).

Although a lot of effort has been directed at the infrastructural base required to
realize this goal (languages, architectures, protocols, standards and platforms) much
less effort seems to have been directed at the more fundamental issues — i.e. how to
make it all “hang-together” [12, 13]. More specifically, if we view an agent based
system as a kind of artificial society composed of various types of artificial agents
then what kinds of mechanisms do we need to implement to allow those agents to
form productive teams or institutions? How do we get agents to self-organize their
society, rather than requiring the MAS engineer to program everything directly
(limiting the complexly possible with current techniques)? Put another way, can we
generate and apply a kind of “artificial social science” to the engineering of MAS?
What might this kind of “science” look like and how would it be applied?

Over the last ten years a broad multi-disciplinary approach has formed which aims
(at least in part) to address this very issue [3]. Often termed “Artificial Societies”
[4, 2] when applied to possible or abstracted systems and Agent Based Social

G. Di Marzo Serugendo et al. (Eds.): AAMAS 2003 Ws ESOA, LNAI 2977, pp. 186-194, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Simulation (ABSS) when applied to human systems, a growing body of knowledge is
being generated. For an overview of current work see contributions to the Journal of
Artificial Societies and Social Simulation (JASSS) . Social simulation has always
been involved with “messy” systems [24] (i.e. human systems) and consequently has
explored mechanisms that may explain order within them.

Within the broad area of Artificial Societies, Multi-Agent Based Simulation
(MABS) and Agent Based Social Simulation (ABSS) a number of socially inspired
models of self-organized behavior have been explored. In this paper we outline some
recently presented “Tag Based Models” (TBMs) [5, 6, 7, 8, 18] and indicate how, we
believe, the mechanisms identified in these models may begin to be applied to the
construction of self-organizing software.

1.1 Tag Based Models

The use of “tags” for the facilitation of self-organization in artificial systems was first
explicitly discussed by Holland [11]. Tags are identifiable markings or cues attached
to agents that can be observed by other agents. Tags can also evolve or change in the
same way that behaviors can evolve and change (for adaptive agents). In a system in
which agents evolve artificial genotypes that determine their behavioral traits, tags
can be viewed as phenotypically visible portions of the genotype. Early TBM's
demonstrated the powerful cooperative effect that tags may foster within some simple
repeated interaction scenarios [17].

More recently, TBMs have been advanced that show cooperation and altruism
evolving in one-time interactions [5, 6, 18, 22] and facilitating modest forms of agent
specialisation and group formation [7, 8]. Also some TBMs demonstrate “reverse
scaling” properties where the introduction of more agents produces efficient solutions
more quickly [8].

1.2 Paper Outline

Here we outline initial ideas towards the application of the mechanisms identified in
these models to the engineering of working information systems that have the ability
to self-organize. In another paper [8] we described a simulation model in which we
applied a TBM to a simulated robot warehouse-unloading scenario first described by
[15, 16]. There we demonstrate that robots controlled by a tag-based mechanism
outperformed so called “socially rational” [14] and “selfish” behavior. Firstly we will
outline the original scenario and results obtained and then we will described how
these mechanisms might be applied in a dynamic peer-to-peer environment to self-
organize load-balancing strategies.

2 The Warehouse Scenario

Robots must work together to service the arrival of deliveries to a warehouse. There
are ten loading bays into which trucks can arrive to be unloaded at any time (if the
bay is empty). To each bay five robots are assigned to unload the trucks. While
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working, the robots unload at a constant rate. Robots are rewarded according to how
much of the goods in their bay have been unloaded. Robots may help in the
unloading of other bays but receive no reward for this. All the bays start empty. If a
bay is empty, a truck of size s may arrive with a probability of p in each cycle. The
truck stays there until it is empty, then it leaves. Thus the probability, p, is inversely
related to the time the bay is empty and the truck size, s, related to the contiguous
unloading time.

Each robot has an integer tag T [1..500] which is visible to all the other agents.
The only function of the tag is that it is visible to others — it has no other direct
significance. The tag-based mechanism is an evolutionary process that acts upon the
tags (as well as other behavioral traits) of the robots as they do the unloading. In each
cycle each agent can do a fixed number of units (5) of unloading. For each unit, if the
agent has a lorry in its home bay it asks another agent for help. First it sees if there is
another robot with an identical tag and asks them, if there is not it asks a randomly
selected robot. Whether the asked robot responds with help depends upon its strategy,
which is composed of two Boolean values: whether to help if it already has its own
lorry to unload (L); and whether to help if it does not have a lorry to unload (N) — i.e.
if it is idle. Thus the asked robot consults one of L or N depending on whether it has a
lorry in its bay and acts accordingly.

At the beginning of each cycle the T, N and L value triples are reproduced into the
robot population probabilistically in proportion to the amount that the robot who had
them had unloaded in its own bay. With a certain probability of mutation (0.1) these
values are replaced with a random new value. Thus successful tags and response
strategies are preferentially replicated to the robots for the new cycle. It is therefore
likely that if a robot is relatively successful it will be replicated more than once and
there will then be at least one other robot with the same tag to cooperate with. No
contracts or joint / group utilities are used — the cooperation that emerges is entirely
due to the implicit emergence of groups of robots with the same tags. It is a kind of
solution to a commons tragedy without central planning [9].

The above outlined tag-based agent decision making is compared to the two ‘hard-
wired' reference cases, where robots are all “selfish” or “social”. In the selfish case
robots never help another robot and, hence, only unload trucks in their own bay. In
the social case all robots unload from their own bay if there is a lorry there and
always help another if there is not and it is requested to do so (i.e. robots will help
others if idle and requested to do so). Each simulation was run for 500 cycles (which
allows for each robot to unload a total of 2500 units). Statistics were collected from
the runs including the percentage of time the robots were idle.

Figure 1 shows for each kind of decision function (or strategy) the total amount of
time units wasted by robots sitting idle. An efficient system will minimize this value.
Results are given for three different loading scenarios (different values of p and s).
When p is small but s is large then deliveries are more sporadic, with lots of help
required in bursts, but when p is high and s is low then jobs are arriving at a smother
constant rate.
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Fig. 1. Total robot idle time for each loading scenario as a percentage of total robot time

The results given in figure 1 demonstrate a very interesting property of the tag
strategy. As expected the selfish strategy performs poorly since idle robots wont help
others in other bays, the social strategy performs more efficiently than the tag strategy
when p is high and s is low. However, for the two other loading scenarios the tag
strategy outperforms the hardwired social strategy. It would seem that the system has
self-organized to respond to the sporadic loading scenarios — we are currently
investigating the exact dynamics that lead to this very encouraging result. We
speculate however, that the tag strategy allows agents to abandon unloading their own
trucks in order to help with a newly arriving truck — which would potentially reduce
idleness. This is something that the hardwired social agents cannot do. Here we
believe we have found an example of the tag system producing a better solution than
an intuitively hardwired socially rational solution. Indeed the original purpose of
applying tags to the model was to explore an alternative to conventional modes of
agent rationality [19, 21].

3 Self-organized P2P Using Tags

We now outline how the simulation above, which involved robots in a warchouse,
might be applied to a peer-to-peer environment in which client/servers need to
distribute jobs.

Assume we have a networked environment in which a number of peer
client/servers (which we will call agents) handle job requests passed to them from
users. The jobs might be information request requiring the searching and filtering of
various data sources or even processing jobs requiring the application of
computational resources. In any case, each agent can only handle a certain number of
jobs at a given time. An agent may, if it is already servicing several jobs, ask another
agent to deal with a request. However, the process of locating another agent and
making the request would entail computational costs. Let us impose an additional
constraint in this hypothetical scenario — assume that credit (however determined) is
apportioned from the user to the original agent requested (if the job is performed
adequately) no matter which agent actually tackled the job. This latter point simplifies
the situation somewhat; since we only require users to connect to a single agent and
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issue a job request, if the request is met then credit is apportioned in some manner
(this could be as simple as some kind of direct payment, or less direct such as causing
increasing use of the agent).

We argue here that if we recast our robots from the warehouse as agents in our
network and arriving lorries as job requests from users then we have the basis for a
self-organizing load balancing system. How would “reproduction” of a new
generation based on credit be achieved in a network peer-to-peer environment? The
only condition for this would be that agents periodically compared their credit against
that being attained by another and copy the strategies and tags of the other (if the
other was attaining higher credit). Such a mechanism would be enough to drive an
evolutionarily process. We argue that the simulation results from the warehouse
scenario are applicable here — although the minor differences (i.e. each agent
receiving direct credit and a slightly different evolutionary mechanism) ultimately
require testing in a new simulation model.

Such a tag-based method of job distribution in a dynamic environment would incur
minimal overheads — since no central planning, or large amount of information
passing is required.

3.1 Specialization and Cooperation

Here we describe a further TBM [7, 8] and in a following section again suggest how
the model may be applied to a self-organizing software application scenario. In this
model agents are placed in an environment where the formation of groups with
internal specialization would produce a beneficial collective effect. Agents are
selected at random and awarded resources. However, to “harvest” the resources
agents require the correct skill. If they do not have the correct skill they may pass the
resource to another agent with that skill (at a cost to themselves) or simply discard the
resource. Each agent stores a single integer number representing its skill {1, 2, 3, 4,
5} (an agent can only store one skill). Each agent stores two real values: a tag from
[0..1] and a tolerance (also in [0..1]). An agent considers another to be in its “group”
if the absolute difference in their tag values is less-than-or-equal to the tolerance
value of the agent. Agents with higher utility (derived from harvested resources) are
periodically copied by others and mutation is applied with some small probability to
skill, tag and tolerance values.

During each cycle agents are selected at random and given some number of
resources. Each resource is associated with a skill (randomly selected). If the agent
posses the correct skill then it will harvest the resource (and gain one unit of utility)
but if the agent does not posses the required skill then it will search the population for
an agent that is part of it's group with the required skill and pass (donate) the resource
(at a cost to itself). It would seem that agents with low tolerances (and hence small or
empty groups) would perform well because they would not incur the costs of
donation — that is, they would act selfishly. However, a collectively rational solution
would be for groups to form with a diversity of skills, that way each member of the
group would benefit by passing appropriate resources among each other. After all
agents have had some number of awards (this value was varied see below) agents are
reproduced probabilistically based on their relative utility to form a new population
(the population size was fixed at 100 for this model).
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Fig. 2. Donation rates against number of resources awarded to each agent in each cycle

Figure 2 shows results from simulation of the model. Results are averages over 5
runs each to 30,000 cycles. The number of resource awards is the number of times
each agent is given a resource (in each cycle of the simulation) that it can keep,
donate or discard. The donation rate is the proportion of times agents donate the
resources they are awarded. It indicates the percentage of attempted donations (passes
of resources) that result in success (i.e. find a recipient). Notice that the results show
that neither pure individual rationality nor collective rationality dominates completely
for all numbers of resource reward. However, remember that for high donation rates
to occur agents must form groups that contain a diversity of skills. Consequently we
are asking a lot more from a simple learning process. Given this we still note that
even when the cost of donation is half that of the benefit (cost = 0.5) to the receiving
agent, there is still a donation rate of 30% for the lowest number of resources
awarded per agent per cycle (this being 1 award). This is far from what individual
rationality (individual optimization) would produce (0%) but still means that 70% of
resources are being wasted by the system — far from full collective rationality.
However when the number of resources awarded to each agent is increased this value
quickly increases. When a resource award is set to 5 the donation rate is above 70%
for both cost levels. This result indicates that a sufficient number of resources need to
be awarded to agents before they adapt their behaviors. Considering the simplicity of
the learning system and the requirement that agents have to produce groups that are
internally specialized this is a very promising result.

3.2 Emergent Specialization in P2P

Consider a P2P environment similar to that described previously. In that scenario
each agent (client/server node) could process any job that was passed to it by a user.
In this sense each agent was a generalist — it could potentially accept any job. The
agents could ask for help from others if they were overloaded with jobs. Consider a
more realistic kind of scenario in which each agent can deal with some subset of
possible jobs, for example some agents may be able to locate information on the web,
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others may be able to store and retrieve information at a later date others may offer
certain kinds of processing (for example, converting a document from one format to
another).

We argue the results from the previous simulation indicate that tags may be used to
address this problem. A user can pass any agent any job; the agent will then either
accept the job (if it has the correct abilities) or pass the job (if it does not have the
correct skills) or discard the job. The above simulation results indicate that even if the
act of locating another agent with the required skills is costly to the referring agent,
this may still evolve, from a process of copying those who are doing relatively better.
Again a relatively simple process involving tags (i.e. no central control, contracts or
sophisticated redistribution of credit) can produce efficient levels of self-organized
structure.

Obviously such a model is very simplistic, more sophisticated agents could learn
when to apply their skills to a job (learning of a context or domain of application) [1]
and also adapt their behavior to improve their job performance.

3.3 An Unblockable Adaptive P2P Protocol?

We speculate that the cooperation producing process outlined above (for detail see
[5]) in PD might be interpreted as the dynamics over time of a set of P2P file sharing
systems. Each unique tag represents a unique protocol — i.e. tags are protocols.
Agents sharing protocols can interact — cooperation involves productive sharing of
computational and data resources (file sharing) and defection involves some non-
cooperative activity (not sharing, hogging bandwidth, spyware deployment).
Mutation of the tag represents an adaptation or innovation of a protocol. Mutation of
a strategy represents innovation of action or even external blocking mechanisms
imposed by network providers.

Assuming that agents could intelligently adapt protocols (implemented on-top of
the IP and, say, producing permutations of HTTP wuser / client interaction
masquerades such that packet content contained no simple identifiable pattern over
time) and communicate those new protocols to their in-group (i.e. those sharing the
current protocol) then the tag results obtained in the simulations encourage us to
conjecture that this could be a basis for an unblockable adaptive P2P protocol since
protocol innovation would be endogenous and fast (assuming thousands or millions
of peers). At present this is merely a conjecture and requires further development.

4 Conclusion

We do not claim to have delivered a blue-print for self-organizing software
applications in this brief paper, rather we wish to demonstrate the at least some ideas
coming from the ABSS community have some possible future application in self-
organizing information systems. We appreciate that we are far from this goal and that,
indeed, we require parallel developments in infrastructural technologies. We only
offer an initial step in what could be a productive direction.
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However, we argue that via rigorous empirical analysis of ABS and the movement
of algorithms from sociological or biological interpretations to information
technology solutions and the construction of a series of simulation models — moving
closer to implementable systems — some open issues in harnessing self-organization
may be productively addressed.

In the first model we showed there that there is no need for complex credit
allocations or contracts etc, that tags were sufficient to self-organize collective
behavior that (in some task environments) would outperform what would seem to be
the intuitively optimal (collective rational) solution (i.e. help when idle, ask when
busy). In the second model we demonstrated that a simple form of internal
specialization could be attainted using tag processes.

We are encouraged by our initial forays, which seem to suggest that algorithms
and techniques embedded in models created for one purpose may be applied for
different purposes. Our ambitious hope is that future work may continue to identify,
reproduce and test various emergence-generating algorithms producing a kind of
typology of emergence techniques and their scope of application.
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Abstract. We are developing a decentralized approach to trust based
on referral systems, where agents adaptively give referrals to one another
to find other trustworthy agents. Interestingly, referral systems provide
us with a useful and intuitive model of how links may be generated:
a referral corresponds to a customized link generated on demand by
one agent for another. This gives us a basis for studying the processes
underlying trust and authority, especially as they affect the structure
of the evolving social network of agents. We explore key relationships
between the policies and representations of the individual agents on the
one hand and the aggregate structure of their social network on the other.

1 Introduction

This paper considers two problems, a practical and a theoretical, and comes up
with an interesting interrelationship between them. The practical challenge is
how to engender trust in decentralized settings consisting of autonomous par-
ties. In such settings, we cannot rely on a centrally trusted authority. In fact,
current approaches based on certificate authorities are fundamentally impover-
ished because they do not take into account actual evidence about the behavior
of a given party, i.e., whether it has been observed to be trustworthy or not by
the parties that have interacted with it. Reputation mechanisms, such as the one
on eBay, address the question of evidence directly, but they are still centralized.
They assume that accurate ratings can be assumed and effectively aggregated.
Such ratings are typically just scalars (possibly augmented with free text com-
ments). However, trust is often multidimensional. Moreover, the best ratings are
those that are obtained privately and from parties that you know personally. We
take this idea and formalize it into the notion of referrals, where a referral can
be viewed as an endorsement.
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On the theoretical side, studies of Web structure have also assumed the links
from one to page to another indicate some sort of an endorsement. This assump-
tion leads to the heuristic that a metric such as the PageRank of a page measures
its authoritativeness [3, 4]. Informally, a Web page has a high PageRank only if
it is pointed to by Web pages with high PageRanks, i.e., if other authoritative
pages view this page as authoritative. Current work on Web structure generally
mines the Web and then studies graphs induced by links among Web pages. It
offers statistical models of the Web and its evolution, e.g., [2, 13], but doesn’t
capture the reasoning by each creator of a link, through which a link can be
taken to be an endorsement.

Fortuitously, our referral-based approach for finding trustworthy service
providers gives us a direct means to model the evolution of a “social” network
of agents. We can consider the various representations and strategies or policies
used by the agents along with distributions of true authoritativeness and relate
these to each other. Our study of the processes of linkage and referrals offers
some key benefits:

— It applies in helping determine trust in dynamic settings.

— It gives us a basis for understanding how trust and authoritativeness emerge,
potentially leading to mechanisms that cannot be easily violated.

— The above mechanisms can be used to develop measures of authoritativeness
and trust that apply to settings such as the Deep Web, where Web sites
respond to queries, but do not carry statically linked pages.

Our study is conducted as a series of simulation experiments where we can
control the policies of the agents. These experiments consider up to several hun-
dred agents. Although this is far from the size of the Web, the simulations can
still offer some understanding of the concepts and processes involved. The im-
mediate practical applications will relate to enterprise knowledge management
and virtual communities, where sizes of a few hundred to a few thousand are
common.

Organization. Section 2 is the technical background and is largely based on
our previous papers [17]. It provide details on our model of referrals among au-
tonomous agents, the application domain, and our experimental setup. Section 3
studies factors that affect the distribution of PageRanks. Section 4 studies the
ways PageRank distributions can evolve based on neighbor selection policies.
Section 5 discusses the relevant literature and motivates directions for further
work.

2 Technical Framework

We consider multiagent systems consisting of autonomous agents. Agents rep-
resent principals who could be people or businesses providing and consuming
services. The services are construed abstractly, i.e., not limited to current Web
services standards. Specifically, the services could involve serving static pages,
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processing queries, or carrying out e-commerce transactions, but their details are
not represented in this paper. Our study will concentrate on agents and services.

The agents offer varying levels of trustworthiness and are interested in finding
other trustworthy agents. An agent begins to look for a trustworthy provider for
a desired service by querying some other agents from among its neighbors. The
neighbors of an agent are a small subset of the agent’s acquaintances that have
been useful before.

The agents are autonomous. That is, a queried agent may or may not respond
to another agent by providing a service or a referral. The querying agent may
accept a service offer, if any, and may pursue referrals, if any. When an agent
accepts a service or follows a referral, there are no guarantees about the quality
of the service or the suitability of a referral. We do not expect that any agent
should necessarily be trusted by others: an agent decides how to rate another
principal based on its own means. Notice that trust applies both to the ultimate
service provider and to the agents who contribute to referrals to that provider.

Each agent maintains models of its acquaintances, which describe their ez-
pertise (i.e., quality of the services they provide) and sociability (i.e., quality of
the referrals they provide). Both of these elements are learned based on service
ratings from its principal. Using these models, an agent decides on which of its
acquaintances to keep as neighbors. Key factors include the quality of the service
received from a given provider, and the resulting value that can be placed on
a series of referrals that led to that provider. In other words, the referring agents
are rated as well.

The above model addresses the important challenge of finding trustworthy
agents, which is nontrivial in open systems. One, referrals can apply even in the
absence of centralized authorities and even when regulations may not ensure that
services are of a suitable quality. Two, because service needs are often context-
sensitive, a response from an agent can potentially benefit from the knowledge
that the agent has of the other’s needs.

2.1 Application Domain

We apply the above framework in a commerce setting, where the service
providers are distinct from the service consumers. The service consumers lack
the expertise in the services that they consume and their expertise doesn’t get
any better over time. However, the consumers are able to judge the quality of
the services provided by others. For example, you might be a consumer for auto-
repair services and never learn enough to provide such a service yourself, yet you
would be competent to judge if an auto mechanic did his job well. Similarly, the
consumers can generate difficult queries without having high expertise. For ex-
ample, a consumer can request a complicated auto-repair service without having
knowledge of the domain.

Figure 1 is an example configuration of service consumers and providers
that corresponds to a commerce setting. The nodes labeled C' denote consumers
and the nodes labeled S denote service providers. Consumers are connected to
each other as well as to the service providers. These links are essentially paths
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Fig.1. A schematic configuration for e-commerce

that lead to service providers with different expertise. In this model, the service
providers are dead ends: they don’t have outgoing edges, because they don’t
initiate queries or give referrals. Thus, their sociability stays low. Their true and
modeled expertise may of course be high.

2.2 Agent Algorithms

We have implemented a distributed platform using which adaptive referral sys-
tems for different applications can be built. However, we investigate the proper-
ties of interest over a simulation, which gives us the necessary controls to adjust
various policies and parameters.

Consumers have high interest in getting different types of services, but they
have low expertise, since they don’t offer services themselves. Providers have
high expertise but low sociability. The interests and expertise of the agents are
represented as term vectors from the vector space model (VSM) [15], each term
corresponding to a different domain. The simulation uses these term vectors to
generate queries and answers for the various agents.

Each agent is initialized with the same model for each neighbor; this initial
model encourages the agents to both query and generate referrals to their neigh-
bors. An agent that is looking for an answer to a query follows Algorithm 1.
An agent generates a query by slightly perturbing its interest vector, which de-
notes that the agent asks a question similar to its interests (line 1). Next, the
agent sends the query to a subset of its neighbors (line 2). The main idea here
is to determine which of its neighbors would be likely to answer the query. We
determine this through the capability metric.

The capability of an agent for a query measures how similar and how strong
the expertise of the agent is for the query [16]. Capability resembles cosine sim-
ilarity but also takes into account the magnitude of the expertise vector. What
this means is that expertise vectors with greater magnitude turn out to be more
capable for the query vector. In Equation 1, @ ({¢1...¢x)) is a query vector, E
({e1...en)) is an expertise vector and n is the number of dimensions these vec-
tors have.
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Algorithm 1 Ask-Query()

Generate query
Send query to matching neighbors
while (!timeout) do
Receive message
if (message.type == referral) then
Send query to referred agent
else
Add answer to answerset
end if
: end while
: for i =1 to |answerset| do
Evaluate answer(z)
Update agent models
: end for

— = ==
A~ WO ©

Q®E:M (1)

VN, 4

An agent that receives a query provides an answer if its expertise matches
the query. If it does, then the answer is the perturbed expertise vector of the
agent. When an agent does not answer a question, it uses its referral policy to
choose some of its neighbors to refer.

Back in Algorithm 1, if an agent receives a referral to another agent, it sends
its query to the referred agent (line 6). After an agent receives an answer, it
evaluates the answer by computing how much the answer matches the query
(line 12). Thus, implicitly, the agents with high expertise end up giving the
correct answers. After the answers are evaluated, the agent updates the models
of its neighbors (line 13). When a good answer comes in, the modeled expertise
of the answering agent and the sociability of the agents that helped locate the
answerer (through referrals) are increased. Similarly, when a bad answer comes
in, these values are decreased. At certain intervals during the simulation, each
agent has a chance to choose new neighbors from among its acquaintances based
on its neighbor selection policy. The number of neighbors is limited, so if an
agent adds some neighbors it drops some neighbors as well.

Together, the neighborhood relations among the agents induce the structure
of the given society. In general, as described above, the structure is adapted
through the decisions of the different agents. Although the decisions are au-
tonomous, they are influenced by various policies.

3 Distribution of PageRanks

It has been widely accepted that the in-degree and out-degree distributions on
the Web follow a power-law distribution [2]. That is, the number of pages with &



200 Pinar Yolum and Munindar P. Singh

incoming links is inversely proportional to k™; Barabasi et al. estimate that
m = 2.1 [2]. Recently, Pandurangan et al. [12] showed that the distribution of
the PageRanks on the Web follows a power-law as well. Here, we study four
factors that influence the PageRank distributions.

The experiments we report below contain 400 agents, where each agent is
neighbors with four other agents. The initial neighbors are picked at random.
All the populations contain 400 agents. Each service provider has a high expertise
in one domain. The remaining agents are service consumers. The interests of the
service consumers can span multiple domains. We tune the simulation so that
an agent answers a query only when it is sure of the answer. This ensures that
only the providers answer any questions, and the consumers generate referrals
to find the providers.

The PageRank of a Web page measures its authoritativeness. Informally,
a Web page has a high PageRank only if it is pointed to by Web pages with high
PageRanks, i.e., if other authoritative pages view this page as authoritative.
Intuitively, the same metric can be applied to referral networks to measure the
authoritativeness of agents. In the case of referral networks, an agent would be
considered authoritative if it has been pointed to by other authoritative agents.
Recall that an agent is pointed to by other agents if it is providing useful answers
or referrals. Hence, if an authority finds another agent useful and points at it,
then this agent is considered a good authority as well. This way, agents in the
decide on who is authoritative in the referral network.

The PageRank of an agent is calculated using Equation 2, where P(i) denotes
the PageRank of agent i, I; denotes agents that have i as a neighbor, and N;
denotes the agents that are neighbors of j. In addition to accumulating Page-
Ranks from incoming edges, each node is assumed to get a minimum PageRank
of (1—4d).

P(i)=dy PY) 1) 2)
7 1N

For our calculations, we pick d to be 0.85. There are two reasons for this. One,
0.85 is the value mostly used and suggested for PageRank calculations on the
Web [3]. Two, a high value denotes that an agent receives most of its PageRank
from the agents that point at it, rather than a given default value. For example,
if d was picked to be 0, each page would receive an equal PageRank and thus the
link structure would not have affected the PageRank of the agents. The calcu-
lated PageRanks are not normalized to demonstrate the variance in maximum
PageRanks in different setups.

The PageRanks of the agents are calculated centrally by building a graph
from the neighborhood relations after the simulations. We study how the per-
centage of actual experts in the network, the referral policies that the agents
follow, adaptability of the agents, and the neighbor selection policies they follow
affect the PageRank distributions.
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Fig. 2. PageRank distributions for percentage of experts

3.1 Percentage of Experts

Intuitively, the percentage of agents with high expertise plays a crucial role in
the distribution of PageRanks. For example, when there are too many experts
in the system, we expect that the PageRanks will tend to be shared among
them. Having a small number of experts may ensure that experts with high
authoritativeness will emerge. To study this point, we vary the percentage of
the experts in the system. We study three populations with 5%, 10%, and 20%
experts in them.

Figure 2 shows a histogram of PageRank distribution for three populations for
PageRank values 2.5 and higher. The solid lines denote the population with 5%
experts, the dashed lines denote the population with 10% percent experts, and
the dotted lines denote the population with 20% experts. When the percentage
of experts is high, the PageRanks are clustered for small PageRank values. For
example, when the population has 20% experts, the number of agents having
PageRank higher than 2.5 is more than the cases for the other two populations.
For the higher values of the PageRank, the converse holds. For example, the only
population that allows PageRanks higher than 25 is the 5% expert population.

An intuitive explanation for this phenomenon is the implicit competition
among the experts. When there are too many of them, they end up sharing
the incoming edges thereby only a few reach relatively high PageRanks. When
there are a few experts, those experts tend to dominate more clearly. Since the
population with 5% percent experts provide a broader distribution of PageRanks,
we use this population for the following experiments.
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Fig. 3. PageRank distributions for referral policies

3.2 Referral Policies

A referral policy specifies to whom to refer. We consider some important referral
policies. Based on the referral policy, each query results in a different number
of agents being contacted. We limit the length of the referral chains to three—
similar to Gnutella’s time-to-live value.

1. Refer all neighbors. Agents refer all of their neighbors. This policy resembles
Gnutella’s search process where each node forwards an incoming query to
all of its neighbors if it doesn’t already have the requested information [6].

2. Refer all matching neighbors. The referring agent calculates how capable
each neighbor will be in answering the given query (based on the neigh-
bor’s modeled expertise). Only neighbors scoring above a given capability
threshold are referred.

3. Refer the best neighbor. Agent refer the best matching neighbor. This is
similar to Freenet’s routing of request messages, where each Freenet client
forwards the request to an agent that is the likeliest to have the requested
information [9].

Some agents are identified as authoritative as a result of their being chosen
as neighbors by other authoritative agents. Presumably, authoritative agents
are the most desirable to interact with. In general, agents with high expertise
or high sociability would be candidates for becoming authorities. We measure
the authoritativeness of each agent using the PageRank metric (Equation 2) and
study the effect of referral policies in the emergence of authorities.

After each simulation run, the agents are ranked based on their final Page-
Rank. Figure 3 shows the PageRank distribution of the top 50 agents (out of
a total of 400). If the agents use the Refer all policy, few authorities with high
PageRanks emerge. For example, the 10th agent in the Refer all policy gets a
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Fig. 4. Change in PageRank distribution as agents adapt

PageRank greater than the first agent in two instances of the Refer all matching
policy (with thresholds 0.4 and 0.5). Further, the Refer all policy creates a large
variance among the PageRank distributions. For example, while the first agent
gets a PageRank of 54.00, the 50th agent gets a PageRank of only 0.23.

Contrast this with Refer all matching policy with a threshold of 0.5, where the
first agent gets a PageRank of 3.68 whereas the 50th agent gets a PageRank of
1.58. The distribution of PageRanks using the Best neighbor policy falls between
the distributions for Refer all and Refer all matching with high thresholds. In
other words, when agents use the Best neighbor policy, the highest PageRank is
not as high as the Refer all policy (36.00) but the PageRank variance between
the first and the 50th agent is still quite large.

Intuitively, the explanation for the above is that the Refer all policy is highly
effective in disseminating information about the experts. With Refer all policy,
the consumers locate the providers easily. When this policy is used, most con-
sumers have in-degree zero, and the possible in-degrees are shared among the
providers almost equally.

3.3 Adaptability

At certain intervals during the simulation, each agent has a chance to choose new
neighbors from among its acquaintances. Since agents learn about other agents
through the answers they receive, changing neighbors allow them to point at
agents that are expected to be more useful to them. This allows us to study the
evolution of PageRanks, since PageRanks of the agents change as a result of the
neighbor changes.

Figure 4 plots the distribution of PageRanks after several neighbor changes.
The plots correspond to the number of agents that get a PageRank higher than
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the value given on the X axis. To reduce clutter, we have omitted the PageRanks
smaller than 1. After the first neighbor change, most agents have a PageRank
between 1 and 3. As the agents change their neighbors and point to the ones
that are more useful to them, some authorities emerge. This is reflected in the
graph by the increased number of agents that get a higher PageRank. After
the final neighbor change, there are agents with PageRanks greater than 25. In
other words, the agents do learn about the authorities and show a preference for
linking to them.

3.4 Neighbor Selection Policies

Recall that each agent chooses its neighbors based on local information only,
without knowing which neighbors other agents are choosing. A neighbor selection
policy governs how neighbors are added and dropped. Such policies can strongly
influence the formation of authorities.

To evaluate how the neighbor selection policies affect the PageRank distri-
bution, we compare three policies using which an agent selects the best m of its
acquaintances to become its neighbors.

— Providers. Sort acquaintances by how their expertise matches the agent’s
interests.

— Sociables. Sort acquaintances in terms of sociability.

— Weighted average. Sort acquaintances in terms of a weighted average of so-
ciability and how their expertise matches the agent’s interests.

Figure 5 plots the distribution of PageRanks with respect to some neighbor
selection policies. Again, the X axis shows PageRanks and the Y axis denotes
the number of agents that get a PageRank greater than the PageRank shown on
the X axis. The five plots correspond to Providers, Sociables, and three Weighted
average neighbor selection policies with different weights. W denotes the weight
of the sociability in choosing a neighbor. When W is set to 0, the Providers
policy, and when W is set to 1, the Sociables policy is in effect. Other values
of W measure weighted averages of the sociability and expertise.

All curves, except the one for Sociables policy, are similar to each other. In
all four cases, only a few number of authorities emerge. But, the level of their
authoritativeness is high. For example, for the Providers policy, while only 26
agents get a PageRank above 1, five of them get a PageRank above 20. Increasing
the effect of the sociability slightly increases the number of agents with medium
authority while slightly decreasing the number of agents with high authority. For
example, with Weighted Average policy, when the sociability and the expertise
are weighted equally, the number of agents that get a PageRank above 1 is 44,
while four of them get a PageRank above 20.

The Sociables policy does not follow this distribution. Initially, when not too
many experts have been discovered, choosing neighbors only based on sociabil-
ity does not help agents find service providers. Hence, when agents follow the
Sociables policy in the beginning, most agents get average PageRanks (e.g., 158
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agents get a PageRank around 1). However, once the PageRanks distribution
settles, following Sociables policy instead of Providers policy determines how
the PageRank distribution evolves.

In other words, for strong authorities to emerge, it is important that the
agents put a high value on the ability to produce high quality of service. If at
the outset, the agents prefer sociables, there is little grounding in quality, it is
difficult to find good providers and strong authorities do not emerge. However,
once the network has stabilized, sociability helps as there is a basis for good
referrals to be given and there is value in those who can give good referrals.

4 Evolution of PageRank Distributions
under Perturbation

The factors mentioned in the previous section influence the PageRank distribu-
tions. As expected, the agents that get the most PageRanks are agents with high
expertise or high sociability. Now, we manually modify the models of a few of
the agents in the system to measure the consequences of the perturbation (vis
a vis the existing PageRanks, which characterize the entrenched players) on the
resulting population.

For example, what happens when an agent with a high expertise start pro-
viding poor quality of service? Conversely, if an agent gains expertise over time,
can it acquire high PageRanks and get a high ranking?

First, we run the simulation until the neighborhood graph stabilizes, i.e.,
there are no more neighbor changes. Then, we pick four agents that have ranked
in the top 25 and switch their expertise values with four agents with low exper-
tise. This will ensure that the four previously expert agents will start giving low
quality service. Rather than choosing the top four agents, we choose the four



206 Pinar Yolum and Munindar P. Singh

40 T T T T T T T T

35 B

30 - B

20 —+— Agent 1 maintains a high PageRank. -
-->-- Agent 24 loses its PageRank.

PageRank

o e e 3 X X Sy e
0 2 4 6 8 10 12 14 16
Number of neighbor changes

Fig. 6. Evolution of PageRanks for two previous experts

agents uniformly from the top 25 (1st, 4th, 16th, and 24th). This will allow us
to see the impact of the initial position in the rankings.

We are interested in how the PageRank distribution and the ranking of these
eight agents will change. Intuitively, we would expect the PageRanks to drop for
the previously expert agents and increase for the agents who have now become
experts. To give a more complete analysis, below we look at two orthogonal
setups. In the first setup, agents use a neighbor selection policy that favors
sociability, whereas in the second setup the agents use a neighbor selection policy
that favors expertise.

4.1 Agents Prefer Sociables

We first study the four agents that have started giving low quality of service.
Figure 6 plots the evolution of PageRanks for two previous experts, Agent 1 and
Agent 24. Interestingly, when agents prefer to be neighbors with sociable agents,
the PageRanks of the two agents (4th and 24th) get a lot more affected than
the other two agents. More precisely, the PageRanks as well as the rankings of
these two agents drop.

The agent that has ranked 4th is now ranked at 18 and the agent that was
ranked 24th is now ranked at 48. However, the other two agents (1 and 16)
do not get affected by the fact that they have started offering lower quality
of service. Both their PageRank and ranking stay almost the same with minor
shifts between neighbor changes. This is unexpected. Looking closely at the
agents that model these, we see that even though agents 1 and 16 have low
expertise, they are still being kept as neighbors for their sociability. In other
words, now that agents 1 and 16 cannot provide adequate answers, they start
giving good referrals. This is enough for other agents pointing at these to keep
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them as neighbors. In other words, agent 1 and 16 keep their PageRanks because
of their neighbors. On the other hand, since agents 4 and 24 do not have as useful
neighbors, there is no use for other agents to point at them. What we see here is
that when agents gain enough PageRank, they can maintain their ranking even
after they lose their expertise as long as they maintain useful neighbors.

Meanwhile, the four agents who have now started offering good services can
increase their PageRanks only slightly; the greatest increase was of PageRank 1.
So, even though these agents have high expertise now, since the other agents
care for sociability more, these four agents are not being picked up as neighbors
as much as expected.

4.2 Agents Prefer Experts

The previous section explained how the PageRank distribution can evolve when
the agents prefer sociable neighbors. In this section, we look at the converse case:
how does the distribution evolve if the agents choose experts over sociables?

Again, we look at the four agents who have stopped providing high quality of
service. This time, all of their PageRanks, and hence their ranking, drop slowly.
The interesting cases occur for the other four agents who have now started
providing high quality of service. Figure 7 plots the evolution of PageRanks for
two of the agents.

Agent 237 cannot improve its PageRank at all. The reason for this is that
only a few other agents point at it. Therefore, it is not referred to other agents.
Over all, even though this agent has higher expertise than most of the agents
that rank above it, it cannot get enough PageRank to improve its ranking.

This is not the case for agent 79. It gets discovered by other agents and
hence can substantially increase its PageRank. However, there is a limit to this
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increase. That is, even though it accumulates a high PageRank, it cannot make
it to the top ten. This is caused by the stability of the other agents’ neighbors.
Most other agents have already found good service providers for their needs, so
they rarely change neighbors.

4.3 Does the Winner Take All?

The power-law distributions on the Web suggest some sort of preferential attach-
ment wherein Web links are likelier to be made to those pages that already have
a high in-degree or PageRank. Hence, the mottos “the rich get richer” and the
“winner takes all” are used to describe this phenomenon. However, Pennock et
al. recently discovered that the reality is closer to a combination of preferential
and uniform attachment, meaning that the winner doesn’t always take all [13].

Note that the traditional Web approaches seek to model the Web without
regard to an understanding of why links emerge. These models are limited to
static pages where the links are generated by hand and any semantics is hidden
in the surrounding text. By contrast, we are interested in and able to model the
process through which the links among agents emerge. When the agents contact
others or generate referrals, they do so with respect to specific service requests.
Further, we can explicitly model the various policies through which the referrals
are generated and through which the agents revise their choice of neighbors.
This enables us to capture various shades of trust formally.

From the above experiments, we conclude that authorities with high Page-
Ranks emerge when (1) there are few experts in the system, (2) agents exchange
more referrals, and (3) agents change neighbors based on other agents’ expertise
and sociability. The PageRank distribution then evolves based on how these au-
thoritative agents keep up with their quality of service. This evolution is highly
influenced by whether agents prefer sociables or experts. When agents prefer
sociables, agents who have gained high PageRanks can sometimes keep their
PageRank even without providing high quality of service. On the other hand,
when experts are chosen over sociables, the agents with high PageRanks have to
continue to offer high quality of service.

Similarly, when sociables are preferred, there is little chance for newcomer
experts to get high PageRanks since they are not pointed to by any sociable
agents. Preference for experts relaxes this case but still does not guarantee high
PageRanks for newcomers. These findings lead us to conjecture more broadly
that in environments where sociability dominates (with respect to expertise),
the winner will take all, whereas in settings where expertise dominates, the
winner may not take all. If new services emerge and draw some of the demand,
then there will be greater churn in the rankings of the top most authorities.

5 Discussion

Our approach enables us to study the emergence of link structure of the Web
as agents give one another referrals. The link structure evolves based on agents’
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preferences in neighbor choices (i.e., expertise or sociability). The dynamic na-
ture of the link structure helps us study the emergence of authorities, rather
than merely identify the authorities on a static graph. Below, we discuss some
related approaches.

Referrals have been used in multiagent systems before, but the emergent na-
ture of referral network has not received enough attention. For example, MINDS,
which helped users find documents, was an early agent-based referral system [5].
MINDS system allows adaptivity but the self-organization of the nodes have
not been studied. Kautz et al. study some properties of static graphs that re-
sult from the referrals exchanged among agents, but do not have adaptivity and
hence have no self-organization [7].

Kumar et al. develop an approach to infer web communities from the link
structure of the Web [3]. Kumar et al. propose that any community structure
should contain a bipartite core where the fans and centers make up the indepen-
dent sets. Fans and centers are defined recursively, such that fans are pages that
point at good centers and centers are pages that are pointed to by good fans. Ku-
mar et al.’s approach assumes that if many fans point to the same set of centers,
then they are likely to be on the same topic, and hence form a community.

Pujol et al. calculate the reputation of an agent based on its position in its
social network [14]. The social networks are built based on the link structure
induced by the web pages of the users. An agent gets a high reputation only
if the agents that point to it also have high reputation, similar to the notion
of authority exploited in search engines such as Google. Pujol et al. test their
approach to find the reputations of authors where the reputation of an author is
defined as the number of citations received. Even though each agent can calculate
its own reputation based only on local information (i.e., the agents that point
at it), a central server is needed to access others’ reputations.

Adamic et al. study different local search heuristics that exploit high out-
degrees in power-law networks [1]. For example, one of their heuristics is based
on sending the message to the neighbor with the most out-degree, assuming each
node is aware of the number of outgoing edges of their neighbors. This is similar
to our concept of sociability. In their approach, a peer with high out-degree is
chosen because it will allow the message to get to more peers. In our case, rather
than maximizing the nodes that will receive the query, we try to send the query
only to those who are likely to answer. For this reason, finding a sociable agent
is important since the referrals it gives will help locate an expert.

Ng et al. study the stability of PageRank and HITS algorithms and propose
variants of these algorithms that offer more stability with respect to the addition
or deletion of vertices [10] . They take a graph-theoretic stance and simply
recalculate the given metrics. Their results are of course valuable in judging
the stability of the different algorithms. By contrast, however, we consider the
processes explicitly. Thus we can address the question of how the links will
evolve.

Overall, we believe that a process-centric view doesn’t detract from the pre-
vious studies, but adds additional depth and understanding to how networks
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evolve in cooperative settings, but under local control. It also suggests how to
apply various policies to maximize the quality of a given network of agents. There
is an immediate value for the smaller networks, for instance, for knowledge man-
agement by locating experts, e.g., [18], and a longer-term value in understanding
the evolving Web at large.
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Abstract. In today’s software engineering, the ability to adapt to re-
quirement changes on-the-fly has become a major asset to computer sys-
tems. Traditionally, systems were developed following a process consist-
ing of: requirements study, design and implementation phases. Nowadays,
requirements are very dynamic — changing constantly. For the engineer-
ing of distributed complex software systems, the frameworks used in the
implementation phase need to be able to cope with environment changes
— bandwidth fluctuations, network topology, host down time, etc. This
paper looks at the ability of Linda-based systems to adapt to the pre-
dictable and unpredictable changes in distributed environments. Several
adaptiveness aspects are discussed and a few of Linda-based systems
analyzed.

1 Introduction

Software engineers are constantly faced with the hard task of developing systems
that can adapt to changes in computational environments. With concepts such
as mobility becoming commonplace, the job of designing even a “simple” client-
server system is not as trivial as it used to be. In mobile environments, the
clients can dynamically change their location and so can the servers. Therefore
standard techniques such as socket communication may not be applicable.

Coordination models such as Linda [11] advocate that distributed systems are
better designed if one can think about the control of dependencies between com-
putational components in isolation. That is, coordination between distributed
components can (and should) be dealt separately from the computational task(s)
the ensemble is trying to perform. Unfortunately, the need for ever-more-complex
applications makes the current status quo in coordination systems inappropriate
to deal with the intricacies of these systems as well as with the dynamism of the
environments they are implemented on.
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The word here is adaptiveness. Traditionally, we developed systems follow-
ing the well define phases of requirements study, design and implementation.
More often than not, the requirements study for today’s systems is incomplete
or is not able to predict all the possible environment changes. In the last few
decades we have seen the advent of several specialized areas trying to deal with
changes in distributed systems environments. We have seen research on fault
tolerance attempt to deal with unpredictable and predictable failures in parts
of the environment (eg. nodes being down, network links being lost). We have
also witnessed the advent of mobile computation as a mechanism to deal with
the movement of data and processes as an attempt to improve communication
latency — Cardelli [5] has argued that mobile computation is a way to “cheat”
communication latency.

One cannot deny that the areas above have had relative success. Fault-
tolerant systems are a reality and so is mobile computation. However, it is not
uncommon to see the research in these areas trying to isolate their problems.
That is, research on fault-tolerance is likely to disregard the fact that entities
may be mobile and research on mobile computation may disregard the fact that
failures are frequent.

The scenario above can also be observed in coordination systems such as the
ones based on the Linda model. Early Linda models of coordination were neither
very expressive nor able to deal with the dynamism of today’s applications [16].
Throughout the years several extensions and new models have been proposed to
deal with some of the problems mentioned above but as expected they normally
focus on one issue. A few important extensions to the original Linda model are:
MTS-Linda [12], Laura [26], KLAIM [9], PLinda [1], TuCSoN [20], Lime [22],
LoGcOp [24], PeerSpaces [4] and TOTA [15]. These models tackle from simple
things such as separations of concerns to more interesting problems such as
mobility and fault-tolerance.

This paper discusses several problems such as fault-tolerance and mobility
awareness as a specialization of a more general problem that we call adaptiveness-
awareness. We argue that an adaptive model should be able to cope with these
and other problems in a clean and simple way without having to burden the users
and developers with details that, truly, don’t concern them. Next, we discuss in
Section 2 adaptiveness and some of its aspects. Section 3 discusses how some
of the models above cope with the issues raised in Section 2. Then, Section 4
describes the concept of swarming as an adaptive mechanism and demonstrates
how its concepts can be thought in terms of Linda, given rise to a model we
call SwarmLinda [27]. Last, some discussion on issues related to SwarmLinda is
presented in Section 5.

2 Aspects of Adaptiveness

The ability to be adaptive is becoming a major benefit to any open, distributed
system. Adaptiveness is important for several reasons: our inability to predict fu-
ture problem-solving workloads, future changes in existing information requests,
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future failure and additions of resources, and future environment characteristics
that require system organization and future migration of data and agents [10].

In the context of distributed systems, the inability to predict future workloads
relate to network problems such as unpredictable bandwidth fluctuations and
network latencies as well as bottlenecks created due to overload of particular
network nodes.

Changes in patterns of information request reflect directly in distributed
systems. Agents need to be able to store and search for information efficiently.
Historically, systems dealt with this issue at design time (eg. by choosing a static
distribution mechanism) but the dynamism of today’s applications causes these
patterns to be unpredictable.

Openness is not a desirable feature but a requirement to most large scale
distributed systems. The ubiquity of the Internet and its availability as a frame-
work for distributed applications makes open system issues the rule instead of
being the exception. Software engineers need to consider the fact that resources
may be added or removed at runtime. Removal may also occur due to resource
(eg. network node) failures.

If the above was not sufficient to the life of a software engineer, mobility is
very common as a mechanism to improve the system is efficiency. If resources can
move “closer” to their requestors, the system as a whole can only gain. However,
not only the patterns of requests are unpredictable, but the mobility itself make
the design harder.

We now discuss these issues as facets in adaptiveness of distributed systems.

2.1 Network Unpredictability

The first aspect of adaptiveness that needs to be considered is the ability of a sys-
tem to handle unpredictable network behavior. Ideally, we would like to engineer
systems that can make efficient use of the Internet but its unpredictable behav-
ior and lack of quality of service (QoS) makes the engineering of any practical
application very hard.

In the engineering of distributed systems, we are constantly faced with the
issue of how to distribute the information required by processes in such a way
that a fair load-balancing between all the nodes is achieved. The problem here is
that one cannot base an information distribution scheme on static information
about how “close” the nodes are from each other. Closeness in networks is mea-
sured in delays and not in units of geometric distance, thus what can be seen as
“close” at design time may become very “far” as the application is deployed.

Systems dealing with complex systems must attempt to maintain the “close-
ness” characteristics in spite of any network unpredictability. One way to achieve
this would be by finding different routes between source and destination. Alter-
natively information can be made mobile and be kept “close” to where it is most
required (as described in the Mobility Section below).

All in all, engineers need to be freed from the pointless task of identifying
the best distribution of information. Even the best engineers cannot accurately
predict the status of a wide networks such as the Internet.
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2.2 Failures

Disturbingly, failures are more common than one might think — they are not
exceptional (special) cases. Most models of coordination opt to unrealistically
assume that the environment used by the applications is failure-free. Of course
there are fault-tolerant coordination models such as PLinda [1] but even these
have a very simplistic view of what failures are and, worse, they use solutions
that are costly. For instance, PLinda uses a transaction mechanism to guarantee
that a set of operations either take place or not (transactional semantics). The
implementation of transactions across a fully distributed environment may be
very expensive as it involves distributed locking mechanisms.

In [25] we studied mechanisms to provide fault-tolerance in Linda systems.
The approaches taken fall mostly into the following categories: transactions,
mobile coordination, replication and checkpointing. All these mechanisms are
rather static in that they assume a fixed location of faults and fixed locations of
where faults are managed. Also, they take a strict approach on failures: either
the system is in a state of failure — in which case it is managed to perfection — or
it is without failure. Any intermediate state — like partially inconsistent replicas
— is not considered a valid state of the system.

The approach proposed in [23] adds slightly more flexibility by using mobile
code. Computations are transfered to a server where it accesses a tuple-space.
If the computation fails there, a “will” transmitted together with the code is
executed after the death of the computation. Thereby at least some application-
level flexibility is added to static reactions of failures.

Here we want to see failures as a natural phenomenon in large distributed sys-
tems running on unreliable networks such as the Internet. A node failure should
have minimum effect to the application behavior. A severe effect is, however,
entering a state of exclusive managing the failure situation. Therefore, allowing
partial failures and incremental working towards a fault-free state seems a more
suitable approach. Self-organization is an incremental mechanism which does not
establish an optimal state in one step but rather works towards it.

2.3 Mobility

Another feature that is becoming more common is the ability of agents to be
mobile within the environment they work. This is in addition to an older form of
mobility that is data (passive information) mobility. The motivation for mobility
is primarily performance. By allowing passive and active entities to roam around
the network, one can attempt to make requestor and requested closer to each
other thus minimizing communication overhead.

Let’s first look into passive data mobility. The result of allowing passive data
to hop from place to place in the network is that applications need to be able to
find this information. Any piece of information closer to an agent is useless if the
agent does not know where it is! What we’re describing here is that agents need
to be able to adapt to changes in the location of the data they need — another
aspect of adaptiveness.
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Conversely, the environment needs to know where the requests are coming
from. If agents are mobile they may request some information while at location
X and then migrate to location Y before the information is received. How can
the environment know where the agent is? How can the information requested
find the agent?

The simple scenarios above show that modern distributed applications need
to exhibit some level of adaptiveness to be able to cope with on-the-fly changes
in the environment.

A different approach to mobility is physical mobility as in mobile computing
(ie. PDAs, notebooks, smart phones, etc.) as opposed to mobile computation
(described above). This approach adds a different mobility level to any system.
One can have data mobility (as above) added to the physical mobility of nodes,
or have them independently. The movement of nodes causes the topology of the
network to change. If physical mobility is a common characteristic then systems
need to be able to adapt to the changes in the network topology without which
they may be incapable of finding the information they require.

2.4 Openness

How big is enough? How small is just right? This question has haunted devel-
opers for years and still does today. When developing a distributed system, say
a client-server-based system, how many servers do we need to be able to cope
with all client requests? This is a pretty hard question to answer, it is like be-
ing a programmer and trying to decide whether the array you’re declaring in
your program is big enough. Since we cannot confidently answer either of these
questions, we need to be open — think linked-lists in the context of the array
problem.

In the context of distributed systems, the ability to add and remove resources,
or in other words, the ability to be open, is paramount. The addition of resource
is unproductive unless the resource can be used effectively. This means that the
system needs to adapt to the existence of the new resources. Removing nodes
is also related to adaptiveness to openness. Once a resource is removed the
environment must be able to cope with the extra load. The information held by
the resource that was removed may need to be moved to the remaining resource
(assuming a scheduled failure).

3 Adaptiveness in Linda

The Linda coordination model has been quite successful in dealing with the in-
tricacies of building ensembles of distributed components. Unfortunately none
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of its extensions (ie. the Linda family of models) is able to cope with the de-
mand for adaptiveness that exist in novel applications. In this section we will
look at a few models based on Linda, namely MTS-Linda [12], PeerSpaces [4],
Lime [22] and TOTA [15], to demonstrate how they cope with the various aspects
of adaptiveness described in Section 2.

3.1 Tuple Distribution

Prior to getting into some of the models, is is wise to describe one of the main
aspects of Linda models: tuple distribution. The way tuples are distributed dif-
fers from model to model. The literature describes a plethora of approaches for
distributing tuple spaces. However, several major strategies can be identified:
Centralization, Partitioning, Full Replication and Intermediate Replication.

— Centralization is a simple client-server distribution strategy where one spe-

cific server-machine operates the complete tuple space (as in TSpaces [28]).
It can be accessed by clients that are arbitrarily located in a network (see
Fig. 1).
The centralized tuple-space server has the advantage of an easy imple-
mentation that basically attaches a network interface to an otherwise non-
distributed tuple-space. However, it carries all the disadvantages of any cen-
tralization of services. The tuple-space server is most likely to become a bot-
tleneck under high load induced from a large number of active clients, it is
the single point of failure in the entire system, and it does not make a fair
use of network resources.

— Partitioning of tuple spaces is a strategy in which tuples with common char-

acteristics are co-located in one of a set of tuple-space servers (see Fig. 2).
Requests with the same characteristics are then routed towards that ma-
chine. While simple partitioning (eg. co-locating tuples with same parity)
might lead to unbalanced partitions, a carefully chosen hashing function on
tuples can do better [2].
Partitioning has the advantage of providing a distributed management of
a tuple space including concurrent execution of operations on the partitions
and thus slightly relaxes the problems of centralization. However it does in-
clude a centralization for certain sets of tuples. Also, the partitioning scheme
handles reconfigurations very poorly. An automatic adaption of any hash-
ing function and the induced distributed reorganization of the tuple-spaces
content is complex and costly.
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— Full replication places complete copies of tuple spaces on several machines at

different locations. Any addition and removal of data has to be replicated at
all nodes so that searches for data can be performed locally on one machine
(see Fig. 3).
Full replication distributes the load for data-searches and inherently offers
some support for fault-tolerance. But the cost of keeping the replicas con-
sistent on all participating nodes is high and requires locking protocols or
equivalents since multiple local searches may lead to the decision to remove
the same piece of data [8].

— Intermediate replication has been proposed in the early implementations of

Linda [7]. The schema uses a grid of nodes formed by logical intersecting
“busses”. Each node is part of exactly one outbus and one inbus. Data stored
is replicated on all nodes of the outbus, whereas searches are performed on
the inbus. As one inbus intersects all outbusses, it provides a complete view
of the tuple spaces (see Fig. 4). With simulated nodes, the number of nodes
can change dynamically while retaining the virtual grid [26].
The intermediate replication schema allows for as many concurrent replica-
tions and searches for data as there are out- and inbusses respectively. The
removal of some data, however, requires a consistent update on all nodes on
the respective outbus.

Tuple distribution mechanisms as the ones described above play a role on
the adaptiveness of Linda models. While none of these approaches seems to
be useful (without modification) to the implementation of adaptable large-scale
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distributed Linda-like systems, the intermediate replication schema is the most
general and flexible. It conceptually captures the centralized approach — a single
outbus of size 1 — and the fully replication case — a single outbus of size n for n
participating nodes.

Yet, none of the approaches described here scale well with the number of
processes in the system and they cannot cope with dynamic aspects that are
common place in these systems. Thus, long-term solutions for this problem are
still due.

3.2 Linda-Based Models

Several Linda-based models have tried throughout the years to make the origi-
nal Linda [ 1] more appropriate to deal with real-world applications. The first
important modification of the original model occurred in 1989 when Gelernter
realized that Linda lacked the ability to provide separation of concerns. In the
original model all tuples were kept in the same (logical) location. The multiple
tuple space (MTS) Linda [12] allowed the processes to create tuple spaces of
their own and have the discretion of making them available to other processes.

MTS-Linda is far from being able to adapt to any change in the environment.
Perhaps the reason is that conceptually MTS-Linda was a model for parallel
computing where adaptiveness plays a much lesser role. Yet, it is worth pointing
out that MTS-Linda was quickly recognized as an attractive paradigm for open
distributed systems. We are a bit more precise with this statement: Linda s
a good model for open distributed systems, but it only needs to worry more
about real-world issues.

Melinda [13] was the first implementation provided by the Yale group for the
MTS-Linda model that had a “flavor” of a distributed environment. Although
it is unclear from Hupfer’s work what tuple distribution mechanism has been
used in the implementation, Melinda is important in the context of adaptive
Linda models because it assumes that processes are first-class objects that can
be created, read, snapshot, destroyed, archived and re-activated. Such operations
can be used to make the model more aware of certain adaptiveness aspects.

From the point of view of network unreliability there is nothing much Melinda
can do. Melinda communication mechanism is standard and does not assume
that messages can be re-routed or certain communication paths can be avoided
based on the load/status of the network. Melinda is stronger in failure and
mobility adaptiveness. Failures can be handled and the system can exhibit some
level of adaptiveness only if it is a scheduled failure. In this case processes and
tuple spaces (also first class objects) can be suspended and resumed in another
location. The same scheme may be used to implement some level of mobility
adaptiveness — migration of processes and data may also be implemented via
a stop-resume approach.

Lime [22] was the first system which emphasized the dynamics of networked
environment and tried to establish a coordination model in which it is accom-
modated in a natural way. In Lime, every agent can be mobile. It carries with
it a local tuple space. There is no notion of a global tuple spaces, instead all
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local tuple spaces of agents co-located at some node are federated into a “host-
level transiently shared tuple space’. in-operations search this federated space
for matches while out-operations drop a tuple into the tuple space that is bound
to the agent. Lime agents therefore adapt to the mobility of agents and their
current partial view of the conceptual global tuple space. It also breaks any static
roles of components being either servers or clients to others.

Lime provides an additional operation, out (1,t), to send a tuple t to some
agent 1. If that agent is co-located with the agent executing the primitive, the
tuple is stored there. If not, it is stored with the current agent and transported
with it until some co-location with 1 emerges. By that, the model does not
prescribe any structure of distribution of tuples. They are somewhere and will
eventually be at their destination.

PLinda [1] is a fault-tolerant implementation of the Linda model. Fault-
tolerance is realized via the mechanisms of transactions. PLinda adds the oper-
ations xstart and xcommit which defines the start and end of transactions. A
transaction can also end with the execution of a xabort which forces a rollback
of all transactions operations. The users need to be able to identify transactions
— the model leave the actual reaction to faults mostly to the user.

It is worth pointing out that PLinda is a closed system and that most of
PLinda transactional semantics is not appropriate for open systems. There is
a heavy locking mechanism implemented in PLinda that makes this approach
almost impossible to be realized in a dynamic open distributed environment. This
is true even though PLinda assumes that users have the discretion of identifying
operations that are not required to have the implicit locks associated with them
via the operation nolock.

Jeong et Al. [1] also discuss the ability that PLinda processes have of mi-
grating from one machine to another. Migration is treated as a failure followed
by a recovery on another node. This approach is consistent and is likely to
work well in open environments if migration is not a frequent operation. The
failure/recovery cost may be too high as it may have a domino effect to other
processes.

PeerSpaces [4] is a proposal for a coordination model for peer-to-peer (P2P)
networks. PeerSpaces premise is that P2P networks are very dynamic with re-
gards to their topology for new peers can join and leave the network at any point.
In other words, P2P networks are open in nature. Owning to this characteris-
tic, P2P applications have to demonstrate a some degree of self-configuration.
PeerSpaces aims at taking the burden of programming interaction between these
peers away from the developers.

In order to achieve some degree of generality and thus be useful to a plethora
of P2P applications, PeerSpaces allows the developers to define the structure of
the data that will be stored in the coordination media. This is added to the
ability that developers have to define an attribute for each individual datum.

The attributes are of three kind: located data are always fixed to one peer
(local or remote); generic data are the closest to a standard Linda tuple (or
datum) for the environment has discretion on where to place the data; replica-
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ble data is used with data that is immutable and can safely (and cheaply) be
replicated across the peers — its immutability does not require expensive consis-
tency protocols to be implemented. The attributes are defined for each operation
write(d,t), where t is the attributed for the data. PeerSpaces does have some
level of adaptiveness, particularly with regards to the generic attribute. The au-
thor indicate that these can migrate from peer to peer transparently at run-time
if necessary (ie. due to load-balancing systems, etc.). The other two attributes
are a mechanism that PeerSpaces provides to deal with special cases. For in-
stance, replication of data may not be necessary if data is always maintained
close to the requestors. For the same reason, it would be better if the developer
did not have to think about located data at the time of design but rather let the
environment decide — based on the application characteristics — if (and when) the
data should be maintained fixed. The above means that PeerSpaces does not use
the same distribution mechanism for the entire system. The closest classification
would be that it uses full replication as well as partitioning.

Another interesting aspect of PeerSpaces is the definition of a search space
for each data request. The space is based on the proximity from the origin of
a request and works on a similar fashion as the TTL (time-to-live) in network
packets. PeerSpaces adds the size of the search space, given by h, to the opera-
tions it defines: take(d,h) and read(d,h). This mechanism allows PeerSpaces
to discover data in newly added peers if they are within the defined search space.
While PeerSpaces can deal with openness, nonetheless a mechanism in which the
search space is not defined by the user could work better. The ideal search space
could emerge from interactions between peers and converge to a nearly optimum
to the particular application.

As for the other aspects of adaptiveness, namely mobility and network unpre-
dictability, the authors quickly mention that possibility in PeerSpaces but do not
elaborate in how this is achieved. In fact, it is unclear whether mobility would
be achieved as part of the PeerSpaces system or via other facility implemented
in the P2P network. The same is true for network unpredictability.

TOTA (Tuples on the Air) [15] is a take on the use of swarm abstractions
in Linda which is complementary to what we propose in SwarmLinda (see Sec-
tion 5). TOTA highlights the dynamic adaption of tuple flows with the appli-
cations structures. It emphasizes locality of perception of surrounding tuples as
the context of agents and provides a complete abstraction from any underlying
network structure. Tuples are propagated through a network of nodes with no
fixed or predetermined location. Tuples have both a content and rules on their
propagation which are used to scope tuples within the global space. Yet, tuples
itself seem to be stationary.

At runtime, every node — which can also be mobile — maintains a list of
neighbor node and provides an API to clients. The propagation rules are used
to establish both structure in the overall network and routing of content con-
tained in tuples towards some remote destination. A variety of overlay networks
can be generated by that which dynamically adapt to the applications needs.
With that, tuples can be coordinated to form swarms or flocks. At the base of
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that coordination is no global view but a completely decentralized local-sensing
collection of equal peers in a network.

While TOTA seems to deal well with dynamic reconfiguration in the network,
it is unclear whether the reconfiguration of overlay data structures (tuples and
their replicas) may become an expensive operation if node movement is frequent.
Another potential source of performance loss may be caused by the size of the
lookup tables necessary to implement the propagation for a specific tuple — since
tuples in TOTA are uniquely identified each one of them may end up having a
entry in such a lookup table.

The programmability of propagation rules in TOTA, plus the algorithm used
by the components to make efficient use of the propagation rule is what makes it
very adaptable. The SwarmLinda approach described later in this paper assumes
that developers are not responsible to define propagation rules neither need to
be concerned about how to use the propagated information.

4 Swarming as Adaptive Mechanism

Swarm Intelligence [3, 14] is a new field of artificial intelligence that advocates
that systems can be written in such a way that solutions emerge from local
interactions between small agents. Locality and emergence are achieved via the
use of stigmergy and swarming respectively.

In simplified terms, stigmergy is a form of communication that uses the
environment as the main communication channel. Basically, local agents (ants,
termites) can leave information on the environment that can be used by other
agents in the system. This information is normally represented as a pheromone-
like data.

Swarming is the collective activity resulting from all the agents using local
information available in the environment to make decisions as well as updating
local information as necessary, in a feedback loop. For instance, if ants leave
trails to successful paths to food supplies, other ants can use the trails (marked
in the environment) to decide whether to follow that scent or not. Negative
feedback occurs because the pheromone that defines trails is volatile. Positive
feedback occurs when an ant follows an already marked path and re-enforces
it after it finds that it was indeed a good path. The swarming will make the
system self-organize. That is, the system will reach a level of organization that
was not directly programmed — it emerges from an open system of interacting
components.

In the optimization area, the approach above has had some success because
it avoids local optima. In general terms, this means that swarm systems converge
but also make attempts to explore new (better) solutions. The exploration for
new solutions occurs for the agents are not required to choose the most attractive
choice. In fact, if they do that swarming would not take place. The choice of
an agent is normally made stochastically. Below we have a typical probability
formula as defined in [3]:
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The formula (1) indicates that the probability of an agent to take a path
(i,7) is given by a ratio of how attractive that path is over the summation of
the attractiveness of all other paths. There are two levels of information being
considered: a pheromone value (7) and a distance to the next position (j), given
by 7. Negative and positive feedback is normally implemented using a formula
as defined in below (from [3]):

Ty (t) = (1 = p) - 75 (t — 1) + A7y (1) (2)

The negative feedback occurs based on the value of p, where 0 < p < 1. The
pheromone value for the path (7;;) on the step (¢ — 1) is decreased and then
added to a re-enforcement value for that path ij given by Ar;; (¢).

It turns out that stigmergy and swarming can be implemented in Linda to
make the model inherit the adaptiveness characteristics of any swarm system.
Generative communication as advocated can be seen as a stigmergic form of
communication already. The swarming part can be done by abstracting Linda
entities, in particular tuples and templates, as ants or food. Linda nodes can
be seen as the environment in which information will be made available to the
tuple- and template-ants. This abstraction is used in what we call SwarmLinda.

5 SwarmLinda

We have presented SwarmLinda in [27, 18] in condensed form while [19] is an ex-
tended description on which we build here. SwarmLinda uses several adaptations
of algorithms taken from abstraction of natural multi-agent systems [3, 21].

5.1 Distribution Mechanism

The first area of SwarmLinda where abstraction from natural multi-agent sys-
tems can be used is in the distribution of tuples amongst the nodes. Historically,
tuples have been distributed using various static mechanisms as described in
Section 3.1. In SwarmLinda the partitioning of the tuple space is dynamic and
based on the concept of brood sorting [21] used by ants.

Ants are able to sort different kinds of things they keep in the anthill such
as food, larvae, eggs, etc. In an anthill these are normally sorted by their type.
More importantly, ants do this process in spite of the amount of each type, thus
being very scalable. The individuals that operate here are tuple-ants (as opposed
to template-ants). The environment is the network of SwarmLinda nodes. The
state is the set of tuples stored thus far.

A SwarmLinda implementation may use brood sorting as below in the process
of tuple distribution. One could see tuples being grouped based on their template
which will lead to the formation of clusters of tuples. In this process, tuples are
the food and the ant is the active process representing the out primitive:
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1. Upon the execution of an out primitive, start visiting the nodes.

2. Observe the kind of tuples (the template they match) the nodes are storing.
Each out-ant should have a limited memory so it doesn’t remember the
information about the entire “network” of nodes but only the last few — this
guarantees that the decision is based on local information.

3. Store the tuple in the node if nearby nodes store tuples matching the same
template. The decision to store is made stochastically based on what has
been defined in (1). This decision also considers a small random factor [0, ]
to enable tuples to be stored in other locations.

4. If nearby nodes do not contain similar tuples, randomly choose (using the
random factor) whether to drop or continue to carry the tuple to another
node.

In order to guarantee that the steps above work well, certain conditions must
be satisfied. The out-ant should eventually be able to store the tuple. For each
time the process decides not to store the tuple, the random factor will tend to &.
This increases the chance of storing the tuple in the next step. Also the likelihood
to store the tuple is also calculated stochastically based on the kinds of objects
in memory — if most of the objects in memory are of the same kind as the one
being carried out, the likelihood to store the tuple becomes very high.

The power of this approach can be compared with the common partitioning
scheme. Partitioning is based primarily on the use of a hash function to decide
where the tuple should be placed. Hashing is not able to cope with failures and
changes in the application behavior. Failures in certain nodes may be fatal to the
system while changes in application behavior may require changes in the hash
function being used.

The approach described above is able to improve the availability of the system
without having to count on costly techniques such a replication of data. In the
ant-based approach, there are no assumptions about the behavior of applications,
there is no pre-defined distribution schema, and there are no special scenarios
implemented to deal with failures in a node.

5.2 Searching for Tuples

The distribution of tuples is only part of the problem — obviously these tuples
need to be found. Ants look for food in the proximity of the anthill. Once found,
the food is brought to the anthill and a trail is left so that other ants may know
where food can be found. The ants know the way back to the anthill because
they have a short memory of the last few steps they took and also because the
anthill has a distinctive scent that can be tracked by the ants. In a tuple space
context, one could view tuples as food. The locations where the tuples are stored
can be seen as the terrain while the templates are seen as ants that wander in
the locations in search of tuples. The anthill is the process that executed the
operation.

The individuals are the template-ants, the environment consists of tuple-
space nodes whose state is composed by the tuples stored and “scent” of different
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kinds of template that indicate a likelihood that matches for a template are
available. The volatile scents disappear slowly over time. The tuple-searching
ant should follow the following rules:

1.

The first step is to diffuse the scent of the process in the node it is connected
to and the node’s neighborhood. This distinctive scent represents the anthill
and will be tracked by the ants when they need to return to the anthill.

. Check for a matching tuple at the current location. If a match is found, return

to the origin location and leave scent for the template matched at each step

(A7 (t)). They find their way back by using their short memory to direct

them towards the anthill and by tracking the distinctive scent of the process

(as described above). If no match is found, check the direct neighborhood.

If there are no scents around the current location that fit to the template,

randomly choose a direction in the network of nodes to look for a tuple.

If there is a scent that indicates a direction for next step (matching scent),

move one step towards that scent and start over. We not only want to

guarantee adaptability in SwarmLinda, we also want to maintain the non-
determinism when searching for tuples. We achieve this by adding a small
random factor in a range of [0, £] to each scent. This enables paths other than

the one with the strongest scent to be chosen (as described in Section 4).

The life of an ant is limited to ensure that it does not seek for tuples that have

not yet been produced. After each unsuccessful step without a match, the ant

stops its search with a probability of . This factor is 0 in the beginning and
increased by some I" with each unsuccessful step. I" itself also increases over
time. When the ant decides to stop searching, it takes one of four actions:

(a) Sleep for some time and then continue. This is a pure limitation of activ-
ity. If the ant has reached an area where no matching tuples have been
produced for a long time, the ant will have a hard time to get out of that
location. The sleeping would allow sometime for the system to change
and maybe get to a state where tuples can be found in that location.

(b) Die and be reborn after some time at the location the search started.

(c) Materialize in some other random location and continue to search for
tuples. This will perhaps lead the ant to a find a match but will not lead
to an optimal trail from the original location to the tuple’s location.
However, the marked trail may be used by other template-ants that
operate in that region and can help find optimal trails from their origins
to tuples.

(d) The template-ant simply stops — they become quiescent until a tuple-
ant finds it. They can still move in their quiescent mode if forced by
the environment, for example by production of tuples in nearby nodes.
However, for all effects this template-ant is quiescent and the process
that produced it is blocked.

Which action is taken depends on the age of the ant. After an ant has

slept several times, it then tries a rebirth. After some rebirths, it decides to

rematerialize elsewhere. Finally it may decide to become quiescent. The last
action (5d) is SwarmLinda’s equivalent to blocking.
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The result of the above is the emergence of application specific paths between
tuple producers and consumers. Given that scents are volatile, the paths found
can dynamically adapt to changes in the system — when consumers or producers
join, leave or move within the system.

One question remains: how do ants find their way back to the anthill? We
mentioned earlier that the anthill has a distinctive scent that can be tracked
by the ants. In addition to this, ants have a short memory that allows them to
follow back these steps towards the anthill.

It is worth noticing that ants do not tend to change their direction radically.
Since they know where they came from (from their short memory) they avoid
going back to that direction. This does not guarantee that an ant finds the
anthill, but it maximizes its chances. The idea is that the last few steps in the
ant’s short memory are used to lead it to the anthill. Once moving in the right
direction and the anthill is found the trail left by this ant can be used in future
searches.

Fig. 5 shows an example of the search algorithm. A client connected to
node S diffuses its scent on nodes S, S, S3, Si, Sg. Later, a template-ant
goes searching for a tuple. For the purposes of this example let us assume the
template-ant can remember the last two steps it took. The template-ant wan-
ders searching for a tuple making a decision at each node. After a few steps
the template-ant finds a matching tuple in node S1 — the path it took until it
found the tuple was [S1, Sa, S7, Ss, So, S15, S16]. After the tuple is found, the
template-ant uses its short memory to return to the anthill. The first two steps
returning are taken based on what is in memory: [Si5, Sg]. Next, the template-
ant tries to track the scent of the anthill. In Sy the template-ant is influenced
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by such a scent and moves to S3, S1, and finally back to the client. Observe
that the return path is not necessarily the path it took to find the tuple. In the
end, the return path [Sig, S15, So, S3, S1] was marked with the scent for that
particular template.

The returning ant works similarly to a backward ant in AntNet [6]. The
returning ant must apply the positive feedback to the successful path as indicated
in (2). The negative feedback part is done by evaporation and is controlled by
the SwarmLinda system.

Compare this approach with one standard mechanism to find distributed
tuples: hashing. Tuples are normally searched based on a hash function that
takes the template as the input and generate a location where the tuple can
be found as the output. Hashing is definitely fast but unfortunately not very
adaptive. The determinism that exist in hash functions forces tuples with the
same template to always be placed in the same location no matter the size of
the system, thus causing bottleneck problems if tuples matching such template
are in demand in the system.

Although in a SwarmLinda tuples matching the same template would tend
to stay together, this is not necessarily true in all cases. If such tuples are being
produced in locations far enough from each other the tuples will remain sepa-
rate and create clusters across all the system. This should avoid the creation of
bottlenecks when tuples of a certain template are required by many processes.
As searches start from various locations, tuples tend to be retrieved from the
closest cluster from the source of the search.

Another problem with hashing approaches is that they are not fault tol-
erant — if a tuple is being hashed to a location, that location is expected to
be working. Hashing may be made fault-tolerant (based on conflict resolutions
techniques) but its implementation is normally cumbersome, its use in practice
may be very expensive, and its effectiveness doubtful. From the point of view
of swarm techniques, failures are just another change in the environment. Fail-
ures would behave like ants trying to search for food in a food supply that was
suddenly destroyed. Surely this is not a problem and the ants will only starve if
food cannot be found elsewhere.

5.3 Dealing with Openness

Openness is known to be one of the main challenges in distributed systems —
the ability of a system to deal with changes can be a great asset. For instance,
in open Linda systems the need for tuples of specific formats (templates) may
change overtime.

In order to enable a SwarmLinda to show an adaptive behavior for collections
of similar tuples, we again use tuple-ants as the individuals. The environment is
again a terrain of nodes that has scents as the state.

In SwarmLinda, we want tuples matching the same template to be kept
together (as described in Section 5.1) but we do not want them to be fixed to
a given location. Instead, we want them to dynamically adapt to changes.
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Given a function Sc¢: T — S on templates and tuples and a relation C': S x S
on scent that defines similarity of scent. One can say that if the template te and
tuple tu match, then Sc(te), Sc(tu) € C.

1. A new tuple-ant that carries a tuple tu emits Sec(tu) at its origin. A new
template-ant that carries a template te emits Sc(te) at its origin.

2. Template-ants remain at that position and never move.

3. Tuple-ants sense their environment for a scent similar — as given by C — to
Sc(tu). If there is such, then other template- or tuple-ants are around.

4. Based on the strength of the detected scent plus the small random factor
[0,&], the tuple-ant decides to move towards that direction or to stay where
it is.

The above causes tuples to stay closer to where other similar tuples are
needed or are being produced (based on the number of in and out primitives
executed) even if this consists of migrating from one node to another. This would
also have an effect on the distribution mechanism explained in Section 5.1. When
a tuple is being stored the scent left by previous in and out primitives should
also be considered when deciding to drop the tuple in the current node or to
keep “walking” through the terrain of nodes searching for a good place to drop
the tuple.

Swarming also allows SwarmLinda to be open in terms of configuration of the
nodes. It is not uncommon that systems become overloaded due to the inability
to predict demand for performance in the future. In SwarmLinda, new nodes can
be added as necessary — the new nodes will be explored by the ants as long as
they are part of at least one current nodes neighborhood. Therefore the addition
of a node has to ensure that the new node is added to some other node’s neighbor
list. This aspect of openness is not as easy to guarantee in other implementations
because the topology is normally implemented in the Linda system itself.

5.4 Balancing Tuple- and Template Movement

In the preceding algorithms, we always identified either the tuple-ants or the
template-ants as individuals that move and perform a continued search. In this
section we describe an intermediate approach where ants can be both tuples and
templates. Every tuple- and template-ant decides after its birth whether it goes
out to other nodes seeking matches or stays at its origin until it is found by some
other ant.

Consider an application where one node consumes a lot of tuples that are
generated on other nodes. If trails from the producers to the consumer are found
— and these can be found by programming a tuple-ant with the algorithm from
Section 5.2 — it makes no sense to have the consumer start template-ants that
seek the producers. Based on the system history (of scents) it is known where
a consumer is and what the path is, so tuple-ants should be pushed there while
the template-ants at the consumer should remain stationary and basically wait
for a matching tuple-ant to appear. But if the former consumer starts to be
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a producer after the calculation of some results, it might become reasonable to
start template-ants from the former producers to reach out for the result.

Our algorithm should lead to a dynamic balance between active and passive
ants that takes into account the current producer/consumer configuration in the
system.

For the algorithm, the individuals are tuple- and template-ants. The envi-
ronment is still the terrain of nodes. The state at each location includes two
scents: One scent indicates whether the location is visited successfully by other
ants — it is an attraction — or not — it is an outsider. Success means that the
visiting ant found a match at this location. We call this the visitor scent. The
second scent, the producer-consumer scent ranges over [—¢, ¢|. Positive values
indicate that the matches that took place were such that a visiting template-ant
retrieved a tuple from that location — showing that the location is a producer
of information. A negative scent indicates that visiting tuple-ants were matched
with a template at that location — the location is a consumer of tuples.

Tuple- and template-ants follow the algorithms from Section 5.2 to find
matching templates resp. tuples. If a tuple-ant finds a match, it neutralizes a bit
of producer-consumer scent at the location. When a template-ant finds a match,
it adds a bit of this scent at the location. Both kinds of ants leave a bit of visitor
scent in the case of success.

When a new ant is born, it will either be a tuple- or a template-ant depending
on the kind of operation requested. A new tuple-ant emits a bit of producer-
consumer scent at the location of its birth, a template-ant neutralizes some.

These ants can behave in two different ways: Either they are active and move
around following the search algorithms as described above, or they are passive
and remain at their origin to be found by others.

The further fate of a new ant depends on the current state of the location
where they are born. This state distinguishes producing and consuming locations
and whether the location is attractive for visitors. The following table shows how
new ants behave based on these two characteristics:

Producer Consumer
Attraction  Passive tuple-ant Active/passive tuple-ant
Passive/active template-ant ~ Passive template-ant
Outsider Active tuple-ant Passive tuple-ant
Passive template-ant Active template-ant

If a producer is visited by many ants, there is no need to send out tuple-ants.
Template-ants can be passive or active depending on how many visitors satisfy
them — it is important to keep a balance between active and passive template-
ants. The ratio of passive/active can be adjusted. For an attractive consumer,
template-ants may remain passive. Owing to the same global-balance argument
above, tuple-ants can also be active. If a producer is not visited by many other
ants, it will send out its tuples-ants to find matches. Its template-ants can remain
passive.

If a consumer is not visited by many other ants, it will send out active
template-ants to find matches and generate passive tuple-ants to attract other
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Melinda| Lime |PLinda | PeerSpaces| TOTA | SwarmLinda
Network Unpredictability X \/ X ) v/ \/
Failures o o v/ IV v/ \/
Mobility (physical)/(data) [ o |/ (/A o(d) o [V /D] v o/
Openness X o X v v v/

Fig. 6. Summary of how some models deal with aspects of adaptiveness

active template-ants. The generation of passive tuple-ants improves its chances
of becoming an attraction.

The algorithm can be compared to the intermediate replication scheme in
Linda systems. There, an in leads to a broadcast of the template on the inbus
and to a search for a matching tuple. An out leads to the replication of the tuple
on the outbus where the local lists of waiting tuples are then searched. This seems
to resemble the idea of having tuple-ants and template-ants go out and seek for
matches. However, the inbusses and outbusses in intermediate replication are
usually very static. In the SwarmLinda algorithm the balance between tuple-
and template-ants is highly dynamic and adapts to the current behavior of the
running applications.

Overall, the search algorithms presented in this section will eventually find
matching tuples or templates. This is a consequence of using a random walk:
after a finite number of steps, all possible nodes will have been visited. This is
similar to a Linda implementation where a predefined list of nodes is searched —
in the end all nodes that can possibly have a match have been visited.

6 Conclusion

This paper has discussed several aspects of adaptiveness and their importance
to large scale dynamic systems. The paper focused on investigating how the
aspects related to adaptiveness to network unpredictability, failures, mobility
and openness have been tackled by various Linda systems. Figure 6 summarizes
our discussion.

In Figure 6, a x indicates that the model does not demonstrate that it can
handle that particular aspect of adaptiveness. A 4/ indicates that the model does
present levels of that particular aspect. And a o indicates that (maybe indirectly)
the model does present some potential in dealing with that particular aspect.

From Figure 6 one can clearly see that TOTA and SwarmLinda are very
adaptable. The difference between these systems lie on the fact that SwarmLinda
wants designers to be oblivious to the swarming that may happen in the system.
Ideally, a SwarmLinda designer would not need to have any understanding of
swarming and related concepts such as the propagation rules defined in TOTA.

We have demonstrated how the various aspects of adaptiveness can be uni-
formly dealt with in SwarmLinda. It does not make any distinction between
the aspects of adaptiveness, tackling them in the same way via the mechanism
of swarming and stigmergic communication. A SwarmlLinda implementation is
being developed and will be made available in the website [17].
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Abstract. Self-organization in multi agent systems requires two main building
blocks: adaptive and uncoupled interaction mechanisms and context-awareness.
Here we show how the middleware TOTA (Tuples On The Air) supports self-
organization by providing effective abstractions for the above two building-
blocks. TOTA relies on spatially distributed tuples for both supporting adaptive
and uncoupled interactions between agents, and context-awareness. Agents can
inject these tuples in the network, to make available some kind of contextual
information and to interact with other agents. Tuples are propagated by the
middleware, on the basis of application specific patterns, defining sorts of
“computational fields”, and their intended shape is maintained despite network
dynamics, such as topological reconfigurations. Agents can locally “sense”
these fields and rely on them for both acquiring contextual information and
carrying on distributed self-organizing coordination activities. Several
application examples in different scenarios show the effectiveness of our
approach.

1 Introduction

IT scenarios, at all levels, are witnessing a radical change: from systems constituted
by components fixedly and strictly coupled at design time, to systems based on
autonomous, uncoupled and transiently interacting components [31]. In computer
science, applications have always been built by adopting programming paradigms
rooted on strictly coupled, non-autonomous components. Following this approach,
components are coupled at design time by fixed interaction patterns. Although
simple, this approach turned out to be really brittle and fragile, not being able to cope
with reconfiguration and faults. Only in recent years, the research on software agents
has fostered new programming paradigms based on autonomous components (i.c.
components with a separated thread of execution and control) interacting to realize an
application [6, 10, 21].

This shift of paradigm is well motivated by the robustness, scalability and
flexibility of systems based on these autonomous components: if a component breaks
down, the others can re-organize their interaction patterns to account for such a
failure, if new components are added to the system, they can discover which other
components are present and start to interact with them. The key element leading to
such robust, scalable and flexible behaviors is self-organization. Autonomous
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© Springer-Verlag Berlin Heidelberg 2004



234 Marco Mamei and Franco Zambonelli

components must be able to self-organize their activity patterns to achieve goals, that
possibly exceed their capabilities as single individuals, despite, and possibly taking
advantage, of environment dynamics and unexpected situations [20, 18, 30]. Nature,
for example, “adopts” these ideas at all scales (e.g. in social insects like ants, in cells
like in the immune system or neurons in the brain) [4, 5, 7].

The first signs of this shift of paradigm can be found in modern distributed
computing where the inherent dynamism of networks (e.g. delays and link
unavailability) forces distributed application components to autonomously adapt and
self-organize their behavior to such dynamism. On the one hand, Internet
applications, traditionally built following a client-server approach, are gradually
replaced by their peer-to-peer (P2P) counterpart. By investing on peers autonomy,
P2P applications can self-organize their activities to achieve unprecedented levels of
robustness and flexibility (e.g. peers can dynamically discover communication
partners and autonomously engage, also third-party, interaction patterns). On the
other hand, components' autonomy and self-organization is at the basis of ubiquitous
and pervasive computing, where intrinsic mobile components are connected in
wireless, amorphous networks. In such a dynamic scenario, in fact, agents have to
constantly rearrange and self-organize their activities to take into account the ever
changing environment.

Unfortunately, we still do not know how to program and manage these kind of
autonomous self-organizing systems. The main conceptual difficulty is that we have
direct control only on the agents' local activities, while the application task is often
expressed at the global scale [5, 7]. Bridging the gap between local and global
activities is not easy, but it is possible: distributed algorithms for autonomous sensor
networks have been proposed and successfully verified, routing protocols is MANET
(in which devices coordinate to let packets flow from sources to destinations) have
been already widely used. The problem is still that the above successful approaches
are ad-hoc to a specific application domain and it is very difficult to generalize them
to other scenarios. There is a great need for general, widely applicable engineering
methodologies, middleware and APIs to embed, support and control self-
organization in multiagent systems [1, 13, 26, 31]. From our point of view, self-
organization is a sort of distributed coordination and its main building blocks are
those constituting the core of agents' autonomy: (i) adaptive and uncoupled
interaction mechanisms and (i) context-awareness (i.e. the fundamental capability for
an agent to be aware of its operational environment). With regard to the first point,
environment dynamism and transiently connected components call for flexible,
adaptive and uncoupled interactions. Moreover, by its very nature, coordination
requires context-awareness. In fact, an agent can coordinate with other agents only if
it is somehow aware of “what is around” i.e. its context. However, when agents are
embedded in a possibly unknown, open and dynamic environment (as it is in the case
of most pervasive computing scenarios), they can hardly be provided with enough a
priori up-to-date contextual knowledge. Starting from these considerations, it is
fundamental to provide agents with simple, easy to be obtained, and effective
contextual information, supporting and facilitating their coordination activities in a
robust and adaptive way.
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The contribution of this paper is to show how the abstractions promoted by a novel
middleware infrastructure called TOTA (“Tuples On The Air”), suit the need of self-
organization. Coherently with the above considerations, the key objective of TOTA is
to define a single abstraction both to: (i) promote uncoupled and adaptive
interactions; and (i) provide agents with simple, yet expressive, contextual
information to actively support adaptivity, by discharging application components
from dealing with network and application dynamics. To this end, TOTA relies on
spatially distributed tuples, to be injected in the network and propagated accordingly
to application-specific patterns. On the one hand, tuple propagation patterns are
dynamically re-shaped by the TOTA middleware to implicitly reflect network and
applications dynamics, as well as to reflect the evolution of coordination activities.
On the other hand, application agents have simply to locally “sense” tuples to acquire
contextual information, to exchange information with each other, and to implicitly
and adaptively orchestrate their coordination activities. To take a metaphor, we can
imagine that TOTA propagates tuples in the same way as the laws of nature provides
propagating fields in the physical space: although particles do not directly interact
with each other and can only locally perceive such fields, they exhibit globally
orchestrated and adaptive motion patterns.

This paper is organized as follows. Section 2 overviews the TOTA approach and
its implementation. Section 3 describes some application examples, showing how can
TOTA be effectively applied to different scenarios. Section 4 present performance
and experiments. Section 5 discusses related works. Section 6 concludes and outlines
future works.

2 Tuples on the Air

The driving objective of our approach is to address together the two requirements
introduced in the previous section (uncoupled and adaptive interactions and context-
awareness), by exploiting a unified and flexible mechanism to deal with both context
representation and agents' interactions.

In TOTA, we propose relying on distributed tuples for both representing
contextual information and enabling uncoupled interaction among distributed
application components. Unlike traditional shared data space models [12], tuples are
not associated to a specific node (or to a specific data space) of the network. Instead,
tuples are injected in the network and can autonomously propagate and diffuse in the
network according to a specified pattern. Thus, TOTA tuples form a sort of spatially
distributed data structure able to express not only messages to be transmitted between
application components but, more generally, some contextual information on the
distributed environment.

To support this idea, TOTA is composed of a peer-to-peer network of possibly
mobile nodes, each running a local version of the TOTA middleware. Each TOTA
node holds references to a limited set of neighboring nodes. The structure of the
network, as determined by the neighborhood relations, is automatically maintained
and updated by the nodes to support dynamic changes, whether due to nodes' mobility
or to nodes' failures. The specific nature of the network scenario determines how each
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node can find its neighbors: e.g., in a MANET scenario, TOTA nodes are found
within the range of their wireless connection; in the Internet they can be found via an
expanding ring search (the same used in most Internet peer-to-peer systems [24]).

Upon the distributed space identified by the dynamic network of TOTA nodes,
each component is capable of locally storing tuples and letting them diffuse through
the network. Tuples are injected in the system from a particular node, and spread hop-
by-hop according to their propagation rule. In fact, a TOTA tuple is defined in terms
of a “content”, and a “propagation rule”.

| T=(C, P) |

The content C is an ordered set of typed fields representing the information carried
by the tuple. The propagation rule P determines how the tuple should be distributed
and propagated in the network. This includes determining the “scope” of the tuple
(i.e. the distance at which such tuple should be propagated and possibly the spatial
direction of propagation) and how such propagation can be affected by the presence
or the absence of other tuples in the system. In addition, the propagation rules can
determine how tuple's content should change while it is propagated. In fact, tuples are
not necessarily distributed replicas: by assuming different values in different nodes,
tuples can be effectively used to build a distributed overlay data structure expressing
some kind of contextual and spatial information. So, unlike traditional event based
models, propagation of tuples is not driven by a publish-subscribe schema, but it is
directly encoded in tuples' propagation rule and, unlike an event, can change its
content during propagation (see Figure 1).

The spatial structures induced by tuples propagation must be maintained coherent
despite network dynamism. To this end, the TOTA middleware supports tuple
propagation actively and adaptively: by constantly monitoring the network local
topology and the entry of new tuples, the middleware automatically re-propagates
tuples as soon as appropriate conditions occur. For instance, when new nodes get in
touch with a network, TOTA automatically checks the propagation rules of the
already stored tuples and eventually propagates the tuples to the new nodes.
Similarly, when the topology changes due to node movements, the distributed tuple
structure automatically changes to reflect the new topology. For instance, Figures 2
shows how the structure of a distributed tuple can be kept coherent by TOTA in a
MANET scenario, despite dynamic network reconfigurations.

From the application components' point of view, executing and interacting
basically reduces to inject tuples, perceive local tuples and local events, and act
accordingly to some application-specific policy. Software components on a TOTA
node can inject new tuples in the network, defining their content and their
propagation rule. They have full access to the local content of the middleware (i.e., of
the local tuple space), and can query the local tuple and one-hop neighbors tuple
spaces — via a pattern-matching mechanism — to check for the local presence of
specific tuples. In addition, components can be notified of locally occurring events
(i.e., changes in tuple space content and in the structure of the network
neighborhood).

The overall resulting scenario is that of applications whose agents: (i) can
influence the TOTA space by propagating application-specific tuples; (ii) execute by
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being influenced in both their internal and coordination activities by the locally
sensed tuples; and (7ii) implicitly tune their activities to reflect network dynamics, as
enabled by the automatic re-shaping of tuples' distributions of the TOTA middleware.

{;3 Tuple Sources @ gplm @ TOTA Middleware
Tuple Propagation :\ Tuple
: §5
y Z
NS ©

Fig. 1. The General Scenario of TOTA: application components live in an environment in
which they can inject tuples that autonomously propagate and sense tuples present in their local
neighborhood. The environment is realized by means of a peer-to-peer network in which tuples
propagate by means of a multi-hop mechanism

Fig. 2. (left) P31 propagates a tuple that increases its value by one at every hop. Tuple hop-
value is represented by node darkness. (right) When the tuple source P31 or other nodes move,
all tuples are updated to take into account the new topology
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2.1 Implementation

From an implementation point of view, we developed a first prototype of TOTA
running on Laptops and on Compaq IPAQs equipped with Linux, IEEE 802.11b
WLAN cards, and Java (J2ME-CDC, Personal Profile). Devices connect locally in
the MANET mode (i.e. without requiring access points) creating the skeleton of the
TOTA network. Tuples are being propagated through multicast sockets to all the
nodes in the one-hop neighbor. The use of multicast sockets has been chosen to
improve the communication speed by avoiding 802.11b unicast handshake (please
note that multicast in one-hop radius is assumed to be provided in these networks).
By considering the way in which tuples are propagated, TOTA is very well suited for
this kind of broadcast communication. We think that this is a very important feature,
because it will allow in the future implementing TOTA also on really simple devices
[14] that cannot be provided with sophisticate communication mechanisms. Other
than this communication mechanism, at the core of the TOTA middleware there is a
simple event-based engine, that monitors network reconfigurations and the entry of
new tuples and react either by triggering propagation of already stored tuples or by
generating an event directed to the event interface.

Since the effective testing of TOTA would require a very large number of devices,
we have implemented an emulator to analyze TOTA behavior in presence of
hundreds of nodes. The emulator, developed in Java, enables examining TOTA
behavior in a MANET scenario, in which nodes topology can be rearranged
dynamically either by a drag and drop user interface or by autonomous nodes'
movements. More details on the TOTA architecture can be found in [16], more
details on the TOTA programming model can be found in [17]. Finally, a simplified
applet version of the TOTA emulator can be accessed and used at our research group
Web site (http://www.agentgroup.unimo.it).

3 Application Examples

In this section, to prove the generality of our approach, we will show how to exploit
TOTA to solve several problems typical of dynamic network scenarios, by simply
implementing different tuples' propagation rules.

3.1 Motion Coordination

To show the capability of achieving globally coordinated behaviors with TOTA, we
focus on a specific instance of the general problem of motion coordination. Motion
coordination has been widely studied in several research areas: robotics, simulations,
pervasive computing, multi agent systems, etc. Among the others, a particularly
interesting and successful approach is the one that exploit the idea of potential fields
to direct the movement of the involved entities [15, 27]. As a first example, we will
consider the problem of letting a group of mobile components (e.g., users with a PDA
or robots) move maintaining a specified distance from each other. To this end, we can
take inspiration from the mechanism used by birds to flock [7]: flocks of birds stay
together, coordinate turns, and avoid each other, by following a very simple swarm
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algorithm. Their coordinated behavior can be explained by assuming that each bird
tries to maintain a specified separation from the nearest birds and to match nearby
birds' velocity. To implement such a coordinated behavior in TOTA, each component
can generate a tuple 7=(C, P) with following characteristics:

C = (FLOCK, nodeName,val)
P = (“val” is initialized at 2, propagate to all the nodes decreasing by one in the
first two hops, then increasing “val” by one for all the further hops)

Thus creating a distributed data structure in which the val field assumes the
minimal value at specific distance from the source (e.g., 2 hops). This distance
expresses the intended spatial separation between components in the flock. To
coordinate movements, components have simply to locally perceive the generated
tuples, and to follow downhill the gradient of the val fields. The result is a globally
coordinated movement in which components maintain an almost regular grid
formation by clustering in each other val fields' minima.

To test the above coordination mechanism we used the emulator: the snap-shots of
Figure 3 shows a MANET scenario in which a group of four components (in black)
proceeds in a flock, maintaining a one hop distance. The other nodes in the network
remain still and just store and forward flocking tuples.

Another interesting example of motion coordination, is the problem of letting
mobile users to meet somewhere. Here we can imagine that each member of the
meeting group injects a tuple with the following characteristics:

C = (MEET, nodeName, val)
P = (“val” is initialized at 0, propagate to all the nodes increasing “val” by one
for all the further hops)

By relying on this tuple, we can realize different meeting policies:

1. A group of users wants to meet in the point where member x is located. This
is the simplest case and each user can move by following downbhill the tuple
having in its content x as nodeName. It is interesting to notice that this
approach works even if person x moves after the meeting has been
scheduled. The meeting will be automatically rescheduled in the new
minimum of x's tuple.

2. A group of users wants to meet in the point that is between them (their
“barycenter”). To this purpose each user i can follow downhill a linear
combination of all the other MEET tuples. In this way all the users “fall”
towards each other, and they meet in the point that is in the middle. It is
interesting to notice, that this “middle point” is evaluated dynamically and
the process takes into consideration the crowd or unexpected situations. So if
some users encounter a crowd in their path, the meeting point is
automatically changed to one closer to these unlucky users.
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Fig. 3. Flocking in the TOTA Emulator. Cubes are the nodes of a mobile ad-hoc network, with
arcs connecting nodes in range with each other. Black cubes are involved in flocking, moving
by preserving a 2 hop distance from each other

3.2 Modular Robot Control

Another interesting application scenario, is in the control of a modular robot [29]: a
collection of simple autonomous actuators with few degrees of freedom connected
with each other. A distributed control algorithm is executed by all the actuators that
coordinate to let the robot assume a global coherent shape or a global coherent
motion pattern (i.e. gait). Currently proposed approaches [27] adopts the biologically
inspired idea of hormones to control such a robot. Hormone signals are similar to
content based messages, but have also the following unique properties: they
propagate through the network without specific destinations, their content can be
modified during propagation and they may trigger different actions for different
receivers. The analogies between hormones and TOTA tuples are evident and, in fact,
we were able to easily implement a similar control algorithm on top of TOTA. The
algorithm has been tested on the 3D modular robot simulator available at [22].
Following the approach proposed in [27], we will consider the implementation of a
caterpillar gait on a chain-typed modular robot, composed by actuators having a
single motorized degree of freedom (see figure 4-right). Each robot node (i.e.
actuator) will be provided with a TOTA middleware, and with an agent driving its
motor. In particular the head agent, the tail agent and the body agents will drive the
head module, the tail module and the body modules respectively.

The head agent starts the movement by injecting a caterpillar-tuple. The tail agent
injects the gait-tuple, upon the receipt of a new caterpillar-tuple.

The gait-tuple is simply a tuple notifying that the gait has been completed, it
simply propagates from the tail to the head (i.e. it has a broadcast propagation rule)
without storing. The caterpillar-tuple has the following structure:
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Current state  {New state | New angle

INIT 4 +45 deg

4 B +45 deg : %
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Fig. 4. Caterpillar tuple, propagation rule. Figure 10. Caterpillar gait, in a chain-typed modular
robot, composed of four actuators

C = (state, angle)

P = (propagate hop-by-hop, storing on intermediate nodes changing the content
accordingly to the table in figure 4-left. If on the head node and upon the receipt
of a gait-tuple, re-apply propagation)

Each agent, upon the receipt of the caterpillar tuple, will drive the motor of its
actuator to the angle in the content of the tuple. The coordination induced by the tuple
leads the robot to the caterpillar gait as described in figure 4-right.

3.3 Ant-Based Routing on Mobile ad Hoc Networks

Routing protocols in wireless ad-hoc networks, inspired to the way in which ants
collect food, have recently attracted the attention of the research community [7, 23].
Following this inspiration, the routing protocols build a sort of routing overlay
structure (similar to ants' pheromone trials) by flooding the network and then exploit
this overlaid structure for a much finer routing. We will show in this section how the
basic mechanism of creating a routing overlay structure and the associated routing
mechanism (similar to the ones already proposed in the area) can be effectively done
within the TOTA model. The basic idea of the routing algorithm we will try to
implement is the following [23]: when a node X wants to send a message to a node Y
it injects a tuple representing the message to be sent, and a tuple used to create an
overlay routing structure, for further use.
The tuple used to create the overlay structure can be described as follows:

C=(“structure”’, nodeName, hopCount)
P=(propagate to all the nodes, increasing hopCount by one at every hop)

The tuple used to convey the message will be:

C=(“message”, sender,receiver,message)
P=(if a structure tuple having my same receiver can be found follow downhill its
hopCount, otherwise propagate to all the nodes )

This routing algorithm is very simple: structure tuples create an overlay structure
so that a message tuple following downbhill a structure tuple's hopCount can reach the
node that created that particular structure. In all situations in which such information
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is absent, the routing simply reduces to flooding the network. Although its simplicity,
this model captures the basic underling model of several different MANET routing
protocols [8]. The basic mechanism described in this section (tuples defining a
structure to be exploited by other tuples' propagation) is fundamental in the TOTA
approach and provides a great flexibility. For example it allows TOTA to realize
systems such as CAN [24] and Pastry [25], to provide content-based routing in the
Internet peer-to-peer scenario. In these models, peers forming an unstructured and
dynamic community need to exchange data and messages not on the basis of the IP
addressing scheme, but rather on the basis of the content of messages (e.g., “I need
the mp3 of Hey Jude, no matter who can provide it to me”). To this end, these
systems propose a communication mechanism based on a publish-subscribe model
and rely on a properly built overlay space. A peer publishes information by sending
them to a particular point of the overlaid space, while another read such information
by looking for it in the same point of space (typically the process involves a hash
function shared between all the peers, that maps keywords, associated to the
information content, to points in space). TOTA can realize such systems by using a
first layer of tuples defining the overlay space and then other tuples whose
propagation rules let the tuples propagate efficiently in the overlaid space.

4 Performances and Experiments

One of the biggest concerns regarding our model is about scalability and
performances. How much burden is requested to the system to maintain tuples?

Due to page limit, we will concentrate in this section to the kind of tuples used in
the application examples. These are the tuples whose content depends only on the
hop-distance from the source (HopTuples, from now on). Further details on these
topics can be found in [17].

HopTuples' maintenance operations are required upon a change in the network
topology, to have the distributed tuples reflect the new network structure. This means
that maintenance operations are possibly triggered whenever, due to nodes' mobility
or failures, new links in the network are created of removed. Because of scalability
issues, it is fundamental that the tuples' maintenance operations are confined to an
area neighboring the place in which the network topology had actually changed. This
means that, if for example, a device in a MANET breaks down (causing a change in
the network topology) only neighboring devices should change their tuples' values.
The size of this neighborhood is not fixed and cannot be predicted a-priori, since it
depends on the network topology.

For example, if the source of a tuple gets disconnected from the rest of the
network, the updates must inevitably involve all the other peers in the network (that
must erase that tuple form their repositories, see figure 5-top). However, especially
for dense networks, this is unlikely to happen, and usually there will be alternative
paths keeping up the tuple shape (see figure 5-bottom).

How can we perform such localized maintenance operations in a fully distributed
way? To fix ideas, let us consider the case of a tuple incrementing its integer content
by one, at every hop, as it is propagated far away from its source.
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Fig. 5. The size of the update neighborhood depends on the network topology. Here is an
example with a tuple incrementing its integer content by one, at every hop, as it is propagated
far away from its source (top) the specific topology force update operations on the whole
network (bottom) if alternative paths can be found, updates can be much more localized

Given a local instance of such a tuple X, we will call Y a tuple that supports X if:
Y belongs to the same distributed tuple as X, Y is one-hop distant from X, Y value is
equal to X value minus 1.With such a definition, a X's supporting tuple is a tuple that
could have created X during its propagation.

Moreover, we will say that X is in a safe-state if it has a supporting tuple, or if it is
the source of the distributed tuple. We will say that a tuple is not in a safe-state if the
above condition does not apply.

Each local tuple can subscribe to the income or the removal of other tuples
belonging to its same type in its one-hop virtual tuple space. This means, for example,
that the tuple depicted in figure 5-bottom, installed on node F and having value 5 will
be subscribed to the removal of tuples in its neighborhood (i.e. nodes E and G).

Upon a removal, each tuple reacts by checking if it is still in a safe-state. In the
case a tuple is in a safe-state, the tuple the removal has not any effect - see later -. In
the case a tuple is not in a safe state, it erases itself from the local tuple space. This
eventually cause a cascading tuples' deletion until a safe-state tuple can be found, or
the source is eventually reached, or all the tuples in that connected sub-network are
deleted (as in the case of figure 5-top). When a safe-state tuple observe a deletion in
its neighborhood it can fill that gap, and reacts by propagating to that node. This is
what happens in figure 5-bottom, safe-state tuple installed on mode C and having
value 3 propagates a tuple with value 4 to the hole left by tuple deletion (node D). It
is worth noting that this mechanism is the same enforced when a new peer is
connected to the network.

Similar considerations applies with regard to tuples' arrival: when a tuple sense the
arrival of a tuple having value lower than its supporting tuple, it means that, because
of nodes' mobility, a short-cut leading quicker to the source happened. Also in this
case the tuple must update its value to take into account the new network topology.

So, what is the impact of a local change in the network topology in real scenarios?

To answer these questions we exploited the implemented TOTA emulator, being
able to derive results depicted in figure 6.
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Fig. 6. Experimental results: locality scopes in tuple's maintenance operations emerge in a
network without predefined boundaries. (left) topology changes are caused by random peer
movements, on top, while topology changes are caused by the movement of the source peer on
the bottom. (right) number of topology changes, happened during the experiments, that
required a specific number of messages to be dealt with (e.g. in 27% of the diamond
experiment, the topology change has been fixed with about 1.5 messages being exchanged)

The graphs show results obtained by more that 100 experiments, conducted on
different networks. We considered networks having an average density (i.c. average
number of nodes directly connected to an other node) of 5.7, 7.2 and 8.8 respectively
(these numbers come from the fact that in our experiments they correspond to 150,
200, 250 peers, respectively). In each network, a tuple, incrementing its content at
every hop, had been propagated. Nodes in the network move randomly, continuously
changing the network topology. The number of messages sent between peers to keep
the tuple shape coherent had been recorded.

Figure 6-left shows the average number of messages sent by peers located in an x-
hop radius from the origin of the topology change. Figure 6-right shows the
percentage of topology changes, happened during the experiments, that required a
specific number of messages to be dealt with (see caption).

The most important consideration we can make looking at those graphs, is that,
upon a topology change, a lot of update operations will be required near the source of
the topology change, while only few operations will be required far away from it.
This implies that, even if the TOTA network and the tuples being propagated have no
artificial boundaries, the operations to keep their shape consistent are strictly confined
within a locality scope (figure 6-left). Moreover, figure 6-right, show that the
topology change that are likely to involve large-scale update are much less frequent
than operations requiring only local rearrangements. This fact supports the feasibility
of the TOTA approach in terms of its scalability. In fact, this means that, even in a
large network with a lot of nodes and tuples, we do not have to continuously flood the
whole network with updates, eventually generated by changes in distant areas of the
network. Updates are almost always confined within a locality scope from where they
took place.
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5 Related Work

Several proposals in the last years are challenging the traditional ideas and
methodologies of software engineering and inspired to physical, biological models
are entering in the distributed application and multi agent system research
frameworks.

An area in which the problem of achieving context-awareness and adaptive
coordination has been effectively addressed (and that, consequently, has partially
influenced our proposal) is amorphous and paintable computing [9, 19]. The particles
constituting an amorphous computer have the basic capabilities of propagating sorts
of computational fields in the network, and to sense and react to such fields. In
particular, particles can transfer an activity state towards directions described by
fields' gradients, so as to make coordinated patterns of activities (to be used for, e.g.
self-assembly) emerge in the system independently of the specific structure of the
network (which is, by definition, amorphous). Similarly with TOTA, such an
approach enables, via the single abstraction of fields, to both diffuse contextual
information and to organize adaptive global coordination patterns. The main
difference between TOTA and this approach is the application domain: TOTA is not
only addressed to amorphous networks of nano- or micro-devices, but it aims also to
address networks of mobile devices like cellular phones, PDA and laptops. Moreover,
because of this difference, one of the TOTA main concerns, that is totally neglected
in amorphous computer, is the need to constantly manage distributed tuples' values so
as to maintain their intended shape despite network reconfigurations.

Anthill [2] is a framework built to support design and development of adaptive
peer-to-peer applications, that exploits an analogy with biological adaptive systems
[7, 20]. Anthill consists of a dynamic network of peer nodes, each one provided with
a local tuple space (“nest”), in which distributed mobile components (“ants”) can
travel and can indirectly interact and cooperate with each other by leaving and
retrieving tuples in the distributed tuple spaces. The key objective of anthill is to build
robust and adaptive networks of peer-to-peer services (e.g., file sharing) by exploiting
the capabilities of ants to re-shape their activity patterns accordingly to the changes in
the network structure. Although we definitely find the idea interesting and promising,
a more general flexible approach would be needed to support — other than adaptive
resource sharing — adaptive coordination in distributed applications.

The popular videogame “The Sims” [28] exploits sorts of computational fields,
called "happiness landscapes" and spread in the virtual city in which characters live,
to drive the movements of non-player characters. In particular, non-player characters
autonomously move in the virtual Sims city with the goal of increasing their
happiness by climbing the gradients of specific computational fields. For instance, if a
character is hungry, it perceives and follows a happiness landscape whose peaks
correspond to places where food can be found, i.e., a fridge. After having eaten, a
new landscape will be followed by the character depending on its needs. Although
sharing the same inspiration, “Sims' happiness fields” are static and generated only by
the environment. In TOTA, instead, tuples are dynamic and can change over time,
and agents themselves are able to inject tuples to promote a stronger self-organization
perspective.
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The MMASS formal model for multi-agent coordination, described in [3],
represents the environment as a multi-layered graph in which agents can spread
abstract fields representing different kinds of stimuli through the nodes of this graph.
The agents' behavior is then influenced by the stimuli they perceive in their location.
In fact agents can associate reactions to these stimuli, like in an event-based model,
with the add-on of the location-dependency that is associated to events and reactions.
The main difference between MMASS and TOTA the application domain: MMASS
is mainly devoted to simulation of artificial societies and social phenomena, thus its
main implementation is based on cellular automata, TOTA is mainly interested in
distributed (pervasive) computing and, accordingly, its implementation is based on
real devices forming wireless networks.

The L2imbo model, proposed in [11], is based on the notion of distributed tuple
spaces augmented with processes (Bridging Agents) in charge of moving tuples form
one space to another. Bridging agent can also change the content of the tuple being
moved for example to provide format conversion between tuple spaces. The main
differences between L2imbo and TOTA are that in L2imbo, tuples are conceived as
“separate” entities and their propagation is mainly performed to let them being
accessible from multiple tuple spaces. In TOTA, tuples form distributed data structure
and their “meaning” is in the whole data structure rather than in a single tuple.
Because of this conceptual difference, tuples' propagation is defined for every single
tuple in TOTA, while is defined for the whole tuple space in L2imbo.

6 Conclusions and Future Work

Tuples On The Air (TOTA) promotes programming distributed applications by
relying on distributed data structures, spread over a network as sorts of
electromagnetic fields, and to be used by application agents both to extract contextual
information and to coordinate with each other in an effective way. As we have tried
to show in this paper, TOTA tuples support coordination and self-organization, by
providing a mechanism to both enable agents interactions and to represent contextual
information in a very effective way.

Despite the fact there are a lot of examples we had been able to realize with
TOTA, we still do not have a general engineering methodology or primitive tuples'
types on which to build and generalize other kind of applications. However this is not
our specific limit, but it is a current general limitation: a general methodology for
dealing with bottom up approaches (like the one promoted by TOTA) is still
unknown. However, we think that such methodology could be found in the future and
for sure, our final goal would be to develop a complete engineering procedure for this
kind of model. In pursuing this goal, deployment of applications will definitely help
identifying current shortcomings and directions of improvement. In particular our
future work will be based on applying the TOTA model, in the development of new
applications for sensor networks with a particular interest in those algorithms
exploiting ideas taken from manifold geometry [30]. From a more pragmatic
perspective, much more performance evaluations are needed to test the limits of
usability and the scalability of TOTA by quantifying the TOTA delays in updating
the tuples' distributed structures in response to dynamic changes.
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Abstract. Managers of systems of shared resources typically have many
separate goals. Examples are efficient utilization of the resources among
its users and ensuring no user’s satisfaction in the system falls below
a preset minimal level. Since such goals will usually conflict with one
another, either implicitly or explicitly the manager must determine the
relative importance of the goals, encapsulating that into an overall util-
ity function rating the possible behaviors of the entire system. Here we
demonstrate a distributed, robust, and adaptive way to optimize that
overall function. Our approach is to interpose adaptive agents between
each user and the system, where each such agent is working to maxi-
mize its own private utility function. In turn, each such agent’s function
should be both relatively easy for the agent to learn to optimize, and
“aligned” with the overall utility function of the system manager — an
overall function that is based on but in general different from the satis-
faction functions of the individual users. To ensure this we enhance the
COllective INtelligence (COIN) framework to incorporate user satisfac-
tion functions in the overall utility function of the system manager and
accordingly in the associated private utility functions assigned to the
users’ agents. We present experimental evaluations of different COIN-
based private utility functions and demonstrate that those COIN-based
functions outperform some natural alternatives.

1 Introduction

One of the key problems confronting the designers of large-scale, distributed
agent applications is control of access to shared resources. In order for the sys-
tem to function well, access to these shared resources must be coordinated to
eliminate potential problems like deadlock, starvation, livelock and other forms
of resource contention. Without proper coordination, both individual user satis-
faction and overall system performance can be significantly impaired.

As hand-coded, static procedures are likely to be brittle in complex environ-
ments, we are interested in flexible, adaptive, scalable approaches to the resource
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sharing problem [1]. One approach is to use distributed machine learning-based
agents each of which works exclusively to increase the satisfaction of its associ-
ated user. While this is appealing, individual learners optimizing the “satisfac-
tion” utility functions of their users typically will not coordinate their activities
and may even work at cross-purposes, thereby degrading the performance of
the entire system. Well-known cases of this problem of global shared resources
include the Tragedy of the Commons [2]. Such problems highlight the need for
careful design of the utility functions each of the learning agents work to opti-
mize. In general, this means having each agent use a utility function that differs
from the satisfaction function of its associated user [3]. In addition to ensuring
that the private utility functions of the agents do not induce them to work at
cross-purposes though, it is also necessary that those functions can be readily
optimized in an adaptive manner, despite high noise levels in the environment.

The field of mechanism design, originating in game theory and economics,
appears to address this problem. However it suffers from restrictions that di-
minish its suitability for problems — like the ones considered here — involving
bounded-rational, non-human, noisy agents, where the variables controlled by
the agents and even the number of agents can be varied [1]. In contrast, the
COllective INtelligence (COIN) framework is explicitly formulated to address
such problems without such restrictions [3, 5, 6]. In particular, its mathematics
derives private utility functions to provide the individual learning agents that are
learnable, in addition to inducing the agents not to work at cross-purposes. Such
functions are designed both so that the agents can perform well at maximizing
them, and so that as they do this the agents also “unintentionally” improve the
provided “world utility” function rating behavior of the entire system.

In the past, COIN techniques have been used for world utility functions that
are fully exogenous, in that they do not reflect any satisfaction functions of a set
of users of the system nor how best to accommodate those satisfaction functions.
While achieving far superior performance in the domains tested to date than do
conventional approaches like greedy agents and team games [7, 5, 8], these tests
do not assess how well COIN-based systems perform in situations like shared
resource problems, in which the world utility is not fully exogenous. In this paper
we start by reviewing the mathematics of collective intelligence. We then test
the techniques recommended by that mathematics on shared resource problems,
using a world utility function that reflects the satisfaction levels of the individual
users of the system, and in particular trades off concern that no individual’s
satisfaction be too low with concern that the overall system behave efficiently.
We demonstrate that in such domains COIN techniques also far outperform
approaches like team games. We also validate some quantitative predictions of
the COIN mathematics concerning how the world utility is affected by various
modifications to the COIN techniques.
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2 Background on Collective Intelligence

The “COllective INtelligence” framework (COIN) concerns the design of large
distributed collectives of self-interested agents where there exists a world utility
function measuring the performance of the entire collective. The emphasis of the
research is on the inverse problem: given a set of self-interested agents and a world
utility function, how should a designer configure the system, and in particular
set the private utility functions of the agents so that, when all agents try to
optimize their functions, the entire collective performs better. In this section, we
introduce the mathematics of designing collectives. Because of space limitations,
the concepts cannot be justified or elaborated in any detail; references to other
papers with such details are provided.

2.1 Central Equation

Let ¢ be an arbitrary space whose elements z give the joint move of all agents in
the collective system. We wish to search for the z that maximizes the provided
world utility function G(z). In addition to G, for each agent n controlling z,,
there is a private utility function {g,}. We use the notation "7 to refer to all
agents other than 7. The agents act to improve their private utility functions,
even though we are only concerned with the value of the world utility G.

We need a way to “calibrate” the utility functions so that the value assigned
to a joint action z reflects the ranking of z relative to all the other possible
joint actions in (. We denote as intelligence the result of this calibration process.
Intuitively, the intelligence indicate what percentage of 7n’s actions would have
resulted in lower utility (if 99% of the available actions lead to a worse utility,
the agent made a smart decision). In the COIN framework, the “intelligence for
1 at z with respect to U” is defined by:

Nyor(2) = / dyi.., (2O (2) — U()] 1)

where O is the Heaviside function !, and where the subscript on the (normalized)
measure du indicates it is restricted to 2z’ sharing the same non-n components
as z. There is no particular constraint on the measure p other than reflecting the
type of system (whether ¢ is countable or not, if not, what coordinate system is
being used...).

As system designer, our uncertainty concerning the state of the system is
reflected in a probability distribution P over {. Our ability to control the system
consists of setting the value of some characteristic of the collective, which is
denoted as its design coordinate. For instance, the design coordinate can be
setting the private utility functions of the agents. For a value s of the design
coordinate, our analysis revolves around the following central equation for
P(G | s), which follows from Bayes’ theorem:

! The Heaviside function is defined to equal 1 when its argument is greater or equal
to 0, and to 0 otherwise.
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PG| s) = / ANGP(G | No, s) / dN,P(Ng | Ny.s) P(N,|s) . (2)

. factoredness  learnability
explore vs. exploit

where N, and Ng are the intelligence vectors of the agents with respect to
the private utility g, of n and the world utility G, respectively.

Note that N, 4, (2) = 1 means that agent 7 is fully rational at z, in that
its move maximizes the value of its utility, given the moves of the agents. In
other words, a point z where N, 4 (z) = 1 for all agents 7 is one that meets
the definition of a game-theory Nash equilibrium. On the other hand, a z at
which all components of Ng = 1 is a maximum G along all coordinates of z.
So if we can get these two points to be identical, then if the agents do well
enough at maximizing their private utilities we are assured we will be near an
axis-maximizing point for G.

To formalize this, consider our decomposition of P(G | s).

— learnability: if we can choose the global coordinate s so that the third
conditional probability in the integrand is peaked around vectors IN,4 all
of whose components are close to 1 (that is agents are able to learn their
tasks), then we have likely induced large (private utility function) intelli-
gences. Intuitively, this ensures that the private utility functions have high
“signal-to-noise”.

— factoredness: by choosing s, if we can also have the second term be peaked
about Ng equal to IN, (that is the private utility and the world utility
are aligned), then Ng will also be large. It is in the second term that the
requirement that the private utility functions be “aligned with G” arises.
Note that our desired form for the second term in Equation 2 is assured if
we have chosen private utilities such that N, equals INg exactly for all z.
Such a system is said to be factored.

— Finally, if the first term in the integrand is peaked about high G when Ng
is large, then our choice of s will likely result in high G, as desired.

On the other hand, unless one is careful, each agent will have a hard time
discerning the effect of its behavior on its private utility when the system is
large. Typically, each agent has a horrible “signal-to-noise” problem in such
a situation. This will result in a poor term three in the central equation. For
instance, consider a collective provided by the human economy and a “team
game” in which all the private utility functions equal G. Every citizen gets the
national GDP as her/his reward signal, and tries to discern how best to act to
maximize that reward signal. At the risk of understatement, this would provide
the individual members of the economy with a difficult reinforcement learning
task.

In this paper, we concentrate on the second and third terms, and show how to
simultaneously set them to have the desired form in the next section. Hence, the
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research problem is to choose s so that the system both has good learnabilities
for its agents, and is factored.

Mechanism design might, at first glance, appear to provide us techniques for
solving this version of the inverse problem. However while it can be viewed as
addressing the second term, the issue of learnability is not studied in mechanism
design. Rather mechanism design is almost exclusively concerned with collectives
that are at (a suitable refinement of) an exact Nash equilibrium [9]. That means
that every agent is assumed to be performing as well as is theoretically possible,
given the behavior of the rest of the system. In setting private utilities and
the like on this basis, mechanism design ignores completely the issue of how to
design the system so that each of the agents can achieve a good value of its
private utility (given the behavior of the rest of the system). In particular it
ignores all statistical issues related to how well the agents can be expected to
perform for various candidate private utilities.

Such issues become crucial as one moves to large systems, where each agent is
implicitly confronted with a very high-dimensional reinforcement learning task.
It is its ignoring of this issue that means that mechanism design scales poorly to
large problems. In contrast, the COIN approach is precisely designed to address
both learnability issues as well as term 2.

2.2 Wonderful Life Utility and Aristocrat Utility

As an example of the foregoing, any “team game” in which all private utility
functions equal G is factored [10]. However as illustrated above in the human
economy example, team games often have very poor forms for term 3 in Equa-
tion 2, forms which get progressively worse as the size of the collective grows.
This is because for such private utility functions each agent n will usually con-
front a very poor “signal-to-noise” ratio in trying to discern how its actions affect
its utility g, = G, since so many other agent’s actions also affect G and therefore
dilute n’s effect on its own private utility function.

We now focus on algorithms based on private utility functions {g,} that
optimize the signal/noise ratio reflected in the third term of the central equa-
tion, subject to the requirement that the system be factored. We will introduce
two utility functions satisficing this criteria, namely the Wonderful Life Utility
(WLU) and the Aristocrat Utility (AU).

To understand how these algorithms work, say we are given an arbitrary
function f(z,) over agent n’s moves, two such moves z,! and z,?%, a utility U,
a value s of the design coordinate, and a move by all agents other than 7, z-,,.
Define the associated learnability by

. 1,2y — [E(U; 2, 2¢") — E(U; 2y, %)
Ap(Us zon, 8,29 ,20°) = \/ Taolf o VarUoma)] (3)

The expectation values in the numerator are formed by averaging over the
training set of the learning algorithm used by agent 1, n,. Those two aver-
ages are evaluated according to the two distributions P(U|n,)P(ny|zy, z,')
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and P(U|n,)P(ny|z-y, 2,?), respectively. (That is the meaning of the semicolon
notation.) Similarly the variance being averaged in the denominator is over n,,
according to the distribution P(U|n,)P(n,|z-y, 2)-

The denominator in Equation 3 reflects how sensitive U(z) is to changing z-,,.
In contrast, the numerator reflects how sensitive U(z) is to changing z,. So the
greater the learnability of a private utility function g,, the more g, (%) depends
only on the move of agent 7, i.e., the better the associated signal-to-noise ratio for
7. Intuitively then, so long as it does not come at the expense of decreasing the
signal, increasing the signal-to-noise ratio specified in the learnability will make
it easier for 7 to achieve a large value of its intelligence. This can be established
formally: if appropriately scaled, g;] will result in better expected intelligence for
agent 7 than will g, whenever Ay(gy; 2,5, 20", 20%) > Ap(gy; 20,8, 2" 20°)
for all pairs of moves z,', z,2[0].

One can solve for the set of all private utilities that are factored with respect
to a particular world utility. Unfortunately though, in general a collective cannot
both be factored and have infinite learnability for all of its agents [(]. However
consider difference utilities, of the form

U(z) = Bl9(2) — D(z-y)] (4)

Any difference utility is factored [6]. In addition, for all pairs z,', 2,2, under
benign approximations, the difference utility maximizing Ay (U; 2~y s, 2,1, znz)
is found by choosing

D(z9) = Ef(G(2) | z-9,5) , (5)

up to an overall additive constant, where the expectation value is over z,. We
call the resultant difference utility the Aristocrat utility (AU), loosely reflecting
the fact that it measures the difference between a agent’s actual action and the
average action. If each agent 1 uses an appropriately rescaled version of the
associated AU as its private utility function, then we have ensured good form
for both terms 2 and 3 in Equation 2.

Using AU in practice is sometimes difficult, due to the need to evaluate
the expectation value. Fortunately there are other utility functions that, while
being easier to evaluate than AU, still are both factored and possess superior
learnability to the team game utility, g, = G. One such private utility function is
the Wonderful Life Utility (WLU). The W LU for agent n is parameterized by
a pre-fixed clamping parameter CL, chosen from among 7’s possible moves:

WLU, = G(z) — G(z-,CLy) . (6)

WLU is factored no matter what the choice of clamping parameter. Furthermore,
while not matching the high learnability of AU, W LU usually has far better
learnability than does a team game, and therefore (when appropriately scaled)
results in better expected intelligence [3, 5, 6].
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3 Problem Definition

Let consider a set of users and a set of m shared resources/machines. Differ-
ent users have different task loads, each task being of one of T types. Any ma-
chine can perform any task type, but different machines have different processing
speeds for each task type. A given user sends all of its tasks of a particular type
to a specific machine but can send tasks of different types to different machines.
So each user must decide, for each j € T, to what machine A? to send all of its
tasks of type j.

We consider a batch mode scenario, in which every user submits all of its
tasks, the machines complete their tasks, and the associated overall performance
of the system is ascertained. Each machine works by grouping all the tasks sent
to it by type, and performs all tasks of one type contiguously before returning
them to the associated users and then switching to the next task type. The order
of processing different task types is fixed for any given machine. Each type is
performed at a speed specific to the machine.

3.1 Satisfaction Functions of Users

User i has a personal “satisfaction” utility function, H;, which is an inverse
function of the time that the user has to wait for all of his tasks to finish, i.e is
an inverse function of the delay. The user may be less willing to wait for certain
task types compared to others. The user can provide feedback or her/his model
of satisfaction to the system manager. We indicate the completion time of the
tasks of type j submitted by user i to machine A by CTY/.

The functions defined below measure dissatisfaction rather than satisfaction,
in that they are monotonically increasing functions of the delay. So the goal for
agent 7 is to maximize H; = —D;, where D; is defined as one of the following;:

— the maximum delay for user i, D; = max;e(1.1} CT;,
— an importance-weighted combination of the time of completion of all the
tasks of the user, D; = Z].Tzl a;CT}.

D = {D,} is the set of the dissatisfactions of all users.

3.2 Definition of the World Utility Function G

The world utility function measures the performance of the overall system. The
system designer chooses this function and might evaluate performance by mea-
suring some characteristics of resource usage (e.g., the load distribution or the
idle time). The system designer might also incorporate user preferences to eval-
uate the performance of the system. We have focused on this aspect by defining
the world utility function as a function of D, the dissatisfactions of all users.
This assumes that either the users have provided a model of their preferences
to the system designer or that the system designer has modeled them. In the
former case, users may be allowed to update their model.
We have experimented with the following world utilities:
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— Avoid hurting any user: minimize G(D;) = max; D;.

— Minimize a linear combination of the satisfaction of individual users where
the weight associated with a user represents the importance of that particular
user: G(D;) = >, wiD;.

— To have high average satisfaction without any user’s satisfaction being low,
minimize G(D;) = f* op + Y, w;D;, op being the variance in the dissatis-
factions.

3.3 Agent Learning Algorithms

Once the measure of dissatisfaction of each agent and the performance metric of
the overall system have been defined, the remaining question is how to improve
the performance. In the experiments, we want to answer the question: what is
the function that each self interested agent has to improve? We refer to this
function as the private utility for the agent. In other words, given the agents’
satisfaction model and the performance metric of the system, we want to be able
to tell the agents that the best way to improve the performance of the system
(which include their own preferences) is to optimize a certain private utility. If
they decide to optimize other criteria, the performance of the system will not be
as good as if they follow the recommendation.

We compared performance ensuring from four private utility functions for
the agents, the last two being those recommended by the COIN framework:

— a team game; each agent’s utility equals G, i.e. by choosing its action,
each agent is trying to optimize the performance of the overall system (the
agent only focuses on the result of the team, it does not consider its own
performance);

— a greedy game: each agent i’s private utility is H; (the agent focuses only
on its performance);

— AU: to compute AU for an agent i € U, we need to evaluate G— Z;‘T=1 G(i,75)
where G (i, j) denotes the world utility when agent ¢ sends its job to machine j
while all other agents send their jobs to the same machines they actually
used. Thus, we need to re-evaluate the completion times of all machines m
when the other agents maintain their decision while agent ¢ sending its load
to m). See [0] for a discussion of efficient evaluation of AU;

— WLU: to compute WLU for agent i, we chose to clamp to “null” the action
of i. Hence, WLU; = G — G(i,0). Thus we only need to evaluate what the
completion time of the machine chosen by ¢ would be if  did not send any
load to that machine. See [6] for a discussion of efficient evaluation of AU.

We had each agent use an extremely simple reinforcement learning algorithm
in our experiments, so that performance more accurately reflects the quality of
the agents’ utility functions rather than the sophistication of the learning scheme.
In this paper, each agent is “blind”, knowing nothing about the environment in
which it operates, and observing only the utility value it gets after an iteration of
the batch process. The agents each used a modified version a Boltzmann learning
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algorithm to map the set of such utility values to a probability distribution over
the (finite) set of possible moves, a distribution that is then sampled to select
the agent’s move for the next iteration. Each agent tries to learn the estimated
reward R; corresponding to the action i. An agent will choose the action i with

probability P; = % The parameter ( is the inverse (Boltzmann,)
all actions j

temperature. During round r, if the action i is chosen, the update of the estimated
reward for action 7 is R,L = ZjECi %Rﬁ where C; denotes the set
€C;

of rounds where action i was chosen, and R; denotes the reward received at
the end of the round j. The data aging parameter o models the importance of
the choices made in the previous rounds and enables to speed up the learning
process. In our modification, rather than have the expected utility value for each
possible move of an agent be a uniform average of the utilities that arose in the
past when it made that move, we exponentially discount moves made further
into the past, to reflect the non-stationarity of the system.

4 Experiments

We experiment with a domain where users are sending different types of printing
jobs to a shared pool of heterogeneous printers. The different types of printing
jobs may represent different kind of printing operations (for instance, printing
black & white, printing in color) Though each printer is able to process any job
type, a given printer processes jobs of different types at different speeds. For
each printer, we randomly choose the speed of processing each task type, and
processing occurs in the order of decreasing speed.

Each user has a load of printing jobs to perform. We assign one agent to
handle all tasks of a given type for a given user, and its job is to select a printer
to which these tasks would be sent. Each run starts with an initial sequence of
iterations in which the agents make purely random moves to generate data for
the learning algorithms. We then successively “turn on” more and more of those
algorithms i.e., at each successive iteration, a few more agents start to make
their moves based on their learning algorithm and associated data rather than
randomly. We start each agent with a high Boltzmann temperature <, usually
10, and decrease it at each iteration by multiplying it by a decay factor. We refer
to a temperature schedule as slow when the decay factor is large (for instance
99%), and refer to the schedule as fast when the decay factor is small (for instance
70%). We use an aging parameter in forming expectation values of 0.1.

In the experiments reported here, the dissatisfaction of a given user is D; =
EJT:1 a;CT; where the a; are randomly chosen and remain the same throughout
the learning process. We used 10 users, 8 types and 6 machines.

4.1 Results

We first considered the case where the World Utility Function G is computed
as the maximum of the dissatisfaction of the user, i.e., G = max; D;. The goal
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comparaison between Greedy, Team Game, AU and WLU
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Fig. 1. Comparison between different agent utilities when G = max; D;

is to minimize the maximum dissatisfaction among the users. The decay factor
used is 0.99. In Fig. 1 we provide performance for the different agent utility
functions averaged over 10 runs. The performances achieved by AU and WLU
are similar, and dominate that of both Team Game and Greedy agent utilities.
We found that at the end of the learning process, the standard deviation in G for
AU and WLU is small (respectively 2.1 and 1.08) whereas it is large for Greedy
and Team Game (respectively 14.4 and 24). This corroborates the reasoning that
signal to noise is too large when we use Greedy or Team Game, and therefore the
learning agents are not able to determine the impact of their actions on their
utility functions. In contrast, as discussed above, AU and WLU are designed
to have good signal to noise, which enables them to reach better (and more
consistent) performance levels.

Note that with the greedy approach G worsens as each agent learns how to
maximize its utility. This is an example of a tragedy of the commons: since the
Greedy utility is not factored with respect to G, the associated Nash equilibrium
— achieved as the agents learn more — has poor G.

In Fig. 2, G is instead the weighted sum of the dissatisfaction of the users,
ie., G =73, wD;. In figure 3 it is the sum of all the users dissatisfactions with
the standard deviation of those dissatisfactions, i.e., G = Bxop+)_, D; (we have
used § = 1). The decay factor used in these experiments is 0.99. In all cases, AU
and WLU achieve comparable performance, and outperform team game.

Although the asymptotic performance of the team game is not as good as
that of AU or WLU, in both of these experiments team game performs better
than AU or WLU in the early phase of the learning. In addition the convergence
in time of G for AU and WLU is slower in these experiments. This is consistent
with COIN theory, which says that simply changing to a more learnable utility
function may actually lead to worse performance if the learning temperature is
not changed simultaneously. Intuitively, to achieve their better signal to noise
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Fig. 3. Performances for G = o + ZZ D;

ratios, AU and WLU shrink both the signal and the noise, and therefore both
need to be rescaled upward. In the context of Boltzmann learning algorithms,
this is equivalent to lowering their temperatures.

To investigate this issue, in a second set of experiments we used different
decay factors and faster schedules. In Fig. 4 we present the asymptotic world
utility value for Team Game, AU, and WLU for different decay factors and
starting temperatures. In the experiments plotted we used G = ), w; D;, but we
observed the same phenomena with the other G discussed above: the team game
never outperforms AU or WLU. Moreover, if for each time-algorithm pair we
used the schedule that is optimal for that pair, then there is no time ¢ at which
the performance of the team game is better than the performance of AU/WLU.
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Fig. 5. Comparative performance using different decay factors (even with a fast sched-
ule AU and WLU perform better than team game with a slow schedule). G = El w;D;

Fig. 5 illustrates this, showing that with a fast schedule having a decay factor
of 0.65, AU and WLU converge faster than team game.

In addition to these advantages, we found that the performance with the
team game is more sensitive to the change in temperature schedule, again in
accord with COIN theory. Indeed, although convergence to asymptotia is faster
for all agent utilities with the faster schedule (see Fig. 5), from Fig. 4 we see that
both average asymptotic performance and its standard deviation are substantial
for the team game for the faster schedule. In contrast, AU and WLU do not
suffer as much from the switch to a faster schedule.
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Fig. 6. Scaling properties for G = El D;

We also investigated the scaling properties of these approaches as one in-
creases the size of the system and found that AU and WLU scale up much
better than the team game approach, again in accord with COIN theory. Intu-
itively, the larger the system, the worse the signal-to-noise problems with utilities
like team games, and therefore the greater the gain in using a utility like AU
or WLU that corrects for it. In Fig. 6, we used a fixed number of types, 8, and
a fixed ratio of 1 machine for 5 users. We increased the number of users from
5 to 25. For each data point, we considered a few scenarios (different machine
configurations, different loads distributed to users, etc.) and performed 10 runs
for each scenario. Each point represents the average over the scenarios. The use
of AU and WLU yield comparable results, and the difference in performance
between them and Team Game increases with the number of agents.

Since in general one cannot compute the best possible G value, we cannot
make absolute performance claims. Nonetheless, both in terms of performance
and scaling, use of WLU or AU is clearly preferable to a team game or greedy
approach, for several different choices for G.

5 Related Work

Multiagent system researchers have studied balancing of load across shared re-
sources with different decision-making procedures. These approaches include the
following:

Studying chaotic nature of resource loads when each agent uses a greedy
selection procedures [11].

Effect of limited knowledge on system stability [12, 13].

— Market mechanisms for optimizing quality-of-service [14].

Using reinforcement learning to balance loads [15].
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— Social dilemma problems that arise when individual agents try to greedily
exploit shared resources [3, 10].
— Distinguishing easy vs. difficult resource allocation [17].

The typical assumption in most of this work is that each user has an atomic
load to send to one of several equivalent resources. Our work addresses a more
general scenario where a user has multiple task loads and resources are hetero-
geneous. So not only may the decisions of the users conflict, but decisions for
different tasks taken by the same user can interfere with each other. Also, we
explicitly handle the issue of user satisfaction metrics (something awkward to
incorporate in load-balancing, for example) and variability in the world utility,
and use the COIN procedure to ensure that the combination of individual user
satisfaction metrics are optimized. The combination can include weights for dif-
ferent users and also, if necessary, reduce disparate levels of satisfaction from the
outcome by minimizing the standard deviation of satisfaction. With the COIN
procedure, all of this is done using very simple agents, in a highly parallelizable
fashion, with no modeling of the underlying dynamics of the system.

6 Discussion

The COIN framework has been applied to many domains, including domains
requiring sequence of actions. In these cases, the world utility function was de-
cided first, and then the local utility function of each agent was derived from it.
This paper differs in two main ways from the COIN applications studied so far.
First, agents have preferences represented by a dissatisfaction function. In pre-
vious work, the individual in the system did not have any intrinsic preferences.
Secondly, the world utility is based upon the preferences of users and a system
administrator. The main contribution of the paper is to show that the users, in
order to achieve satisficing performance of the overall system, is better off while
optimizing COIN based private utilities. The results demonstrate that even in
the case where the world utility function is not exogenous, the previously demon-
strated superiority of COIN technique over competing approaches holds. In par-
ticular, the utilities AU and WLU outperform locally greedy approaches and
more importantly, the Team Game approach, in terms of average performance,
variability in performance, and robustness against changes to the parameters of
the agent’s learning algorithm. Moreover, these improvements grow dramatically
as the system size is increased, an extremely important consideration in future
applications involving scale up.

We are currently experimenting with aggregating several printing decisions
under the jurisdiction of one agent. This would reduce the number of agents
in the system, and possibly both speed up the convergence and improve the
performance. In particular we will investigate different kind of aggregations,
e.g., based on users, based on task types, crossing both, etc. There is also the
interesting possibility of learning the best aggregation of decisions into individual
agents.
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Abstract. Peer-to-peer (P2P) technology has undergone rapid growth,
producing new protocols and applications, many of which enjoy consid-
erable commercial success and academic interest. Yet, P2P applications
are often based on complex protocols, whose behavior is not completely
understood. We believe that in order to enable an even more widespread
adoption of P2P systems in commercial and scientific applications, what
is needed is a modular paradigm in which well-understood, predictable
components with clean interfaces can be combined to implement arbi-
trarily complex functions. The goal of this paper is to promote this idea
by describing our initial experiences in this direction. Our recent work
has resulted in a collection of simple and robust components, which in-
clude aggregation and membership management. This paper shows how
to combine them to obtain a novel load-balancing algorithm that is close
to optimal with respect to load transfer. We also describe briefly our sim-
ulation environment, explicitly designed to efficiently support our mod-
ular approach to P2P protocol design.

1 Introduction

Recent years have witnessed a rapid growth in both the body of scientific knowl-
edge on peer-to-peer (P2P) technology and its commercial applications [10].
There are several features that make P2P systems interesting for scientific re-
search, which include their ability to exploit distributed resources, circumvent
censorship and their potential for extreme scalability and robustness. As such,
an important candidate consumer for this technology is the computational grid,
which is supposed to enable optimal exploitation of large amounts of resources
available over the Internet using a P2P approach [5].

The promises of P2P technology have already been partially fulfilled by nu-
merous applications. Unfortunately, the underlying protocols on which they are
built are often complex and unpredictable. Their behavior is not fully under-
stood, and often, can be explained only in terms of the theory of complex
networks or dynamic systems. Given the lack of traditional hard guarantees
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regarding expected outputs, users outside the scientific community—especially
engineers and application developers—might experience difficulties in exploiting
the growing body of available knowledge.

In our opinion, a more significant exploitation of P2P technology requires
a modular paradigm where well-understood and predictable components with
clean interfaces can be combined to implement arbitrarily complex functions.
The goal of this paper is to report on our ideas and initial results towards this
objective.

The first step in our advocated paradigm is to identify a collection of primitive
components, that is, simple P2P protocols that can be used as building blocks for
constructing more complex protocols and applications. An informal classification
of these building blocks in two broad classes is possible:

Overlay protocols maintain connected communication topologies over a set
of nodes. We refer to such topologies as overlays, as they are built over
underlying networks like the Internet. An example is NEwscasT [6], that
maintains a random overlay.

Functional protocols are aimed at implementing basic functions for other
components. An example for such a function is aggregation [17], a collec-
tive name for functions that provide global information about a distributed
system. These functions include finding extremal values, computing averages
and sums, counting, etc.

A modular approach offers several attractive possibilities. It allows develop-
ers to plug different components implementing a desired function into existing
or new applications, being certain that the function will be performed in a pre-
dictable and dependable manner. An even more interesting possibility is to com-
bine building blocks to form more complex applications that perform relatively
sophisticated functions like file sharing or load balancing.

Building blocks must be simple and predictable, as well as extremely scal-
able and robust. In this way, research can focus on self-organization and other
important emergent features, without being burdened by the complexity of the
protocols. Our building blocks are typically no more complicated than a cellular
automaton or a swarm model which makes them ideal objects for research. As
a result, practical applications can also benefit from a potentially more stable
foundation and predictability, a key concern in fully distributed systems.

In order to demonstrate the usefulness of our approach, we describe how
to implement a fairly complex function, load balancing, using the two build-
ing blocks introduced above—NEwscasT and aggregation. It turns out that the
resulting protocol is close to optimal with respect to the amount of load it trans-
fers.

The outline of the paper is as follows. In Section 2 we define our system
model. Section 3 describes the basic building blocks that will be used by the
load balancing example described in Section 4. In Section 5 we give a brief
overview of PEERSIM, the high-level network simulator that we have specifically
developed to support our modular paradigm.
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5 3 2

Max 10 Max 10 Max 10
Ave 4 Avg 4 Avg 4
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Fig. 1. A simple example network. The environment consists of a set of numeric values,
one at each node. Two protocols, MaX and AvG, find the maximum and the average of
these values, respectively. They are based on protocol TOPO, whose task is to maintain
an overlay topology (represented by the connections between nodes)

2 System Model

Figure 1 illustrates our system model. We consider a network comprising a large
collection of nodes that communicate through the exchange of messages and are
assigned unique identifiers. The network is highly dynamic (new nodes may join
and old ones can leave at any time) and subject to failures (nodes may fail and
messages can be lost).

Each node runs a set of protocols. Protocols can be standalone applications,
or may provide some service to other protocols. Each protocol instance may
communicate with other protocols located at the same node (e.g., to import or
export a service) and with other instances of the same protocol type located at
remote nodes (e.g., to implement a function).

We assume that nodes are connected by an existing physical network. Even
though the protocols we suggest can be deployed on arbitrary physical networks,
including sensor and ad-hoc networks, in the present work we consider only fully
connected networks, such as the Internet, where each node can (potentially)
communicate with every other node. In this way, arbitrary overlay topologies
may be constructed, and a functional protocol may deploy the most appropriate
overlay for implementing its functions.

The physical network provides only the possibility of communication. To ac-
tually communicate with its peers, a node must know their identifiers. At each
node, the task of an overlay protocol is to collect and maintain up-to-date iden-
tifiers in order to form a connected topology with some desired characteristics.
Given the large scale and the dynamicity of our envisioned system, these collec-
tions are normally limited to a rather small subsets of the entire network.

Apart from communicating with other peers, protocols may also interact
with their environment. Any input that originates from outside the protocol set
falls into this category. The environment may include user interactions, sensor
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do forever do forever
wait(T time units) sp < receive(*)
p < GETRANDOMPEER() send s to sender(sy)
send s to p s < UPDATESTATE(S, Sp)

sp «— receive(p)
$ < UPDATESTATE(S, Sp)

(a) active thread (b) passive thread

Fig. 2. The skeleton of a push-pull epidemic-style protocol. Notation: s is the state of
this node, s, is the state of the peer p

information, and any application-specific data such as load in a load balancing
system and free space in a distributed storage system.

In our model, modularity is implemented at the level of protocols. Protocols
must provide and implement well-defined interfaces, in order to allow developers
to plug different implementations of the same protocol into their applications. For
example, as explained in the next section, the aggregation protocols illustrated
in Figure 1 make use of an overlay protocol to communicate with peer nodes
so as to compute the aggregates. Any implementation of overlay can be used,
as long as it provides standard interfaces and a topology with the appropriate
characteristics.

3 Example Building Blocks

In this section we describe two general-purpose protocols, NEwscasT [6] and
epidemic-style aggregation [7], which will be used to build our load balancing
scheme in Section 4. The descriptions we provide here are necessarily brief and
informal; they serve simply to introduce their structure and provide some de-
tails of their characteristics. Additional information can be found in the related
papers [0, 7].

Both protocols are based on the push-pull epidemic-style scheme illustrated
in Figure 2. Each node executes two different threads. The active one periodically
initiates an information exchange with a peer node selected randomly, by sending
a message containing the local state and waiting for a response from the selected
node. The passive one waits for messages sent by an initiator and replies with its
local state. The term push-pull refers to the fact that each information exchange
is performed in a symmetric manner: both peers send and receive their states.

Method upPDATESTATE builds a new local state based on the previous local
state and the state received during the information exchange. The output of
UPDATESTATE depends on the specific function implemented by the protocol. The
local states at the two peers after an information exchange are not necessarily
the same, since UPDATESTATE may be non-deterministic or may produce different
outputs depending on which node is the initiator.
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The period of wall clock time between two consecutive information exchanges
is called the cycle length, and is denoted by T. Even though the system is not
synchronous, it is often convenient to talk about cycles of the protocol, which
are simply consecutive wall clock time intervals of length T' counted from some
convenient starting point.

3.1 Newscast

The NEwscAST protocol [0] is an example of an overlay protocol. It maintains
a random topology, which is extremely robust, and can be used as the basis for
several functional protocols, including broadcast [6] and aggregation [7].

In NEWscAST, the state of a node is given by a partial view, which is a fixed-size
set of peer descriptors. A peer descriptor contains the address of the peer, along
with a timestamp corresponding to the time when the descriptor was created.
The (fixed) size of a partial view is denoted by c.

Method GETRANDOMPEER returns an address selected randomly among those
in the current partial view. Method uPDATESTATE merges the partial views of the
two nodes involved in an exchange and keeps the ¢ freshest descriptors, thereby
creating a new partial view. New information enters the system when a node
sends its partial view to a peer. In this step, the node always inserts its own,
newly created descriptor into the partial view. Old information is gradually and
automatically removed from the system and gets replaced by new information
(hence the name, NEwscasT). This feature allows the protocol to “repair” the
overlay topology by forgetting dead links, which by definition do not get updated
because their owner is no longer active.

3.2 Properties of Newscast

In NEwscasT, the overlay topology is defined by the content of partial views.
Each descriptor in the partial view represents a directed edge in the topology,
linking the node holding the descriptor to the node named in the descriptor.
The basic assumption in the design of the protocol is that the set of nodes that
form the network is highly dynamic, with a continuous flow of nodes joining
and leaving the system. This dynamicity is reflected in the overlay topology,
that is constantly changing over time, by removing obsolete information and
disseminating descriptors of joining nodes.

We have shown in [6] that the resulting topology has a very low diameter
and is very close to a random graph with out-degree c. According to our exper-
imental results, choosing ¢ = 20 is already sufficient for very stable and robust
connectivity.

We have also shown that, within a single cycle, the number of exchanges per
node can be modeled by a random variable with the distribution 1+ Poisson(1).
In other words, on the average, there are two exchanges per cycle (one is actively
initiated and the other one is passively received) and the variance of this estimate
is 1. The implication of this property is that no node is more important (or
overloaded) than others.
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3.3 Epidemic-Style Aggregation

In the case of epidemic-style aggregation [7], the state of a node is a numeric
value. In a practical setting, this value can be any attribute of the environment:
storage capacity, temperature, load, etc. The task of the protocol is to calculate
an aggregate value over the set of all numbers held by the nodes. Here, we will
focus on the two specific cases of average and maximum. Other aggregate func-
tions, including sum, counting, variance estimation, etc., may be easily computed
using a similar scheme.

In order to function, this protocol needs an overlay protocol that provides an
implementation of method GETRANDOMPEER. In the present paper, we assume
that this service is provided by NEwscasT, but any other overlay protocol could
be used.

In the case of averaging, let method UPDATESTATE(a, b) return (a + b)/2. Af-
ter one state exchange, the sum of the values maintained by the two nodes does
not change, since they have just balanced their values. So the operation does
not change the global average either; it only decreases the variance over all the
estimates in the system. In the case of maximum, let method UPDATESTATE(a, b)
return max(a, b). In this case, the global maximum value will be effectively broad-
cast like an epidemic.

3.4 Properties of Epidemic-Style Averaging

Maximum and averaging protocols have different mathematical properties. For
maximum, existing results about epidemic-style broadcasting [3] are applicable.
From now on, we focus on averaging only.

For our purposes, the most important feature will be the convergence speed of
averaging. As mentioned above, it is guaranteed that the value at each node will
converge to the true global average, as long as the underlying communication
topology is connected. In [7] it was shown that if this communication topology
is not only connected but also sufficiently random, the speed of convergence is
exponential.

In a more precise mathematical formulation, let u; be the empirical mean
and o2 be the empirical variance in cycle 1,

1 R
Wi =5 ;ai,ka o} = N1 kZ(ai,k - i)? (1)

=1
where a; ;, is the value maintained at node k = 1,... N during cycle ¢ and N is
the number of nodes in the system. It can be shown that we have

E(0?)

7

SN

Simulations show that this approximation holds with high precision. From this
equation, it is clear that convergence can be achieved with very high precision

E(Uz'2+1) ~

(2)
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in only a few cycles, irrespective of the network size which confirms extreme
scalability.

In addition to being fast, our aggregation protocol is also very robust. Node
failures may perturb the final result, as the values stored in crashed nodes are
lost; but both analytical and empirical studies have shown that this effect is
generally marginal [7]. As long as the overlay network remains connected, link
failures do not modify the final value, they only slow down the aggregation

process.

4 Load Balancing: An Example Application

Let us define the load balancing problem, which will be our example application
for illustrating the modular design paradigm. We assume that each node has
a certain amount of load and that the nodes are allowed to transfer all or some
portions of their load between themselves. The goal is to reach a state where
each node has the same amount of load. To this end, nodes can make decisions
for sending or receiving load based only on locally available information.

Without further restrictions, this problem is in fact identical to the averaging
problem described in Section 3. In a more realistic setting however, each node
will have a limit, or quota, on the amount of load it can transfer in a given cycle
(where cycle is as defined in Section 3). In our present discussion we will denote
this quota by @ and assume that it is the same for each node.

4.1 The Optimal Algorithm

For the sake of comparison, to serve as a baseline, we give theoretical bounds
on the performance of any load balancing protocol that has access to global
information.

Let a;1,...a; n represent the individual loads at cycle i, where IV is the total
number of nodes. Let i be the average of these individual loads over all nodes.
Note that the global average does not change as a result of load transfers as
long as work is “conserved” (there are no node failures). Clearly, at cycle i, the
minimum number of additional cycles that are necessary to reach a perfectly

balanced state is given by
| 12221 3)

j Q

and the minimum amount of total load that needs to be transferred is given by

Zj lai; — pl

- @)

Furthermore, if in cycle i all a; j —p (j = 1,..., N) are divisible by @, then
the optimal number of cycles and the optimal total transfer can both be achieved
by the protocol given in Figure 3.

This algorithm is expressed not as a local protocol that can be run at each
node, but as a global algorithm operating directly on the list of individual loads.
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Leta;i,, ..., a;, be the decreasing order of load values a1, ...,an
Jge—1
while (a;; > pand aiy,_; < )

ai; < ai; = Q

Ginpry < Qiypr—y; T Q

Je—J+1

Fig. 3. One cycle of the optimal load balancing algorithm. Notation: p is the average
load in the system, N is the network size, (Q is the quota

It relies on global information in two ways. First, it makes a decision based on
the overall average load (u) which is a global property and it relies on globally
ordered local load information to select nodes with specific characteristics (such
as over- or under-loaded) and for making sure the quota is never exceeded.

It is easy to see that the total load transfered is optimal, since the load at
each node either increases monotonically or decreases monotonically, and when
the exact global average is reached, all communication stops. In other words, it
is impossible to reach the balanced state with any less load transfered.

The algorithm also achieves the lower bound given in (3) for the number
of cycles necessary for perfect balance. First, observe that during all transfers
exactly ) amount of load is moved. This means that the property that all a; ; —p
(j =1,...,N) are divisible by @ holds for all cycles, throughout the execution
of the algorithm. Now, we only have to show that if max; |a;, ; — | = kQ >0
then

max |ai ; — pl —max|aip; — pl = Q. (5)

To see this, define J = {j*|max; |a;; — p| = |a; j+ — p|} as the indices which
belong to nodes that are maximally distant from the average. We have to show
that for all nodes in J, a different node can be assigned that is on the other side
of the average. We can assume without the loss of generality that the load at all
nodes in J is larger than the average because (i) if it is smaller, the reasoning is
identical and (ii) if over- and under-loaded nodes are mixed, we can pair them
with each other until only over- or under-loaded nodes remain in J. But then
it is impossible that the nodes in J cannot be assigned different pairs because
(using the definition of J and the assumption that all nodes in .J are overloaded)
the number of under-loaded nodes has to be at least as large as the size of J.
But then all the maximally distant nodes got their load difference reduced by
exactly @, which proves (5).

Motivated by this result, in the following we assume that (a) the initial load
at each node is an integer value, (b) the average is also an integer and (c) we are
allowed to transfer at most one unit of load at a time. This setting satisfies the
assumptions of the above results and serves only as a tool for simplifying and
focusing our discussion.
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do forever GETOVERLOADEDPEER(q, 1)

q—Q (p1,...,pc) < GETNEIGHBORS()
wait(T time units) Let p;, .a, ..., pi..a be the decreasing
1t <— GETAVERAGELOAD() order of neighbor load values p1.a, ..., pc.a
if (¢ = 0) continue forj=1toc
if (Ja — p| < Q) FREEZE() if (pi;.a > pand p;;.q > q)
if (a < p) return p; ;

p +— GETOVERLOADEDPEER(q, 1) return null

if (p # null) TRANSFERFROM(p, q)
else

p <+ GETUNDERLOADEDPEER(q, /1) GETUNDERLOADEDPEER(q, 1)

if (p # null) TRANSFERTO(p, q) /I Defined analogously

(a) active thread (b) peer selection

Fig.4. A modular load balancing protocol. Notations: a is the current load, @ is the
total quota, ¢ is the residual quota and c is the number of peers in the partial view as
determined by the overlay protocol

4.2 A Modular Load Balancing Protocol

Based on the observations about the optimal load balancing algorithm, we pro-
pose a protocol that is based purely on local knowledge, but that approximates
the optimal protocol extremely well, as we show in Section 4.4.

Figure 4 illustrates the protocol we propose. The basic idea is that each
node periodically attempts to find a peer which is on the “other side” of the
global average and has sufficient residual quota. If such a peer can be found,
load transfer is performed.

The approximation of the global average is obtained using method GETAVER-
AGELoOAD, and the peer information is obtained using method GETNEIGHBORS.
These methods can be implemented by any appropriate component for average
calculation and for topology management.

We assume that in each cycle, each node has access to the current load and
residual quota of its peers. This latter value is represented by local variable ¢
at each node, which is initialized to @ at the beginning of each cycle and is
updated by decrementing it by the actual transfered load. This information
can be obtained by simply asking for it directly from the peers. This does not
introduce significant overhead as we assume that the load transfer itself is many
orders of magnitude more expensive. Furthermore, as we mentioned earlier, the
number of peers is typically small (¢ = 20 is typical).

Note that once the local load at a node is equal to the global average, the
node can be excluded from future considerations for load balancing since it will
never be selected for transfers. By excluding these “balanced” nodes, we can
devote more attention to those nodes that can benefit from further transfers. The
protocol of Figure 4 implements this optimization through the method FREEZE.
When a node executes this method, it starts to play “dead” towards the overlay
protocol. As a result, the node will be removed from the communication topology
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do forever GETPEER(q, a)

q—Q (p1,...,pe) « getNeighbors()

wait(T time units) Let pi, .a, ..., pi..a be the decreasing

if (¢ = 0) continue order of neighbor load values p1.a, .. ., pc.a

p < GETPEER(q, a) according to the ordering defined by

if (p.a < a) TRANSFERTO(p, q) la —pi.al,...,|a—pc.al

else TRANSFERFROM(p, q) forj=1toc

if (pi;.q > g) return p;;
return null
(a) active thread (b) peer selection

Fig.5. The basic load balancing protocol. Notations: a is the current load, @ is the
total quota, ¢ is the residual quota and c is the number of peers in the partial view as
determined by the overlay protocol

and the remaining nodes (those that have not yet reached the average load) will
meet each other with higher probability. In other words, peer selection can be
more efficient in the final phases of the execution of the balancing protocol when
most nodes already have reached the average load. Although the optimization
will result in a communication topology that is partitioned, the problem can
easily be solved by adding another overlay component that does not take part
in load balancing and is responsible only for maintaining a connected network.
Note also that the averaging component uses the same overlay component that
is used by the load balancing protocol.

A key feature of the averaging and overlay protocols is that they are poten-
tially significantly faster than any load balancing protocol. If the quota is signif-
icantly smaller than the variance of the initial load distribution, then reaching
the final balanced state can take arbitrarily long (see Equation (3)). On the other
hand, averaging converges exponentially fast as defined by Equation (2). This
fact makes it possible for load balancing to use the approximation of the global
average as if it were supplied by an oracle with access to global information.
This scenario where two (or more) protocols operate at significantly different
time scales to solve a given problem is encountered also in nature and may char-
acterize an interesting general technique that is applicable to a larger class of
problems.

4.3 A Basic Load Balancing Protocol

In order to illustrate the effectiveness of using the averaging component, we sug-
gest a protocol which does not rely on the average approximation. The protocol
is shown in Figure 5.

This protocol attempts to replace the average approximation by heuristics.
In particular, instead of choosing a peer from the other side of the average, each
node picks the peer which has a maximally different load (larger or smaller) from
the local load. The step which cannot be replaced however is the FREEZE opera-
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Fig. 6. Cumulative average load transferred by a node until a given cycle in a network
of size 10*. The curves corresponding to the optimal algorithm and the modular pro-
tocol overlap completely and appear as a single (lower) curve. The final point in both
graphs (5000 and 10000 cycles, respectively) correspond to a state of perfect balance
reached by all three protocols

tion. Performing that operation depends crucially on knowing the global average
load in the system.

4.4 Empirical Results

Empirical studies have been performed using the simulator described in Sec-
tion 5. We implemented the three protocols described above: the optimal algo-
rithm, the modular protocol that is based on the averaging protocol and NEws-
casT and the basic protocol that has no access to global average load. As compo-
nents, the methods of Figure 4 were instantiated with the aggregation protocol
of Section 3 for averaging and NEwscasT for the overlay.

In all our experiments, the network size was fixed at N = 10* and the partial
view size was ¢ = 40. We examined two different initial load distributions: linear
and peak. In the case of linear distribution, the initial load of node i (i =
0,...,N) was set to exactly ¢ — 1 units. In the case of peak distribution, the
load of exactly one node was set to 10 units while the rest of the nodes had no
initial load. The total quota for load transfer in each cycle was set to one load
unit (Q =1).

During the experiments the variance of the local load over the entire network
was recorded along with the amount of load that was transfered during each
cycle. We do not show the data on variance—which would give information
about the speed of reaching the balanced state—because all three protocols have
identical (i.e., optimal) convergence performance for both initial distributions.

Figure 6 presents results for total load transfered during the execution of the
three solutions. Each curve corresponds to a single execution of a protocol, as
the variance of the results over independent runs is diminishing. As can be seen
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from the figures, the load transfered by the modular protocol is indistinguishable
from the amount that is optimal for perfect balancing in the system.

5 A Dedicated Simulator: PeerSim

Evaluating the performance of P2P protocols is a complex task. One of the main
reasons for their success, i.e. the extremely large scale that they may reach, is also
one of the major obstacles for their evaluation. P2P networks that incorporate
hundreds of thousands of nodes are not uncommon; at the time of writing, more
than 5 million hosts are connected to the Kazaa/Fasttrack network. Another
source of complexity is the high dynamicity of such systems: P2P networks are
in a continuous state of flux, with new nodes joining and existing nodes leaving
or crashing.

Evaluating a protocol in real settings, especially in the first phases of its
design, is clearly not feasible. Even the larger distributed testbeds for deploying
planetary-scale network services [12] do not include more than 220 nodes, a tiny
figure compared to the size of modern P2P applications. Furthermore, nodes in
such testbeds are not characterized by the same degree of dynamicity that is
typical of P2P nodes.

For some protocols, an analytical evaluation is possible. For example, simple
epidemic-style protocols (such our average aggregation mechanism) may ana-
lyzed mathematically due to their simplicity and their inherent probabilistic
nature. Nevertheless, simulation is still an invaluable tool for understanding the
behavior of complex protocols or validating theoretical results.

The results illustrated in the previous section have been obtained using our
simulator called PEERSIM, developed by our group and specialized for supporting
the simulation of P2P protocols based on the modular paradigm pursued in this
paper. PEERSIM complements our model by enabling developers to experiment
with protocols and their composition.

5.1 Design Objectives for PeerSim

A simulator for P2P systems may have very different objectives from general-
purpose networks simulators [11]:

— Extreme Scalability. Simulated networks may be composed of millions of
nodes. This may be obtained only if a careful design of the memory layout
of the simulator is performed. Being able to store data for a large number
of nodes, however, is not the only requirement for large-scale simulations;
the simulation engine must be optimized as well, trying to reduce, whenever
possible, any form of overhead.

— Support for Dynamicity. The simulator must be capable to deal with nodes
that join and leave the network, either definitively or temporarily. This has
some implications on memory management in the simulator, requiring mech-
anisms for removing nodes that are not useful any more.
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In addition to these requirements, the modular approach we are pursuing in
this paper must be reflected in the architecture of the simulation environment
as well. The idea is to provide a composition mechanism that enables the con-
struction of simulations as collections of components. Every component of the
simulation (for example, protocols or the environment) must be easily replace-
able through simple configuration files. The flexibility offered by this mechanism
should enable developers to re-implement, when needed, every component of the
system, with the freedom of re-using existing components for fast prototyping.

Some of these goals may appear contradictory. For example, a modular ap-
proach may introduce overhead that limits overall performance of the simulator,
or smart but large data structures may improve speed, but they may also limit
the scalability of the simulator. A careful design is needed trying to obtain the
best equilibrium.

5.2 Simplifying Assumptions

The strong scalability requirements outlined in the previous section force us to
introduce several simplifying assumptions. For example, low-level details, such as
the overhead associated to the communication stack (e.g. TCP or UDP) cannot
be taken into consideration because simulating the underlying protocols requires
a lot of additional memory and time, a price that cannot be easily paid when
nodes are in the range of millions.

However, in many cases the properties of certain P2P protocols enable us to
apply not only these assumptions, but also additional ones without sacrificing
much of the realism of the simulations. For example, let us consider the mem-
bership and aggregation protocols presented in Section 3. In each cycle, every
node sends and receives two messages on average. In both protocols, messages
are small: a few hundred bytes for NEwscasT, and a few bytes for average aggre-
gation. Given the fast convergence of these protocols, in a real implementation
the cycle length can be chosen large enough to guarantee that messages will
arrive before the start of the next cycle. (For example, choosing a cycle length of
five seconds and performing 20 cycles (sufficient to obtain a variance reduction
of 1077), less than two minutes are needed to obtain the average, independently
of the size of the network.)

As a result of these properties even latency and bandwidth may be dropped
from our models, without rendering the simulations unrealistic. For these rea-
sons, the simulation model that is adopted by PEERSIM ignores concurrency and
in fact it is very similar to a cellular automaton model. The model is based on
the concept of cycle. In each cycle all nodes have a chance to perform a basic
operation based on their current state and possible communication with their
current neighboring nodes, where neighborhood relation is defined by an overlay
protocol or a fixed communication topology.
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5.3 The Peersim Architecture

The architecture of PEERSIM is illustrated in Figure 7. As described above, PEER-
Stm has been designed to be highly modular and configurable, without incurring
in excessive overhead both in terms of memory and time.

The configuration manager is the main component. Its task is to read config-
uration files and command-line parameters, and compose a simulation starting
from the components listed in the configuration. The configuration manager is
the only fixed module of a simulation; every other component is interchange-
able, to allow developers to write their customized and optimized version when
needed. The configuration mechanism is currently based on Java property files,
that are collections of pairs associating a property name to a property value.
Each configuration file is substantially a list of associations between component
identifiers and the name of the Java class implementing the particular protocol.
After the instantiation, each component is responsible for reading the additional
parameters needed by its implementation. For example, a membership compo-
nent may read the configured maximum size of its partial view.

Following the definitions provided in Section 2, the simulated network is
composed of a collection of nodes, each of them may host one or more proto-
cols. Communication between protocol instances belonging to the same node
are based on method invocations: in order to provide a service, each protocol
must implement a well-defined interface. For example, protocols that maintain
an overlay topology must implement the Linkable interface, that enables higher-
level services to obtain information about the neighbors known to that node.
Protocols implementing aggregation must provide an interface for setting the
local value and obtaining the aggregated one.

The interaction between the environment and the protocols is represented
by Dynamics, that are executed periodically by the simulation engine, and may
interact with the simulated systems at different levels; for example, they may
modify the network composition, either by adding new nodes or by destroying
existing ones; or, they may act at the level of protocols, for example modifying
an overlay topology or changing the aggregated value.

Observers play the role of global observation points from which it is possible
to analyze the network, the nodes composing it and the state of the protocols
included on them, in order to collect statistics about the behavior of the system
as a whole. Observers, like dynamics, are executed periodically. Observers may be
highly customized for a particular protocol (for example, to report the variance
reduction rate in an aggregation protocol), or may be more general (for example,
to analyze graph-theoretical properties of maintained topologies, like diameter,
clustering, etc.).

Protocols, dynamics and observers give designers of P2P protocols complete
freedom to simulate whatever system they want, at the desired level of accu-
racy; yet, the presence of a growing library of pre-built components enable the
construction of fast prototypes.

The simulation engine is the module that will actually perform the simula-
tion; its task is to orchestrate the execution of the different components loaded
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Fig. 7. Architecture of the PEERSIM simulator. A simulation is composed of a set
of nodes, observers and dynamics objects. Nodes are composed of a set of protocols.
The composition of a single node is shown, with the protocols used to implement load
balancing

in the system. As described in the previous section, the engine adopts a time-
stepped simulation model instead of more complex and expensive event-based
architecture. At each time step, all nodes in the system are selected in a random
order, and a callback method is invoked on each of the protocols included in that
node. In this way, all protocol instances get a chance to execute at each cycle.
Dynamics and observers are executed periodically; each of them is associated
with a scheduler object, that based on the information stored in the configura-
tion file decides when and how frequently the particular dynamics or observer
must be executed.

Communication between nodes is left to the designer of protocols; in the
algorithms developed so far, protocol instances invoke methods on each other,
in order to reduce the overhead associated to the creation, the enqueuing and
the garbage collection of messages. This is compatible with the kind of protocols
simulated so far. Using this approach, nodes are responsible to check whether
a particular node cannot be reached, either due to a node crash or a communi-
cation failure; if so, the method invocation should be discarded.

6 Related Work

Another well-known functional building block is a distributed hash table (DHT),
which is an abstraction of a distributed data structure that maintains asso-
ciations between keys and nodes in the network. There have been proposals
for applying DHTs as abstract building blocks to construct more complex ap-
plications [2] including event notification systems [14] and distributed storage
systems [4]. Yet, DHTs themselves are often complex and in our conceptual
framework, we are looking for possibilities for decomposing them into smaller
components [18].
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The load balancing problem, which we have used as an example to demon-
strate the usefulness of our approach, is one of the oldest problem in distributed
systems. Past research has proposed several different load balancing strategies
and has evaluated their performance on both distributed systems and multipro-
cessors. In these studies, the topologies considered are either fixed, structured
graphs (such as trees, rings, stars, multi-dimensional hypercubes, etc.) [9], or
complete graphs, where each node knows the identifier of every other node [1].
As such, these results are not easily applicable to P2P networks. Due to the
high dynamicity and large-scale of these networks, constructing and maintaining
topologies as overlay networks is a complex task, and for the same reasons, com-
plete overlays are not possible. Furthermore, and more importantly, these struc-
tured topologies do not exploit the possibility of constructing close-to-optimal
overlay networks, as we did in this paper.

More recently, Rao et al. have presented a set of algorithms for solving the
load balancing problem in DHT networks [13]. One of these algorithms, called
one-to-many, is similar to our approach: they assume the knowledge of a known
target for the average load , and each over-loaded node selects the most under-
loaded nodes among a subset. Their algorithm, however, does not explain exactly
how the average load may be obtained, and does not exploit the possibility
of progressively reducing the overlay network to those nodes that need to be
balanced.

Surveying existing literature on P2P simulation, the picture that is obtained
is highly fragmented; most current P2P projects base their results on home-
grown simulators that have been tuned for the particular protocols employed by
the target systems. Very few papers [19] make use of general-purpose, detailed
network simulators such as NS2 [11]. This choice is due to the high costs associ-
ated with packet-level simulations that pose very severe limits to scalability.

Despite this fragmentation, several interesting simulation environments have
appeared recently [15, 16, 8]. Most of them are limited to file-sharing applica-
tions, as they incorporate notions of documents, keywords, etc. The most promis-
ing one is NeuroGrid [8], that has been designed with extensibility in mind. Yet,
none of them approach the scalability that can be obtained by PEERSIM.

7 Conclusions and Future Work

In this paper we have presented our initial results towards a modular paradigm
for designing complex, self-organizing protocols. A load balancing protocol was
presented to confirm the validity of the idea that simple components can be
combined to implement more complex functions. We demonstrated the utility
of applying an averaging component along with an overlay component to obtain
a performance with respect to the amount of transfered load that is indistin-
guishable from the optimal case.

Naturally, our present and future work focuses on developing this paradigm
further by extending it with more components and applications. It is interest-
ing to consider the similarities of this approach to object-oriented design and
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programming. In a sense, at least in the design phase, the designer can treat
these building blocks as objects that maintain a state and that have an interface
for modifying or monitoring that state or for performing functions. Some of the
usual relations such as dependence or inheritance can also be applied. Our future
work includes developing this analogy further.
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Abstract. Nowadays, the applications to be realized are more often distributed,
complex and open, e.g., applications on the Internet: information search,
brokerage, e-commerce, e-business] Therefore, designers cannot implement a
global control and list all situations such systems have to be faced with.
ADELFE! methodology was proposed to develop this kind of software. It is
based on the AMAS theory (Adaptive Multi-Agent Systems) and the
emergengg, concept. This theory gives local agent design criteria so as to enable
the emergence of an organization within the system and thus, of the global
function of the system. This paper focuses on three tools of the methodology
associated with the process and the UML/AUML notations. The first tool is
based on the commercial software OpenTool, enriched to take into account
adaptive multi-agent system development. The second tool is a support decision
tool to help designers to decide if the AMAS theory is relevant for the current
system to design. The last tool is an interactive tool which supports the process
and helps designers to follow the process and to execute associated tasks. The
use of each tool is illustrated by ETTO (Emergent TimeTabling Organization)
application.

1 Introduction

Through several examples, Heylighen defines self-organization as [the spontaneous
emergence of global coherence out of the local interactions between initially
independent components[1[13]. Because we live in a complex world, self-organizing
systems are widespread in many different domains (physics, biology, economics,
etc.). Nowadays, applications in computer science are becoming more and more open
and complex (e.g., search for information on the Internet(] ). Thus, having a global
view or control on such systems is not realistic. For several years, we studied self-
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organization as a possible way to successfully overcome this complexity and this
openness [11]. That led us to propose a theory called [AMASY theory[]in which
cooperation is the means by which the system self-organizes and then adjusts to
changes of the environment [10]. Interactions between the internal parts (agents) of
the system depend on agents(local view and on their ability to [cooperate[ lwith each
other. Changing these local interactions reorganizes the system and thus changes its
global behavior.

Because all the systems do not need self-organization to adapt, we are more
specifically interested into those that are open, complex, incompletely specified, with
a dynamical environment and without an a priori known algorithm to find a solution.
The AMAS theory has been successfully applied to several such problems (e.g.,
equation solving or adaptive routing of the traffic in a telephone network) and several
projects have been developed:

e ABROSE (Agent based BROkerage SErvices in electronic commerce) is an
electronic commerce tool for mediation of services [9];

e ANTS has studied the cooperative self-organization of ant-like robots [23];

e FORSIC (FOrmation et Recherche en Sciences de llInformation et de la
Communication) provides a cooperative tool to manage the knowledge needed in
assistance in information retrieval formation [16];

e STAFF (Software Tool for Adaptive Flood Forecast) is an adaptive flood forecast
that is now used in an industrial environment [8].

Nevertheless, to promote the use of self-organizing systems based on the AMAS
theory, tools are needed. They are required both to reuse our know-how and to guide
an engineer during an application design. As a result, we are currently working on
ADELFE, a toolkit to develop software with emergent functionality, which consists
of an agent-oriented methodology and a library of components that can be used to
make the application development easier. The originality of the ADELFE
methodology resides in the fact that some tools are provided to guide a designer when
applying its process and using its notations.

So, this paper aims to show how a system can be engineered by using these tools:
an interactive tool to help designers to follow the process and OpenTool, a piece of
software that supports the UML and AUML [17] notations. An application named
ETTO for [Emergent TimeTable Organization[Jwill be used as an example to clarify
some specific points. Building a university timetable by taking into account several
actors and their constraints is a complex problem for which there is no admitted
algorithm. These characteristics are required when applying the AMAS theory.

This paper is then structured as follow: some requirements about the ETTO
problem are presented in the second section before giving an overview of the
ADELFE methodology in the third one. Tools that are provided with ADELFE are
then presented in the next section in order to show how they can be used to engineer a
self-organizing system in which the different parts are changing their interactions
using cooperation.

2 AMAS stands for Adaptive Multi-Agent Systems. See http://www.irit.fr/SMAC.
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2 ETTO Requirements

In order to show how a self-organizing application can be developed using the tools
linked with ADELFE, the next sections will refer to the ETTO application.
Description and design of the system related to ETTO are not the main objective of
this article and more information is available in [1].

The chosen problem is a classical course timetabling one in which timeslots and
locations must be assigned to teachers and students groups in order to let them meet
during lectures. The involved actors (teachers, students groups and rooms) have a
certain number of constraints that must be fulfilled. Furthermore, we are interested in
the case in which constraints may dynamically evolve during the search for a solution
without interrupting it and restarting from scratch. Usually, solutions to such a
problem can be found using different techniques like constraint-based ones or
metaheuristics techniques (simulated annealing, tabu search, graph coloring[]) and
more recently, neural networks, evolutionary or ant algorithms [2,22]. However, no
real solving technique exists when the constraints can dynamically evolve and when
the system needs to adapt. Because this problem is not a simulation one, because it is
actually complex when handmade or not (it belongs to the NP-complete class of
problems) and has no universal solution, we do think that it represents the right
example to apply the AMAS theory. The aim is to make a solution emerge, at the
macro-level of the built MAS, from the interactions of independent parts at the micro-
level.

General requirements for this ETTO problem are the following. As mentioned
before, stakeholders are teachers, students groups and lecture rooms. Every actor
individually owns some constraints that must be (best) fulfilled. A teacher has some
constraints about his availabilities (the days or the timeslots during which he can
teachl] ), his capabilities (the topics he can lecture on[] ) and the needs he possesses
about particular pedagogic equipments (overhead projectors, video projectors, a
definite lecture room for a practical work[]). A students group must take a particular
teaching made up of a certain number of timeslots for a certain number of teaching
topics (X timeslots for a topic 1, Y timeslots for a topic 2(1). A lecture room is
equipped or not with specific equipments (an overhead projector, a video projector,
equipment for practical works[| ) and can be occupied or not (during a given timeslot,
on a certain dayl(] .).

Before presenting the tools that will be used to design the system able to solve this
problem, let us describe the characteristics of the agent-oriented methodology we are

going to apply.

3 ADELFE Presentation

ADELFE is a toolkit to develop software with emergent functionality. This toolkit
provides several tools: a methodology to help developers to design multi-agent
systems and a library of components to re-use existing expertise. The methodology
provides a process, a notation and a tool to guide designers to use the given process.
Because few of the existing agent-oriented methodologies are able to deal with
dynamics or evolutionary environments, the ADELFE methodology is devoted to
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designing applications with such characteristics. Contrary to Gaia [24] or Tropos [3],
ADELFE is not a general methodology; it concerns applications in which self-
organization makes the solution emerge from the interactions of its parts. It also gives
some hints to designers to determine if using the AMAS theory is relevant to build
the current application.

To be as close as possible of standards and tools already known and used by
engineers, the ADELFE methodology [1] is based on object-oriented methodologies,
follows the RUP (Rational Unified Process) [12] and uses the UML (Unified
Modelling Language) and AUML (Agent-UML) [17] notations. ADELFE covers the
entire process of software engineering; during each workflow, designers can
backtrack to previous results to update or complete them. OMGIs SPEM (Software
Process Engineering Metamodel) [18] has been used to express this process. Thus,
the first four work definitions of this process can be listed as done in the Fig. 1, using
the SPEM vocabulary (work definitions (WD), activities (A;), steps (Sk),

As this methodology concerns only applications designed following the AMAS
theory, some activities or steps had been added to the RUP in order to be specific to
adaptive multi-agent systems. Furthermore, this methodology is something more than
a [one-morel Imethodology that is why, in the next section, we explain how its special
features are distinguishing it from some of the already existing agent-oriented
methodologies. Among the different activities or steps that are listed in the Fig. 1,
some are marked with a bold font to show that they are specific to adaptive multi-
agent systems. In this section, these add-ons are briefly explained and our approach is
compared to some existing methodologies.

A15: Study the detailed architecture and the multi-agent model
$1: Determine packages
S2: Determine classes
$3: Use design-patterns
S4: Elaborate component and class diagrams
A6: Characterize environment A16: Study the interaction language
81: Determine entities A17: Design an agent
$2: Define context $1: Define its skills
S$3: Characterize environment S2: Define its aptitudes
AT7: Determine use cases $3: Define its interaction language
S1: Draw up an inventory of the use S4: Define its world representation
cases $5: Define its Non Cooperative Situations
S2: Identify cooperation failures A18: Fast prototyping
S3: Elaborate sequence diagrams A19: Complete design diagrams
AA8: Elaborate Ul prototypes $1: Enhance design diagrams
A9: Validate Ul prototypes $$2: Design dynamic behaviours

WD,: WD,:
g - WD,: WD,:
Preliminary Final q A
. . Analysis Design
Requirements Requirements
T -

A1: Define user requirements A10: Analyze the domain
A2: Validate user requirements S1: Identify classes
A3: Define consensual S2: Study interclass relationships
requlremeljls S3: Construct the preliminary class diagrams
A4: Establish keywords set . A11: Verify the AMAS adequacy
A5: Extract limits and constraints $1: Verify the global level AMAS adequacy

$2: Verify the local level AMAS adequacy

A12: Identify agents
$1: Study entities in the domain context
$2: Identify the potentially cooperative entities
83: Determine agents

A13: Study interactions between entities
S1: Study the active-passive entities relationships
$2: Study the active entities relationships

A14: Study agents relationships

Fig. 1. ADELFE process is described in three levels: work definitions (WDi), activities (Ai)
and steps (Si)
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Preliminary and Final Requirements. Expression of requirements is a fundamental
activity in software engineering and is taken into account in ADELFE as well as in
MESSAGE [7], PASSI [4] or Tropos which are methodologies that cover the entire
process of software engineering. In self-organizing systems as viewed by the AMAS
theory, the adaptation process starts from the interactions between the system and its
environment. Therefore, after having established an agreement on the preliminary
requirements, designers have to model this environment. Three steps, added during
the elaboration of the final requirements, enable to draw up this model: determining
the entities that are involved in the system, defining the context and characterizing the
environment (A6). To characterize the environment, designers must think about the
environment of the system to build in terms of being accessible or not, deterministic
or not, dynamic or static and discrete or continuous. These terms have been reused
from [21] and represent a help to later determine if the AMAS technology is needed
or not.

Analysis. In the analysis work definition, two activities have been added to the RUP:
the adequacy of the AMAS theory (A11) and the identification of agents (A12).

Knowing very early if the system to develop justifies some investment in a new
methodology or technique is very important. Because an adaptive MAS is not a
technical solution for every application, ADELFE is the only methodology that
provides a tool to help designers to decide if this theory is adequate to implement a
given application. Depending on the answers given by designers concerning a certain
number of criteria (see section 5), this tool estimates if the AMAS technology is
useful; if that is not the case, it could suggest to use another technology.

ADELFE also focuses on the agent identification, like in AAII [14], MESSAGE
and PASSI, because it does not assume that all the entities defined during the final
requirements are agents. In some methodologies [Je.g. Gaia or Tropos [Ithe question
is not even asked; designers already know that every entity is viewed as an agent.
However, in ADELFE, the notion of agent is restrictive because we are only
interested in finding what we call [cooperative agents[] A cooperative agent ignores
the global function of the system; it only pursues an individual objective and tries to
be permanently cooperative with other agents involved in the system. The global
function of the system is emerging (from the agent level to the multi-agent level)
thanks to these cooperative interactions between agents. An agent can also detect Non
Cooperative Situations (NCS) that are situations it judges being harmful for the
interactions it possesses with others, such as lack of understanding, ambiguity,
uselessness | This does not mean that an agent is altruistic or always helping other
agents but it is just trying to have useful (from its point of view) interactions with
others. Thus, facing with a NCS, an agent always acts to come back to a cooperative
state. In fact, the behavior of the collective compels the behavior of an agent. In
ADELFE, designers are given some guidelines: an entity can become an agent if it
can be faced with [cooperation failures['and may have evolutionary representations
about itself, other entities or about its environment and/or may have evolutionary
skills.
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Design. During the design stage, three activities are added to the RUP: study of the
interaction languages (Al5), building of the agent model (A16) and fast
prototyping (A17).

Some methodologies are devoted to a specific kind of agents, such as the AAII
methodology with BDI agents. ADELFE is dedicated to cooperative agents. It
provides an agent model and designers must then describe the architecture of a
cooperative agent by giving the components realizing its behavior: skills, aptitudes,
interaction language, world representation and the NCS this agent can encounter [1].
The global function of a self-organizing system is not coded; designers only have to
implement the local behaviors of the parts composing the system. In an AMAS, the
NCS model is essential because agents are changing their interactions to try to deal
with cooperation failures. The NCS of an agent are depending on the application and
must be described by designers. To help them, ADELFE provides generic
cooperation failures such as incomprehension, ambiguity, uselessness or conflict and
tables with several fields to fill up. These fields concern the name of a NCS, its
generic type, the state in which the agent must be to detect it, the conditions of its
detection and what actions the agent must perform to deal with it.

By following the previously described process, three tools are available. First, the
OpenTool graphical tool allows designers to realize the different UML/AUML
diagrams and some validations of the software specification and design. Then, the
adequacy AMAS tool helps designers in choosing AMAS technology to design
systems. Finally, the interactive tool eases following the ADELFE process.

4 OpenTool for ADELFE

OpenTool is a development tool, written in the OTScript language, which is designed
and distributed by TNI-Valiosys, one of the ADELFE partners. On the one hand,
OpenTool is a commercialized graphical tool like Rational Rose and supports the
UML notation to model applications while assuring that the produced models are
valid. More specifically, it focuses on analysis and design of software written in Java.
On the other hand, OpenTool enables meta-modeling in order to design specific
configurations.

This latter feature has been used to extend OpenTool for taking into account the
specificities of adaptive multi-agent systems and thus including them into ADELFE.
Therefore, the AUML notation, which allows describing Agent Interaction Protocols
using protocol diagrams, has been integrated to OpenTool.

Furthermore, UML has been modified to also express these specificities. Two
solutions can be considered to modify the UML notation: using a UML profile or a
meta-model extension [5]. Usually this latter solution is chosen when domain
concepts are well defined. Nowadays, several different points of view about MAS
exist. For example, in ADELFE, we use one specific concept on adaptive multi-agent
systems in which agents have to self-organize. But in Tropos or Gaia, agent roles are
well-known and the organization can a priori be given. So, UML profiles have been
chosen to extend the notation.

Then, in ADELFE, nine stereotypes can be used to modify the semantics of
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classes and features depending on the specificities of cooperative agents. Including
these stereotypes in OpenTool enables the developer to design agents and incorporate
them during his modeling activity. Moreover, OpenTool provides several
mechanisms to guide designers to correctly implement and use these agents.

Some coherency rules, attached to each stereotype, are defined using the OTScript
language and are implemented in OpenTool. OTScript is the action language of
OpenTool that can be used to model the behavior of agents; designers have just to
express some rules that will be processed by the simulation tool of OpenTool. This
enables designers to simulate and check the behavior of the agents that are involved
in a system. Moreover, this simulation can be helpful to find if some possible
cooperation failures are missing. OpenTool then helps designers to validate the
behavior of agents as well as to see if some other points are valid (this corresponds to
the activity 17 in Fig. 1):

e Interaction protocols: it is possible to find if some deadlocks can take place within
a protocol, or if some protocols are useless or inconsistent... Thus, the behavior
of several agents could be judged conform (or not) to the sequence diagrams
described in the analysis work definition.

e Methods: their possibly uselessness, their exhaustiveness can be tested.

e The general behavior of agents: to control if this behavior is in accordance with
what was expected.

Tests can be realized firstly, by creating the simulation environment in
collaboration diagram, and then, by implementing, with OTScript, some methods
designers may want to test.

4.1 Modified Class Diagrams

The first modification added to OpenTool concerns the static view of the model: the
class diagram. Different ADELFE-specific boxes are defined to take into account the
pre-defined stereotypes without decreasing ergonomic aspects of class diagrams
because of the large number of available stereotypes. Thus, fields and methods are
arranged within boxes in terms of their stereotypes.

Each <<cooperative agent>> stereotyped class must inherit from either the pre-
defined CooperativeAgent class or another <<cooperative agent>> stereotyped class.
Therefore, each agent class has at least four methods [Irun, perceive, decide and act [
to simulate its life cycle.

Fig. 2 shows an example of class diagram in which agent classes appear. Since
agent classes are object classes, all the operations or associations on object classes are
possible on agent classes: composition, aggregation, and heritage. Here, for the ETTO
example, the RepresentativeAgent class is composed of several BookingAgent. On the
other hand, StudentGroup and Teacher agent classes inherit from RepresentativeAgent
class and then inherit its fields and methods.
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4.2 Protocol Diagrams

As ADELFE reuses the AUML [ Agent Unified Modelling Language [17] [
formalism (Agent-UML) to model interactions between agents, OpenTool was
enhanced to construct AIP [JAgent Interaction Protocol [ldiagrams. AIP diagrams are
an extension to existing UML sequence diagrams that allows different message
sending cardinality (AND, OR or XOR). In OpenTool, these diagrams are designed
as generic diagrams in the sense that they do not use instances of classes but only
roles of classes. This notion of role was added to the OpenTool meta-model.

To respond to ADELFE and AMAS theory specificities, we added some semantics
to protocol diagrams. First, a trigger condition is specified to launch the protocol. In
the Fig. 3, the BookingAgent with the ExploringTeacherAgent role receives the booking-
AgentSeen event as a trigger to begin the negotiation with the OccupyingTeacherAgent.

Moreover, AUML notation remains fuzzy on the XOR and OR branches
concerning the decision making of message sending. The choice of attaching an
<<aptitude>> stereotyped method to the node (XOR or OR) allows to specify this
point. For example, in the Fig. 3, the isRoomFitting method is attached to the first XOR
node; i.e., in terms of the result of this method, the ExploringTeacherAgent may either
request for information to resume its exploration of the timetable or begin to negotiate
in terms of the constraints of the two agents.

wcooperative agents
BookingAgent

parception

+ message ()

= currentCell: Cell

- roominfo: Siring [*]

- nearfgents: BookingAgent [*]

+ bookingAgentSeen ()
interaction

+ getinformation ()
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+ acceptFreeRoom ()
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- bockingStaies: BookingSiate [*]
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-
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Fig. 2. The agent class diagram for ETTO. Two main agent classes, stereotyped <<cooperative
agent>>, are defined: RepresentativeAgent and BookingAgent. RepresentativeAgents can represent
either student groups (StudentGroup class) or teachers (Teacher class). RepresentativeAgent class
is composed of several BookingAgents which task is to find timeslot in the timetable
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Fig. 3. Here is an example of protocol between two BookingAgents which represent two
different teachers. The first agent is exploring the timetable to find valid timeslot and room.
The second agent is already occupying a room at a precise timeslot. This protocol diagram
explains the negotiation between the two agents. This negotiation may result on the first
agent[s leaving or on the first agent[s booking

Designers can also easily assign protocols to agents in OpenTool. Once a protocol
is attributed to an agent for a role, the methods that appear in the protocol for the
chosen role are automatically added to the agent class as <<interaction>> stereotyped
methods. Finally, to prepare the [Fast Prototyping[lactivity of the process, designers
can automatically generate state-machines [one per role [1from the protocol diagrams
to simulate them in OpenTool.

Fig. 4. AMAS adequacy graphical tool applied to ETTO
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5 AMAS Adequacy Tool

Thanks to activity A11 which has been added in the analysis work definition,
designers can know if the application to develop requires to be designed using the
AMAS technology. This adequacy is studied both at the global level (the system
level) and at the local one (the level of the different parts composing the system, the
agents). To study the adequacy of the AMAS theory at the global level, eight criteria
have been defined:

1. |Is the global task incompletely specified? Is an algorithm a priori unknown?
2. |If several components are required to solve the global task, do they need to act in
a certain order?

3. |Is the solution generally obtained by repetitive tests; are different attempts
required before finding a solution?

4. |Can the system environment evolve? Is it dynamic?

5. |Is the system functionally or physically distributed? Are several physically
distributed components needed to solve the global task? Or is a conceptual
distribution needed?

6. |Does a great number of components needed?

Is the studied system non-linear?

8. |Finally, is the system evolutionary or open? Can new components appear or
disappear dynamically?

=

These questions are asked to designers using a graphical interface which is
visualized in Fig. 4. The designer uses a slider to answer a question and to give a rate
among twenty possibilities ranging from [yes[to [hol! His answers are then analyzed
by the support decision tool to inform him if using an AMAS to implement the
system is useful.

The two areas at the bottom of the graphical tool window show the answers of
ADELFE regarding the global level and the local one; by clicking on those areas, the
user can obtain an interpretation of the results obtained. If the AMAS adequacy tool
judges that it is not useful, it can suggest the designer to use another technology;
nevertheless, this latter is free to go on using ADELFE.

Considering the ETTO problem, the designer has given to the above criteria the
following values: 18, 2, 20, 20, 0, 10, 15 and 15 respectively. The possible answers
range from 0 to 20. The answers given to the criteria 1, 3, 5 and 7 are expressing the
fact that this problem is a complex and open one for which no well-established
algorithm exists. The second and fourth marks are showing that at this point, the
designer does not exactly know how to implement a solution; some choices must be
made before.

As shown on the Fig. 4, the analysis at the global level expresses that an AMAS is
useful to implement ETTO. So, the designer has now to examine the local level to
know if some components will need to be recursively viewed as AMAS. If some
components need to evolve or adapt themselves, it is rather sure that they will be
implemented as AMAS; this explains the three questions at this level:
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9. |Does a component only have a limited rationality?

10. |Is a component [bigllor not? Is it able to do many actions, to reason a lot?
Does it need great abilities to perform its own task?

11. |Can the behavior of a component evolve? Does it need to adapt to the changes
of its environment?

Here again, considering the ETTO problem, designers have given 10, 17 and 0
respectively to each one of these three last criteria. The first rate shows that the
designer vision is not completely clear about the solution to be adopted. The second
one expresses the fact that the different involved components may need to bring the
same expertise as a human being. According to the third answer, the system must be
adaptive but its components do not need to adapt because, on the one hand, their
environment will more or less always be the same, and on the other hand, new types
of stakeholders are not going to dynamically appear.

At the local level, because components are coarse-grained, a need for AMAS is
also globally shown and designers will need to use the methodology on each
component to determine if using an AMAS is required to implement this component
(Fig. 1). This adequacy tool can be used in an autonomous manner but is also linked
to the interactive tool that is now described.

6 Interactive Tool

ADELFE also provides an interactive tool that helps designers when following the
process established in the methodology.

In classical object-oriented or agent-oriented methodologies, this kind of tool does
not really exist. Even if some tools linked with agent-oriented methodologies exist
(e.g. AgentTool 5 for MaSE, PTK for PASSI or the INGENIAS tool [15]), they are
not really a guide and a verification tool for designers following a methodology
process.

Generally, some guides like books or html texts are given (e.g., a guide to follow
the RUP is available on the web site of Rational Software,
http://www.rational.com/products/rup/) but they are not really interactive tools able to
follow a project through the different activities of the process. The ADELFE
interactive tool is linked both with the AMAS adequacy tool and with OpenTool. It
can communicate with OpenTool in order to access to different diagrams as process
progresses. For these two reasons, it can be considered as a real guide that supports
the notation adopted by the process and verifies the project consistency.

Each activity or step of the process is described by this tool and exemplified by
applying it to the ETTO problem. Within the textual description or the example, some
AMAS theory specific terms can be attached to a glossary in order to be explained.
That is why the interactive tool is composed of several interfaces which will be
detailed in the following paragraphs:

e A [Managerllinterface indicates, for the different opened projects, the different
activities and steps designers have to follow when applying the methodology,
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A [Work Productllinterface lists the work products that have been produced or
that have to be produced yet regarding the progress when applying the
methodology,

e A [Descriptionl] interface explains the different stages (activities or steps)
designers must follow to apply the methodology process,

An [Examplel linterface shows how the current stage has been applied to ETTO,

An optional [Synthesis[]interface shows a global view and an abstract of the
already made activities,

e An optional [Glossary! linterface explains the terms used in the methodology and

defines the stereotypes that have been added to UML.

Fig. 5. The ADELFE interactive tool mainly consists of four modules: the Manager interface
(1), the Workproduct interface (2), the Description interface (3) and the Example interface (4)

A global view of the tool, excluding the optional windows, is given in the Fig. 5.

Manager Interface. The interface called [Manager(| displays, using a directory
structure, the different already processed activities and steps for the end-userlsl opened
projects. To expand the directory and to display the list of activities and steps, a user
has to select one existing project (or to create one if there is none). He can click on a
name of an activity or step to work on it. He can also backtrack in the process of the
methodology to manage lifecycle as he wants. For example, on the Fig. 5, module @,
and for the project ETTO, ADELFE displays all activities and details the steps of the
[Characterize Environment[] [Determine Use Cases[] [Analyze Domainl[] and
[Design Agents| lactivities.

Work Product Interface. The interface [WorkProduct[] displays the list of the
documents about the current project, as shown in Fig. 5, module @. In this list, the
name of a document is colored depending on the current state of this document:

e A document that cannot be realized during a step for the current project is marked
in grey. For example, the project has not made enough progress to realize it.
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e A document that has already been produced is colored in green.
e And red is used to mark a document that could be realized at the previous or at the
current step but is not realized yet.

This list is dynamically updated whenever new documents are produced.

Description Interface. Being a guide to realize a given current stage (activity or
step), this window, module @ in Fig. 5, displays several types of information such as:

e The stage name such as mentioned in the ADELFE process,

e A brief description about the objectives of this stage, how designers must proceed
to complete this stage and what are the work products to generate during it,

e Links towards the [Glossary[lwindow if some terms need to be characterized,

e Links towards other stages, because backtrackings during the process is possible,

e Links to different tools (such as OpenTool, the AMAS adequacy tool, a text
editor[] ) to enable designers to access them. These links are mentioned within
the textual description whenever designers need to access a piece of software to
achieve the current step. Moreover, if specific entities or diagrams in OpenTool
must be created, updated or completed, the interactive tool is able to
communicate with OpenTool in order to make the designer access to the right
diagrams. For instance, when designers need to describe use cases within the
activity 7 ([Determine Use Casesl), an OpenTool icon may be clicked to directly
access the window displaying use cases in the OpenTool software.

Example Interface. Thanks to the [Examplel] window, module @ in Fig. 5,
designers can obtain an additional help because this window displays what has been
done to apply the ADELFE methodology regarding the current stage. As mentioned
before, this window mainly refers to the ETTO application but other specific
applications that apply the AMAS theory could also be used to give some
complementary information. For instance, some specific concepts in the AMAS
theory cannot be easily apprehended and different points of view can be used to
explain them.

Synthesis and Glossary Interfaces. Two optional windows that are displayed in a
separate way also exist in the interactive tool. The first one, named [Synthesis[Igives
a global view of the current project when applying the methodology process. It
presents a compilation of the different work products produced so far: textual
descriptions, UML diagrams created with OpenTool, GUI specifications[] The
content of this window represents a help to prepare the final project documentation.
The second one, named [Glossary[] displays and explains a list of terms that are
related to the methodology process or to the AMAS theory. Stereotypes added to
UML and OpenTool are described as well as the rules that must be applied when
using them.
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7 Conclusion

For several years now, we had worked on a theory to build self-organizing systems.
This paper has very briefly expounded the AMAS theory that has been successfully
applied to several open and complex problems for which no solution was known in
advance [8]. The specificity of the theory resides in the fact that the global function of
the system is not coded within the agents but emerges from the collective behavior of
the different agents composing it. Each agent can locally rearrange its interactions
with others depending on the individual task it has to solve and cooperation failures it
may encounter and process. This capacity of self-organization by cooperation at the
lowest level enables to change the global function without coding this modification at
the upper level of the system.

A further step, in our research, has been to study how a self-organizing system
could be engineered to ease the work of a designer and promote this technology
beyond academia frontiers. This work has led to ADELFE, a toolkit to develop self-
organizing applications, which can guide and help an engineer during such a task.
ADELFE differs from other agent-based methodologies because it is specific to self-
organizing applications. The process is based on the RUP enriched with some specific
steps dedicated to agents and to adaptive multi-agent systems. To apply a
methodology process, some textual description in books or html forms can be found
but, in a generally manner, the process is not interactive. The originality of the
ADELFE tool associated to the process resides in the interaction with designers.
Moreover, it provides a particular important tool, OpenTool, which supports the
UML and AUML notations, and enables the designer to draw his graphical UML
diagrams. It also checks the coherence and the completeness of the specification and
design. A first version of the ADELFE is now operational (and can be downloaded
from http://www.irit.fr/ADELFE); it was used for designing the ETTO application. In
the near future, this prototype will be used to design several other complex systems
such as a mechanical design system or a flood forecast system.
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